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I N T R O D U C T I O N

Practical Packet Analysis, 2nd Edition was 
written over the course of a year and a half, 

from late 2009 to mid 2011, approximately 
four years after the first edition’s release. This 

book contains almost all new content, with completely 
new capture files and scenarios. If you liked the first
edition, then you will like this one. It is written in the same tone and breaks 
down explanations in a simple, understandable manner. If you didn’t like 
the first edition, you will like this one, because of the new scenarios and 
expanded content.

Why This Book?

You may find yourself wondering why you should buy this book as opposed 
to any other book about packet analysis. The answer lies in the title: Practical 
Packet Analysis. Let’s face it—nothing beats real-world experience, and the 
closest you can come to that experience in a book is through practical exam-
ples of packet analysis with real-world scenarios. 
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xviii   In t roduct ion

The first half of this book gives you the prerequisite knowledge you will 
need to understand packet analysis and Wireshark. The second half of the 
book is devoted entirely to practical cases that you could easily encounter in 
day-to-day network management. 

Whether you are a network technician, a network administrator, a chief 
information officer, a desktop technician, or even a network security analyst, 
you have a lot to gain from understanding and using the packet-analysis tech-
niques described in this book.

Concepts and Approach

I am generally a really laid-back guy, so when I teach a concept, I try to do so 
in a really laid-back way. This holds true for the language used in this book. 
It is very easy to get lost in technical jargon when dealing with technical con-
cepts, but I have tried my best to keep things as casual as possible. I’ve made 
all the definitions clear, straightforward, and to the point, without any added 
fluff. After all, I’m from the great state of Kentucky, so I try to keep the big 
words to a minimum. (You’ll have to forgive me for some of the backwoods 
country verbiage you’ll find throughout the text.)

If you really want to learn packet analysis, you should make it a point to 
master the concepts in the first several chapters, because they are integral to 
understanding the rest of the book. The second half of the book is purely 
practical. You may not see these exact scenarios in your workplace, but you 
should be able to apply the concepts you learn from them in the situations 
you do encounter.

Here is a quick breakdown of the contents of the chapters in this book:

Chapter 1: Packet Analysis and Network Basics
What is packet analysis? How does it work? How do you do it? This chap-
ter covers the basics of network communication and packet analysis.

Chapter 2: Tapping into the Wire
This chapter covers the different techniques you can use to place a 
packet sniffer on your network.

Chapter 3: Introduction to Wireshark
Here, we’ll look at the basics of Wireshark—where to get it, how to use it, 
what it does, why it’s great, and all of that good stuff.

Chapter 4: Working with Captured Packets
After you have Wireshark up and running, you will want to know how to 
interact with captured packets. This is where you’ll learn the basics.

Chapter 5: Advanced Wireshark Features
Once you have learned to crawl, it’s time to take off running. This chap-
ter delves into the advanced Wireshark features, taking you under the 
hood to show you some of the less apparent operations.
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Chapter 6: Common Lower-Layer Protocols
This chapter shows you what some of the most common lower-layer net-
work communication protocols—such as TCP, UDP, and IP—look like at 
the packet level. In order to understand how these protocols can mal-
function, you first need to understand how they work. 

Chapter 7: Common Upper-Layer Protocols
Continuing with protocol coverage, this chapter shows you what the three 
of the most common upper-layer network communication protocols—
HTTP, DNS, and DHCP—look like at the packet level.

Chapter 8: Basic Real-World Scenarios
This chapter contains breakdowns of some common traffic and the first 
set of real-world scenarios. Each scenario is presented in an easy-to-follow 
format, where the problem, analysis, and solution are given. These basic 
scenarios deal with only a few computers and involve a limited amount of 
analysis—just enough to get your feet wet.

Chapter 9: Fighting a Slow Network
The most common problems network technicians hear about generally 
involve slow network performance. This chapter is devoted to solving 
these types of problems.

Chapter 10: Packet Analysis for Security
Network security is the biggest hot-button topic in the information tech-
nology area. Chapter 10 shows you some scenarios related to solving 
security-related issues with packet-analysis techniques.

Chapter 11: Wireless Packet Analysis
This chapter is a primer on wireless packet analysis. It discusses the dif-
ferences between wireless analysis and wired analysis, and includes some 
examples of wireless network traffic.

Appendix: Further Reading
The appendix of this book suggests some other reference tools and web-
sites that you might find useful as you continue to use the packet-analysis 
techniques you have learned. 

How to Use This Book

I have intended this book to be used in two ways:

 As an educational text that you will read through, chapter by chapter, 
in order to gain an understanding of packet analysis. This means paying 
particular attention to the real-world scenarios in the last several chapters. 

 As a reference resource. There are some features of Wireshark that you 
will not use very often, so you may forget how they work. Practical Packet 
Analysis is a great book to have on your bookshelf when you need a quick 
refresher about how to use a specific feature. I’ve also provided some 
unique charts, diagrams, and methodologies that may prove to be useful 
references when doing packet analysis for your job.
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xx   In t roduct ion

About the Sample Capture Files

All of the capture files used in this book are available from the No Starch 
Press page for this book, http://www.nostarch.com/packet2.htm. In order to 
maximize the potential of this book, I highly recommend that you download 
these files and use them as you follow along with the examples.

The Rural Technology Fund

I couldn’t write an introduction without mentioning the best thing to come 
from Practical Packet Analysis. Shortly after the release of the first edition of 
this book, I founded a 501(c)(3) nonprofit organization that is the culmina-
tion of one of my biggest dreams. 

Rural students, even those with excellent grades, often have fewer oppor-
tunities for exposure to technology than their city or suburban counterparts. 
Established in 2008, the Rural Technology Fund (RTF) seeks to reduce the 
digital divide between rural communities and their more urban and sub-
urban counterparts. This is done through targeted scholarship programs, 
community involvement, and general promotion and advocacy of technology 
in rural areas.

Our scholarships are targeted to students living in rural communities 
who have a passion for computer technology and intend to pursue further 
education in that field. I’m pleased to announce that 100 percent of the 
author proceeds from this book go directly to the Rural Technology Fund 
in order to provide these scholarships. If you want to learn more about the 
Rural Technology Fund or how you can contribute, visit our website at http://
www.ruraltechfund.org/.

Contacting Me

I’m always thrilled to get feedback from people who read my writing. If you 
would like to contact me for any reason, you can send all questions, comments, 
threats, and marriage proposals directly to me at chris@chrissanders.org. I also 
blog regularly at http://www.chrissanders.org/ and can be followed on Twitter 
at @chrissanders88.

http://www.ruraltechfund.org
http://www.ruraltechfund.org
mailto:chris@chrissanders.org
http://www.chrissanders.org
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P A C K E T  A N A L Y S I S  A N D  
N E T W O R K  B A S I C S

A million different things can go wrong 
with a computer network on any given 

day—from a simple spyware infection to a 
complex router configuration error—and it’s 

impossible to solve every problem immediately. The 
best we can hope for is to be fully prepared with the 
knowledge and tools we need to respond to these types 
of issues. 

All network problems stem from the packet level, where even the prettiest 
looking applications can reveal their horrible implementations, and seemingly 
trustworthy protocols can prove malicious. To better understand network 
problems, we go to the packet level. Here, nothing is hidden from us—nothing 
is obscured by misleading menu structures, eye-catching graphics, or untrust-
worthy employees. At this level, there are no true secrets (only encrypted 
ones). The more we can do at the packet level, the more we can control our 
network and solve problems. This is the world of packet analysis.
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2   Chapter 1

This book dives into the world of packet analysis headfirst. You’ll learn 
how to tackle slow network communication, identify application bottlenecks, 
and even track hackers through some real-world scenarios. By the time you 
have finished reading this book, you should be able to implement advanced 
packet-analysis techniques that will help you solve even the most difficult 
problems in your own network.

In this chapter, we’ll begin with the basics, focusing on network commu-
nication, so you can gain some of the basic background you’ll need to exam-
ine different scenarios.

Packet Analysis and Packet Sniffers

Packet analysis, often referred to as packet sniffing or protocol analysis, describes 
the process of capturing and interpreting live data as it flows across a network 
in order to better understand what is happening on that network. Packet 
analysis is typically performed by a packet sniffer, a tool used to capture raw 
network data going across the wire. 

Packet analysis can help with the following:

 Understanding network characteristics

 Learning who is on a network

 Determining who or what is utilizing available bandwidth

 Identifying peak network usage times

 Identifying possible attacks or malicious activity

 Finding unsecured and bloated applications

There are various types of packet-sniffing programs, including both free 
and commercial ones. Each program is designed with different goals in 
mind. A few popular packet-analysis programs are tcpdump, OmniPeek, and 
Wireshark (which we will be using exclusively in this book). tcpdump is a 
command-line program. OmniPeek and Wireshark have graphical user inter-
faces (GUIs).

Evaluating a Packet Sniffer
You need to consider a number of factors when selecting a packet sniffer, 
including the following:

Supported protocols All packet sniffers can interpret various protocols. 
Most can interpret common network protocols (such as IPv4 and ICMP), 
transport layer protocols (such as TCP and UDP), and even application 
layer protocols (such as DNS and HTTP). However, they may not sup-
port nontraditional or newer protocols (such as IPv6, SMBv2, and SIP). 
When choosing a sniffer, make sure that it supports the protocols you’re 
going to use.
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User-friendliness Consider the packet sniffer’s program layout, ease of 
installation, and general flow of standard operations. The program you 
choose should fit your level of expertise. If you have very little packet-
analysis experience, you may want to avoid the more advanced command-
line packet sniffers like tcpdump. On the other hand, if you have a wealth 
of experience, you may find an advanced program more appealing. As 
you gain experience with packet analysis, you may even find it useful to 
combine multiple packet-sniffing programs to fit particular scenarios. 

Cost The great thing about packet sniffers is that there are many free 
ones that rival any commercial products. The most notable difference 
between commercial products and their free alternatives is their reporting 
engines. Commercial products typically include some form of fancy 
report-generation module, which is usually lacking or nonexistent in 
free applications. 

Program support Even after you have mastered the basics of a sniffing 
program, you may occasionally need support to solve new problems as 
they arise. When evaluating available support, look for developer docu-
mentation, public forums, and mailing lists. Although there may be a lack 
of developer support for free packet-sniffing programs like Wireshark, 
the communities that use these applications will often fill the gap. These 
communities of users and contributors provide discussion boards, wikis, 
and blogs designed to help you to get more out of your packet sniffer.

Operating system support Unfortunately, not all packet sniffers support 
every operating system. Choose one that will work on all the operating 
systems that you need to support. If you are a consultant, you may be 
required to capture and analyze packets on a variety of operating systems, 
so you will need a tool that runs on most operating systems. Also keep 
in mind that you will sometimes capture packets on one machine and 
review them on another. Variations between operating systems may force 
you to use a different application for each device.

How Packet Sniffers Work
The packet-sniffing process involves a cooperative effort between software 
and hardware. This process can be broken down into three steps: 

Collection In the first step, the packet sniffer collects raw binary data 
from the wire. Typically, this is done by switching the selected network 
interface into promiscuous mode. In this mode, the network card can 
listen to all traffic on a network segment, not only the traffic that is 
addressed to it. 

Conversion In this step, the captured binary data is converted into a 
readable form. This is where most advanced command-line packet sniffers 
stop. At this point, the network data is in a form that can be interpreted 
only on a very basic level, leaving the majority of the analysis to the end user.
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4   Chapter 1

Analysis The third and final step involves the actual analysis of the cap-
tured and converted data. The packet sniffer takes the captured network 
data, verifies its protocol based on the information extracted, and begins 
its analysis of that protocol’s specific features. 

How Computers Communicate

In order to fully understand packet analysis, you must understand exactly 
how computers communicate with each other. In this section, we’ll examine 
the basics of network protocols, the Open Systems Interconnections (OSI) 
model, network data frames, and the hardware that supports it all. 

Protocols
Modern networks are made up of a variety of systems running on many differ-
ent platforms. To aid this communication, we use a set of common languages 
called protocols. Common protocols include Transmission Control Protocol 
(TCP), Internet Protocol (IP), Address Resolution Protocol (ARP), and 
Dynamic Host Configuration Protocol (DHCP). A protocol stack is a logical 
grouping of protocols that work together. 

One of the best ways to understand protocols is to think of them as similar 
to the rules that govern spoken or written human languages. Every language 
has rules, such as how verbs should be conjugated, how people should be 
greeted, and even how to properly thank someone. Protocols work in much 
the same fashion, allowing us to define how packets should be routed, how to 
initiate a connection, and how to acknowledge the receipt of data.

A protocol can be extremely simple or highly complex, depending on its 
function. Although the various protocols are often drastically different, many 
protocols commonly address the following issues:

Connection initiation Is it the client or server initiating the connection? 
What information must be exchanged prior to communication?

Negotiation of connection characteristics Is the communication of the 
protocol encrypted? How are encryption keys transmitted between com-
municating hosts?

Data formatting How is the data contained in the packet ordered? In 
what order is the data processed by the devices receiving it?

Error detection and correction What happens in the event that a packet 
takes too long to reach its destination? How does a client recover if it can-
not establish communication with a server for a short duration?

Connection termination How does one host signify to the other that 
communication has ended? What final information must be transmitted 
in order to gracefully terminate communication?
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The Seven-Layer OSI Model 

Each OSI model layer has a specific function, as follows:

Application layer (layer 7) The topmost layer of the OSI model provides 
a means for users to actually access network resources. This is the only 
layer typically seen by end users, as it provides the interface that is the 
base for all of their network activities. 

Presentation layer (layer 6) This layer transforms the data it receives 
into a format that can be read by the application layer. The data encod-
ing and decoding done here depends on the application layer protocol 
that is sending or receiving the data. The presentation layer also handles 
several forms of encryption and decryption used for securing data.

Session layer (layer 5) This layer manages the dialogue, or session between 
two computers. It establishes, manages, and terminates this connection 
among all communicating devices. The session layer is also responsible 
for establishing whether a connection is duplex or half-duplex, and for 
gracefully closing a connection between hosts, rather than dropping it 
abruptly.

Protocols are separated according to their 
functions based on the industry-standard 
OSI reference model. The OSI model 
divides the network communications pro-
cess into seven distinct layers, as shown in 
Figure 1-1. This hierarchical model makes it 
much easier to understand network com-
munication. The application layer at the 
top represents the actual programs used to 
access network resources. The bottom layer 
is the physical layer, through which the 
actual network data travels. The protocols 
at each layer work together to ensure data 
is properly handled by the protocols at lay-
ers above and below it. 

NOTE The OSI model was originally published in 1983 
by the International Organization for Standard-
ization (ISO) as a document called ISO 7498. 
The OSI model is no more than an industry-
recommended standard. Protocol developers are 
not required to follow it exactly. And the OSI 
model is not the only networking model that 
exists; for example, some people prefer the Depart-
ment of Defense (DoD) model, also known as the 
TCP/IP model.

Figure 1-1: A hierarchi-
cal view of the seven 
layers of the OSI model
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Transport layer (layer 4) The primary purpose of the transport layer is 
to provide reliable data transport services to lower layers. Through flow 
control, segmentation/desegmentation, and error control, the transport 
layer makes sure data gets from point to point error-free. Because ensur-
ing reliable data transportation can be extremely cumbersome, the OSI 
model devotes an entire layer to it. The transport layer utilizes both 
connection-oriented and connectionless protocols. Certain firewalls and 
proxy servers operate at this layer.

Network layer (layer 3) This layer is responsible for routing data between 
physical networks, and it is one of the most complex of the OSI layers. It 
is responsible for the logical addressing of network hosts (for example, 
through an IP address). It also handles packet fragmentation, and in some 
cases, error detection. Routers operate at this layer. 

Data link layer (layer 2) This layer provides a means of transporting 
data across a physical network. Its primary purpose is to provide an 
addressing scheme that can be used to identify physical devices (for 
example, MAC addresses). Bridges and switches are physical devices that 
operate at the data link layer. 

Physical layer (layer 1) The layer at the bottom of the OSI model is the 
physical medium through which network data is transferred. This layer 
defines the physical and electrical nature of all hardware used, including 
voltages, hubs, network adapters, repeaters, and cabling specifications. 
The physical layer establishes and terminates connections, provides a 
means of sharing communication resources, and converts signals from 
digital to analog and vice versa. 

Table 1-1 lists some of the more common protocols used at each individ-
ual layer of the OSI model.

Although the OSI model is no more than a recommended standard, you 
should know it by heart. As we progress through this book, you will find that 
the interaction of protocols on different layers will shape your approach to 
network problems. Router issues will soon become “layer 3 problems” and 
software issues will be recognized as “layer 7 problems.”

Table 1-1: Typical Protocols Used in Each Layer of the OSI Model

Layer Protocol

Application HTTP, SMTP, FTP, Telnet

Presentation ASCII, MPEG, JPEG, MIDI

Session NetBIOS, SAP, SDP, NWLink

Transport TCP, UDP, SPX

Network IP, IPX

Data link Ethernet, Token Ring, FDDI, AppleTalk
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NOTE In discussing our work, a colleague told me about a user complaining that he could not 
access a network resource. The issue was the result of the user entering an incorrect 
password. My colleague referred to this as a “layer 8 issue.” Layer 8 is the unofficial 
user layer. This term is commonly used among those who live at the packet level. 

How does data flow through the OSI model? The initial data transfer on 
a network begins at the application layer of the transmitting system. Data 
works its way down the seven layers of the OSI model until it reaches the 
physical layer, at which point the physical layer of the transmitting system 
sends the data to the receiving system. The receiving system picks up the data 
at its physical layer, and the data proceeds up the remaining layers of the 
receiving system to the application layer at the top. 

Services provided by various protocols at any given level of the OSI model 
are not redundant. For example, if a protocol at one layer provides a particu-
lar service, then no other protocol at any other layer will provide this same 
service. Protocols at different levels may have features with similar goals, but 
they will function a bit differently. 

Protocols at corresponding layers on the sending and receiving computers 
are complementary. For example, if a protocol on layer 7 of the sending 
computer is responsible for encrypting the data being transmitted, the corre-
sponding protocol on layer 7 of the receiving machine is expected to be 
responsible for decrypting that data. 

Figure 1-2 shows a graphical representation of the OSI model as it relates 
to two communicating clients. You can see communication going from top to 
bottom on one client, and then reversing when it reaches the second client. 

Figure 1-2: Protocols working at the same layer on both the 
sending and receiving systems
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Each layer in the OSI model is capable of communicating with only the 
layers directly above and below it. For example, layer 2 can send and receive 
data only from layers 1 and 3.

Data Encapsulation
The protocols on different layers of the OSI model communicate with the 
aid of data encapsulation. Each layer in the stack is responsible for adding a 
header or footer—extra bits of information that allow the layers to communi-
cate—to the data being communicated. For example, when the transport 
layer receives data from the session layer, it adds its own header information 
to that data before passing it to the next layer.

The encapsulation process creates a protocol data unit (PDU), which includes 
the data being sent and all header or footer information added to it. As data 
moves down the OSI model, the PDU changes and grows as header and 
footer information from various protocols is added to it. The PDU is in its 
final form once it reaches the physical layer, at which point it is sent to the 
destination computer. The receiving computer strips the protocol headers 
and footers from the PDU as the data climbs up the OSI layers. Once the 
PDU reaches the top layer of the OSI model, only the original data remains.

NOTE The term packet refers to a complete PDU that includes header and footer information 
from all layers of the OSI model.

Understanding how encapsulation of data works can be a bit confusing, 
so we’ll look at a practical example of a packet being built, transmitted, and 
received in relation to the OSI model. Keep in mind that as analysts, we don’t 
often talk about the session or presentation layers, so those will be absent in 
this example (and the rest of this book).

In this scenario, we are on a computer that is attempting to browse to 
http://www.google.com/. For this process to take place, we must generate a 
request packet that is transmitted from our source client computer to the 
destination server computer. This scenario assumes that a TCP/IP commu-
nication session has already been initiated. Figure 1-3 illustrates the data-
encapsulation process in this example.

We begin on our client computer at the application layer. We are brows-
ing to a website, so the application layer protocol being used is HTTP, which 
will issue a command to download the file index.html from google.com.

Once our application layer protocol has dictated what we want to accom-
plish, our concern is with getting the packet to its destination. The data in 
our packet is passed down the stack to the transport layer. HTTP is an appli-
cation layer protocol that utilizes, or sits on, TCP. Therefore, TCP serves as 
the transport layer protocol used to ensure reliable delivery of the packet. 
As a result, a TCP header is generated. This TCP header includes sequence 
numbers and other data that is appended to the packet, and ensures that the 
packet is properly delivered.
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Figure 1-3: A graphical representation of encapsulation of data between client and server

NOTE We often say that one protocol “sits on” another protocol because of the top-down design 
of the OSI model. An application protocol such as HTTP provides a particular service 
and relies on TCP to ensure delivery of its service. As you will learn, DNS sits on UDP, 
and TCP sits on IP.

Having done its job, TCP hands the packet off to IP, which is the layer 3 
protocol responsible for the logical addressing of the packet. IP creates a 
header containing logical addressing information and passes the packet along 
to Ethernet on the data link layer. Physical Ethernet addresses are stored in 
the Ethernet header. The packet is now fully assembled and passed to the 
physical layer, where it is transmitted as zeros and ones across the network.

The completed packet traverses the network cabling system, eventually 
reaching the Google web server. The web server begins by reading the packet 
from the bottom up, meaning that it first reads the data link layer, which 
contains the physical Ethernet addressing information that the network card 
uses to determine that the packet is intended for a particular server. Once 
this information is processed, the layer 2 information is stripped away, and 
the layer 3 information is processed.

The IP addressing information is read in the same manner as the layer 2 
information to ensure proper addressing and that the packet is not fragmented. 
This data is also stripped away so that the next layer can be processed.

Layer 4 TCP information is now read to ensure that the packet has arrived 
in sequence. Then the layer 4 header information is stripped away, leaving 
only the application layer data, which can be passed to the web server appli-
cation hosting the website. In response to this packet from the client, the 
server should transmit a TCP acknowledgment packet so the client knows 
its request was received followed by the index.html file.
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All packets are built and processed as described in this example, regard-
less of which protocols are used. But at the same time, keep in mind that not 
every packet on a network is generated from an application layer protocol, so 
you will see packets that contain only information from layer 2, 3, or 4 protocols.

Network Hardware
Now it’s time to look at network hardware, where the dirty work is done. 
We’ll focus on just a few of the more common pieces of network hardware: 
hubs, switches, and routers. 

Hubs

A hub is generally a box with multiple RJ-45 ports, like the NETGEAR hub 
shown in Figure 1-4. Hubs range from very small 4-port devices to larger 48-port 
ones designed for rack mounting in a corporate environment.

Figure 1-4: A typical 4-port Ethernet hub

Because hubs can generate a lot of unnecessary network traffic and are 
capable of operating only in half-duplex mode (they cannot send and receive 
data at the same time), you won’t typically see them used in most modern or 
high-density networks (switches are used instead). However, you should know 
how hubs work, since they will be very important to packet analysis when using 
the “hubbing out” technique discussed in Chapter 2.

A hub is no more than a repeating device that operates on the physical 
layer of the OSI model. It takes packets sent from one port and transmits 
(repeats) them to every other port on the device. For example, if a computer 
on port 1 of a 4-port hub needs to send data to a computer on port 2, the 
hub sends those packets to ports 1, 2, 3, and 4. The clients connected to 
ports 3 and 4 examine the destination Media Access Control (MAC) address 
field in the Ethernet header of the packet, and they see that the packet is not 
for them, so they drop (discard) the packet. Figure 1-5 illustrates an example 
in which computer A is transmitting data to computer B. When computer A 
sends this data, all computers connected to the hub receive it. Only computer B 
actually accepts the data; the other computers discard it. 

As an analogy, suppose that you sent an email with the subject line “Atten-
tion all marketing staff ” to every employee in your company, rather than to 
only those people who work in the marketing department. The marketing 
department employees will know it is for them, and they will probably open 
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it. The other employees will see that it is not for them, and they will probably 
discard it. You can see how this would result in a lot of unnecessary commu-
nication and wasted time, yet this is exactly how a hub functions.

The best alternatives to hubs in production and high-density networks 
are switches, which are full-duplex devices that can send and receive data 
synchronously.

Figure 1-5: The flow of traffic when computer A 
transmits data to computer B through a hub

Switches

Like a hub, a switch is designed to repeat packets. However, unlike a hub, 
rather than broadcasting data to every port, a switch sends data to only the 
computer for which the data is intended. Switches look just like hubs, as 
shown in Figure 1-6. 

Figure 1-6: A rack-mountable 24-port Ethernet switch

Several larger switches on the market, such as Cisco-branded ones, are 
managed via specialized, vendor-specific software or web interfaces. These 
switches are commonly referred to as managed switches. Managed switches 
provide several features that can be useful in network management, including 
the ability to enable or disable specific ports, view port specifics, make config-
uration changes, and remotely reboot.
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Switches also offer advanced functionality when it comes to handling 
transmitted packets. In order to be able to communicate directly with specific 
devices, switches must be able to uniquely identify devices based on their MAC 
addresses, which means that they must operate on the data link layer of the 
OSI model.

Switches store the layer 2 address of every connected device in a CAM 
table, which acts as a kind of traffic cop. When a packet is transmitted, the 
switch reads the layer 2 header information in the packet and, using the CAM 
table as reference, determines to which port(s) to send the packet. Switches 
send packets only to specific ports, thus greatly reducing network traffic. 

Figure 1-7 illustrates traffic flow through a switch. In this figure, com-
puter A is sending data to only the intended recipient: computer B. Multiple 
conversations can happen on the network at the same time, but information 
is communicated directly between the switch and intended recipient, not 
between the switch and all connected computers.

Figure 1-7: The flow of traffic when computer A 
transmits data to computer B through a switch

Routers

A router is an advanced network device with a much higher level of function-
ality than a switch or a hub. A router can take many shapes and forms, but 
most have several LED indicator lights on the front and a few network ports 
on the back, depending on the size of the network. Figure 1-8 shows an 
example of a router.

Routers operate at layer 3 of the OSI model, where they are responsible 
for forwarding packets between two or more networks. The process routers 
use to direct the flow of traffic among networks is called routing. Several types 
of routing protocols dictate how different types of packets are routed to other 
networks. Routers commonly use layer 3 addresses (such as IP addresses) to 
uniquely identify devices on a network.
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Figure 1-8: A low-level Cisco router suitable for use in a small 
to mid-sized network

One way to illustrate the concept of routing is by using the analogy of a 
neighborhood with several streets. Think of the houses, with their addresses, 
as computers, and each street as a network segment, as shown in Figure 1-9. 
From your house on your street, you can easily communicate with your 
neighbors in the other houses on the street. This is similar to the operation 
of a switch that allows communication among all computers on a network 
segment. However, communicating with a neighbor on another street is like 
communicating with a computer that is not on the same segment.

Figure 1-9: Comparison of a routed network to neighborhood streets

Referring to Figure 1-9, let’s say that you’re sitting at 503 Vine Street and 
need to get to 202 Dogwood Lane. In order to do this, you must cross onto 
Oak Street, and then onto Dogwood Lane. Think of this as crossing network 
segments. If the device at 192.168.0.3 needs to communicate with the device 
at 192.168.0.54, it must cross a router to get to the 10.100.1.1 network, and 
then cross the destination network segment’s router before it can get to the 
destination network segment.

The size and number of routers on a network will typically depend on 
the network’s size and function. Personal and home-office networks may have 
only a small router located at the center of the network. A large corporate 
network might have several routers spread throughout various departments, 
all connecting to one large central router or layer 3 switch (an advanced type 
of switch that also has built-in functionality to act as a router). 
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As you begin looking at more and more network diagrams, you will come 
to understand how data flows through these various points. Figure 1-10 shows 
the layout of a very common form of routed network. In this example, two 
separate networks are connected via a single router. If a computer on net-
work A wishes to communicate with a computer on network B, the transmitted 
data must go through the router.

Figure 1-10: The flow of traffic when computer A transmits data to computer X through a router

Traffic Classifications

Network traffic can be divided among three main classes: broadcast, multicast, 
and unicast. Each classification has a distinct characteristic that determines 
how packets in that class are handled by networking hardware.

Broadcast Traffic
A broadcast packet is one that is sent to all ports on a network segment, regard-
less of whether that port is a hub or switch. 

All broadcast traffic is not created equally, however. There are layer 2 
and layer 3 forms of broadcast traffic. For instance, on layer 2, the MAC 
address FF:FF:FF:FF:FF:FF is the reserved broadcast address, and any traffic 
sent to this address is broadcast to the entire network segment. Layer 3 also 
has a specific broadcast address.

The highest possible IP address in an IP network range is reserved 
for use as the broadcast address. For example, in a network configured 
with a 192.168.0.xxx IP range and a 255.255.255.0 subnet mask, the address 
192.168.0.255 is the broadcast address.

In larger networks with multiple hubs or switches connected via different 
media, broadcast packets transmitted from one switch reach all the way to 
the ports on the other switches on the network, as they are repeated from 
switch to switch. The extent to which broadcast packets travel is called the 
broadcast domain, which is the network segment where any computer can directly 
transmit to another computer without going through a router. Figure 1-11 
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shows an example of two broadcast domains on a small network. Because 
each broadcast domain extends until it reaches the router, broadcast packets 
circulate only within this specified broadcast domain.

Figure 1-11: A broadcast domain extends to everything behind the 
current routed segment. 

Our earlier example describing how routing relates to a neighborhood 
also provides good insight into how broadcast domains work. You can think 
of a broadcast domain as being like a neighborhood street. If you stand on 
your front porch and yell, only the people on your street will be able to hear 
you. If you want to talk to someone on a different street, you need to find a 
way to speak to that person directly, rather than broadcasting (yelling) from 
your front porch.

Multicast Traffic
Multicast is a means of transmitting a packet from a single source to multiple 
destinations simultaneously. The goal of multicasting is to simplify this pro-
cess by using as little bandwidth as possible. The optimization of this traffic 
lies in the number of times a stream of data is replicated in order to get to its 
destination. The exact handling of multicast traffic is highly dependent on its 
implementation in individual protocols. 

The primary method of implementing multicast is via an addressing 
scheme that joins the packet recipients to a multicast group, which is how 
IP multicast works. This addressing scheme ensures that the packets cannot 
be transmitted to computers to which they are not destined. In fact, IP devotes 
an entire range of addresses to multicast. If you see an IP address in the 
224.0.0.0 to 239.255.255.255 range, it is most likely multicast traffic.

Unicast Traffic
A unicast packet is transmitted from one computer directly to another. The 
details of how unicast functions depend on the protocol using it. 

For example, consider a device that wishes to communicate with a web 
server. This is a one-to-one connection, so this communication process 
would begin with the client device transmitting a packet to only the web 
server. This form of communication is an example of unicast traffic.
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Final Thoughts

This chapter covered the absolute basics that you need as a foundation for 
packet analysis. You must understand what is going on at this level of network 
communication before you can begin troubleshooting network issues. In the 
next chapter, we will build on these concepts and discuss more advanced net-
work communication principles.
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T A P P I N G  I N T O  T H E  W I R E

A key decision for effective packet analysis is 
where to position a packet sniffer to appro-

priately capture the data. This is most often 
referred to by packet analysts as sniffing the wire, 

tapping the network, or tapping into the wire. Simply put, 
this is the process of placing a packet sniffer on a net-
work in the correct physical location.

Unfortunately, sniffing packets is not as simple as plugging a laptop into 
a network port and capturing traffic. In fact, it is sometimes more difficult to 
place a packet sniffer on a network’s cabling system than it is to actually ana-
lyze the packets.

The challenge with sniffer placement is that a large variety of networking 
hardware is used to connect devices. Figure 2-1 illustrates a typical situation. 
Because the three main devices on a modern network (hubs, switches, and 
routers) each handles traffic differently, you must be very aware of the physi-
cal setup of the network you are analyzing.

比較 : 挿入�
テキスト
"Simply put, this is the process of placing a packet sniffer on a network in the correct physical location.Unfortunately, sniffing packets is not as simple as plugging a laptop into a network port and capturing traffic. In fact, it is sometimes more difficult to place a packet sniffer on a network’s cabling systemthan it is to actually analyze the packets.The challenge with sniffer placement isthat a large variety of networking hardware is used to connect devices. Figure 2-1 illustrates a typical situation. Becausethe three main devices ona modern network (hubs, switches,"

比較 : 挿入�
画像
一致する 画像 が見つかりません

比較 : 挿入�
テキスト
"TAPPING INTO THE WIREA key decision for effective packet analysis is where to position a packet sniffer to appropriately capture the data. This is most often referred to by packet analysts as sniffing the wire, tapping the network, or tapping into the wire."

比較 : 挿入�
画像
一致する 画像 が見つかりません

比較 : 挿入�
画像
一致する 画像 が見つかりません

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"Network Basics13"
[新 テキスト] :"routers) each handles traffic differently,you must be very aware of the physical setup of the network you are analyzing."
次の テキスト 属性は変更されました : 
   フォント, サイズ



18   Chapter 2

Figure 2-1: Placing your sniffer on the network is sometimes the biggest challenge you 
will face.

The goal of this chapter is to help you develop an understanding of 
packet-sniffer placement in a variety of different network topologies. But 
first, let’s look at how we’re actually able to see all the packets that cross the 
wire we’re tapping into.

Living Promiscuously

Before you can sniff packets on a network, you need a network interface card 
(NIC) that supports a promiscuous mode driver. Promiscuous mode is what 
allows a NIC to view all packets crossing the wire.

As you learned in Chapter 1, with network broadcast traffic, it’s common 
for clients to receive packets that are not actually destined for them. ARP, 
which is used to determine which MAC address corresponds to a particular 
IP address, is a crucial fixture on any network, and it’s a great example of 
traffic sent to hosts other than the intended recipient. To find the matching 
MAC address, ARP sends a broadcast packet to every device on its broadcast 
domain in hopes that the correct client will respond.

A broadcast domain (the network segment where any computer can 
directly transmit to another computer without going through a router) can 
consist of several computers, but only one client on that domain should be 
interested in the ARP broadcast packet that is transmitted. It would be terribly 
inefficient for every computer on the network to actually process the ARP 
broadcast packet. Instead, the NICs of the devices on the network for whom the 
packet is not destined recognize that the packet is of no use to them, and 
the packet is discarded rather than being passed to the CPU for processing.

The discarding of packets not destined for the receiving host improves 
processing efficiency, but it’s not so great for packet analysts. As analysts, we 
typically want to see every packet sent across the wire so that we don’t risk 
missing some crucial piece of information.

Packet Sniffer
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We can ensure we capture all of the traffic by using the NIC’s promiscu-
ous mode. When operating in promiscuous mode, the NIC passes every packet 
it sees to the host’s processor, regardless of addressing. Once the packet 
makes it to the CPU, it can then be grabbed by a packet-sniffing application 
for analysis.

Most modern NICs support promiscuous mode, and Wireshark includes 
the libpcap/WinPcap driver, which allows it to switch your NIC directly into 
promiscuous mode from the Wireshark GUI. (We’ll talk more about libpcap/
WinPcap in Chapter 3.)

For the purposes of this book, you must have a NIC and an operating sys-
tem that support the use of promiscuous mode. The only time you do not 
need to sniff in promiscuous mode is when you want to see only the traffic 
sent directly to the MAC address of the interface from which you are sniffing.

NOTE Most operating systems (including Windows) will not let you use a NIC in promiscu-
ous mode unless you have elevated user privileges. If you cannot legally obtain these 
privileges on a system, chances are that you should not be performing any type of packet 
sniffing on that particular network.

Sniffing Around Hubs

Sniffing on a network that has hubs installed is a dream for any packet analyst. 
As you learned in Chapter 1, traffic sent through a hub goes through every 
port connected to that hub. Therefore, to analyze the traffic running through 
a computer connected to a hub, all you need to do is connect a packet sniffer 
to an empty port on the hub. You will be able to see all communication to 
and from that computer, as well as all communication between any other 
devices plugged into that hub. As illustrated in Figure 2-2, your visibility 
window is limitless when your sniffer is connected to a hub-based network.

Figure 2-2: Sniffing on a hub network provides a limitless visibility 
window.
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NOTE The visibility window, as shown in various diagrams throughout this book, represents 
the devices on the network whose traffic you can see with a packet sniffer.

Unfortunately for us, hub-based networks are pretty rare because of the 
headaches they cause network administrators. Because only one device can 
communicate at any one time, a device connected through a hub must compete 
for bandwidth with the other devices trying to communicate through the 
hub. When two or more devices communicate at the same time, packets 
collide, as shown in Figure 2-3. The result may be packet loss, and the com-
municating devices will compensate for that loss by retransmitting packets, 
which increases network congestion and collisions. As the level of traffic and 
number of collisions increase, devices may need to transmit a packet three or 
four times, decreasing network performance dramatically. It’s easy to under-
stand why most modern networks of any size use switches.

Figure 2-3: Collisions occur on a hub network 
when two devices transmit at the same time.

Sniffing in a Switched Environment

As discussed in Chapter 1, switches are the most common type of connection 
device used in modern network environments. They provide an efficient way 
to transport data via broadcast, unicast, and multicast traffic. As a bonus, 
switches allow full-duplex communication, meaning that machines can send 
and receive data simultaneously.

Unfortunately for packet analysts, switches add a whole new level of com-
plexity. When you connect a sniffer to a port on a switch, you can see only 
broadcast traffic and the traffic transmitted and received by your machine, as 
shown in Figure 2-4.

Transmitting
Computer

Transmitting
Computer

Collision

Hub

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" shows"
[新 テキスト] :"represents"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"are able to"
[新 テキスト] :"can"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"headache"
[新 テキスト] :"headaches"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" Hubs tendto slow networktrafficbecause"
[新 テキスト] :"Because"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" use the hub"
[新 テキスト] :"communicate"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"time; therefore,"
[新 テキスト] :"time,"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
テキスト
"also"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"it."
[新 テキスト] :"thehub."
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"collide (as"
[新 テキスト] :"collide, as"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" 2-3)"
[新 テキスト] :"2-3. The result may be packet loss,"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"transmitted packets are lost"
[新 テキスト] :"the communicating devices will compensate for that loss by retransmitting packets, which increases network congestion"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"haveto be retransmitted. As collisionsincrease, TransmittingTransmittingnetwork performance can ComputerComputerdecrease dramatically."
[新 テキスト] :"collisions."
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 挿入�
テキスト
"number of"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"increases,"
[新 テキスト] :"increase,"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"have"
[新 テキスト] :"need"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" which is"
[新 テキスト] :"decreasing network performance dramatically. It’s easy to understand"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"The only otherconcern youhave to consider when sniffingthetraffic of an individual computer on a hub network is thevolume of traffic inyour capture.Since an NICinpromiscuousmode sees all traffic going to and from all devices on a hub, you willhave a very large amount of data"
[新 テキスト] :"TransmittingTransmittingComputerComputer"
次の テキスト 属性は変更されました : 
   フォント, 塗りつぶし, サイズ

比較 : 挿入�
テキスト
"Hub"

比較 : 挿入�
画像
一致する 画像 が見つかりません

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
テキスト
"to sort through, the bulk of which"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"will be irrelevant. In the next chapter you’ll learn how toleverage the power of capture and display filters"
[新 テキスト] :"As discussed"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 移動�
段落
この 段落 は、旧文書の 38 ページからこの文書の 40 ページに移動しました

比較 : 移動�
段落
この 段落 は、旧文書の 38 ページから移動しました

比較 : 置換�
テキスト
[旧 テキスト] :"order toperform youranalysis more efficiently."
[新 テキスト] :"Chapter 1, switches are"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
画像
一致する 画像 が見つかりません
 (クリックして旧画像を表示)

比較 : 削除�
テキスト
"HubTapping into the Wire17"

比較 : 削除�
テキスト
"PPA_02.book Page 18 Wednesday, April25, 2007 5:55 PMA switched environment is"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 挿入�
テキスト
"connection device used in modern"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"you will be working on. Switches"
[新 テキスト] :"environments.They"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"means of transporting"
[新 テキスト] :"way to transport"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
テキスト
" (For more on these topics see Chapter 1.)"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" simultaneously through a switch."
[新 テキスト] :"simultaneously."
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" complexity to a packetanalyst’s job."
[新 テキスト] :"complexity."
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"plug in"
[新 テキスト] :"connect"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 挿入�
テキスト
"see"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
テキスト
"see"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 挿入�
テキスト
"20Chapter 2"



Tapping in to the Wire   21

There are four primary ways to capture traffic from a target device on a 
switched network: port mirroring, hubbing out, using a tap, and ARP cache 
poisoning.

Figure 2-4: The visibility window on a switched network is limited 
to the port you are plugged into.

Port Mirroring
Port mirroring, or port spanning, is perhaps the easiest way to capture the traffic 
from a target device on a switched network. In this type of setup, you must 
have access to the command-line or web-management interface of the switch 
on which the target computer is located. Also, the switch must support port 
mirroring and have an empty port into which you can plug your sniffer.

To enable port mirroring, you issue a command that forces the switch to 
copy all traffic on one port to another port. For instance, to capture the traffic 
from a device on port 3 of a switch, you could simply plug your analyzer into 
port 4 and mirror port 3 to port 4, allowing you to see all traffic transmitted 
and received by your target device. Figure 2-5 illustrates port mirroring.

Figure 2-5: Port mirroring allows you to expand your visibility window on 
a switched network.
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The way that you set up port mirroring depends on the manufacturer of 
your switch. For most switches, you’ll need to log in to a command-line inter-
face and enter the port mirroring command. You’ll find a list of common 
port-mirroring commands in Table 2-1.

NOTE Some switches provide web-based GUIs that offer port mirroring as an option, but these 
aren’t as common and aren’t standardized. However, if your switch provides an effec-
tive way to configure port mirroring through a GUI, by all means use it.

When port mirroring, be aware of the throughput of the ports you are 
mirroring. Some switch manufacturers allow you to mirror multiple ports to 
one individual port, which may be very useful when analyzing the communi-
cation between two or more devices on a single switch. However, let’s consider 
what will happen using some basic math. If you have a 24-port switch and you 
mirror 23 full-duplex 100Mbps ports to one port, you could potentially have 
4,600Mbps flowing to that port. This is well beyond the physical threshold 
of a single port, so it could cause packet loss or network slowdowns if the 
traffic reached a certain level. In these situations, switches have been known 
to completely drop excess packets or even “pause” their internal circuitry, 
preventing communication altogether. Be sure that this type of situation 
doesn’t occur when you are trying to perform your capture.

Hubbing Out
Another way to capture the traffic through a target device on a switched net-
work is by hubbing out. This is a technique by which you segment the target 
device and your analyzer system on the same network segment by plugging 
them directly into a hub. Many people think of hubbing out as cheating, but 
it’s really a perfect solution in situations where you can’t perform port mirror-
ing but still have physical access to the switch the target device is plugged into.

To hub out, all you need is a hub and a few network cables. Once you 
have your hardware, connect it as follows:

1. Go to the switch the target device resides on and unplug the target from 
the network.

2. Plug the target’s network cable into your hub.

3. Plug in another cable that connects your analyzer to the hub.

4. Plug in a network cable from your hub to the network switch to connect 
the hub to the network.

Table 2-1: Commands Used to Enable Port Mirroring

Manufacturer Command

Cisco set span <source port> <destination port>

Enterasys set port mirroring create <source port> <destination port>

Nortel port-mirroring mode mirror-port <source port> monitor-port 
<destination port>
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Now you have basically put the target device and your analyzer in the same 
broadcast domain, and all traffic from your target device will be broadcast so 
that the analyzer can capture those packets, as illustrated in Figure 2-6.

Figure 2-6: Hubbing out isolates your target device and analyzer.

In most situations, hubbing out will reduce the duplex of the target 
device from full to half. While this method isn’t the cleanest way to tap into 
the wire, it’s sometimes your only option when a switch does not support 
port mirroring. But keep in mind that your hub will also require a power 
connection, which can be difficult to find in some instances.

NOTE As a reminder, it is usually a nice gesture to alert the user of the device that you will be 
unplugging it, especially if that user happens to be the company CEO!

Computer A

Computer B
Computer C

Computer D

Computer E Computer FSniffer

Visibility
Window

Hub

F I N D I N G  “ T R U E ”  H U B S

When hubbing out, be sure that you’re using a true hub and not a falsely labeled 
switch. Several networking hardware vendors have a bad habit of marketing and 
selling a device as a hub when it actually functions as a low-level switch. If you 
aren’t working with a proven, tested hub, you will see only your own traffic, not that 
of the target device.

When you find a hub, test it to make sure it really is a hub. If it is, it’s a keeper! 
The best way to determine whether or not a device is a true hub is to hook up a pair 
of computers to it and see if one computer can sniff traffic between the other computer 
and various other devices on the network, such as another computer or a printer. If 
so, that’s a true hub.

Since hubs are so antiquated, they are not really mass-produced anymore. It’s 
almost impossible to buy a true hub off the shelf, so you’ll need to be creative in 
order to find one. A great source is often a surplus auction at your local school 
district. Public schools are required to attempt to auction surplus items before disposing 
of them, and they often have older hardware sitting around. I’ve seen people walk 
away from surplus auctions with several hubs for less than the cost of a plate of 
white beans and cornbread. Alternatively, eBay can be a good source of hubs, but 
be wary, as you may run into the same issue with switches mislabeled as hubs.
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Using a Tap
Everybody knows the phrase, “Why have chicken when you can have steak?” (Or 
if you are from the South, “Why have ham when you can have fried bologna?”) 
This choice also applies to hubbing out versus using a tap.

A network tap is a hardware device that you can place between two points 
on your cabling system in order to capture the packets between those two 
points. As with hubbing out, you place a piece of hardware on the network 
that allows you to capture the packets you need. The difference is that rather 
than using a hub, you use a specialized piece of hardware designed for net-
work analysis.

There are two primary types of network taps: aggregated and nonaggregated. 
Both types of taps sit in between two devices in order to sniff the communica-
tions. The primary difference between an aggregated tap and a nonaggregated 
tap is that the nonaggregated tap has four ports, as shown in Figure 2-7, and 
the aggregated tap only has three ports.

Figure 2-7: A Barracuda 
nonaggregated tap

Taps also typically require a power connection, although some include 
batteries for brief stints of packet sniffing without the need to plug into a 
power receptacle.

Aggregated Taps

The aggregated tap is the simplest to use. It has only one physical monitor 
port for sniffing bidirectional traffic.

To capture all traffic to and from a single computer plugged into a 
switch using an aggregated tap, follow these steps:

1. Unplug the computer from the switch.

2. Plug one end of a network cable into the computer, and plug the other 
end into the tap’s “in” port.

3. Plug one end of another network cable into the tap’s “out” port, and 
plug the other end into the network switch.

4. Plug one end of a final cable into the tap’s “monitor” port, and plug the 
other end into the computer that is acting as your sniffer.
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The aggregated tap should be connected as shown in Figure 2-8. At this 
point, your sniffer should be capturing all traffic in and out of the computer 
you’ve plugged into the tap.

Figure 2-8: Using an aggregated tap to intercept 
network traffic

Nonaggregated Taps

The nonaggregated tap is slightly more complex than the aggregated type, 
but it allows a bit more flexibility when capturing traffic. Instead of a single 
monitor port that can be used to listen to bidirectional communication, the 
nonaggregated type has two monitor ports. One monitor port is used for 
sniffing traffic in one direction (from the computer connected to the tap), 
and the other monitor port is used for sniffing traffic in the other direction 
(to the computer connected to the tap).

To capture all traffic to and from a single computer plugged into a switch, 
follow these steps:

1. Unplug the computer from the switch.

2. Plug one end of a network cable into the computer, and plug the other 
end into the tap’s “in” port.

3. Plug one end of another network cable into the tap’s “out” port, and 
plug the other end into the network switch.

4. Plug one end of a third network cable into the tap’s “monitor A” port, 
and plug the other end into one NIC on the computer that is acting as 
your sniffer.

5. Plug one end of a final cable into the tap’s “monitor B” port, and plug the 
other end into a second NIC on the computer that is acting as your sniffer.

The nonaggregated tap should be connected as shown in Figure 2-9.

Aggregated Tap

Computer Switch

Monitor

Sniffer
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Figure 2-9: Using a nonaggregated tap to intercept 
network traffic

Choosing a Network Tap

Given the difference between these two types of taps, which one is better? 
In most situations, aggregated taps are preferred, because they require less 
cabling and don’t need two NICs on your sniffer computer. However, in situ-
ations where you are capturing a high volume of traffic or care about traffic 
going in only one direction, nonaggregated taps are beneficial.

You can purchase taps of all sizes, ranging from about US$150 for simple 
Ethernet taps to enterprise-grade fiber-optic taps in the five-figure range. I’ve 
used taps from Net Optics and Barracuda Networks, and have been very 
happy with them. I’m sure that there are many other great taps available.

ARP Cache Poisoning
One of my favorite techniques for tapping into the wire is ARP cache poisoning. 
We will cover the ARP protocol in detail in Chapter 6, but a brief explanation 
is necessary in order to understand how this technique works.

The ARP Process

Recall from Chapter 1 that the two main types of packet addressing are at 
layers 2 and 3 of the OSI model. These layer 2 addresses, or MAC addresses, 
are used in conjunction with whichever layer 3 addressing system you are 
using. In this book, in accordance with industry-standard terminology, I refer 
to the layer 3 addressing system as the IP addressing system.

All devices on a network communicate with each other on layer 3 using 
IP addresses. Because switches operate on layer 2 of the OSI model, they are 
cognizant of only layer 2 MAC addresses, so devices must be able to include 
this information in packets they construct. When a MAC address is not known, 
it must be obtained using the known layer 3 IP addresses to be able to forward 
traffic to the appropriate device. This translation process is done through the 
layer 2 protocol ARP.

The ARP process, for computers connected to Ethernet networks, 
begins when one computer wishes to communicate with another. The 
transmitting computer first checks its ARP cache to see if it already has the 
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MAC address associated with the IP address of the destination computer. If 
it does not, it sends an ARP request to the data link layer broadcast address 
FF:FF:FF:FF:FF:FF, as discussed in Chapter 1. As a broadcast packet, this 
packet is received by every computer on that particular Ethernet segment. 
The packet basically asks, “Which IP address owns the XX:XX:XX:XX:XX:XX 
MAC address?”

Devices without the destination computer’s IP address simply discard 
this ARP request. The destination machine replies to the packet with its MAC 
address via an ARP reply. At this point, the original transmitting computer 
now has the data link layer addressing information it needs to communicate 
with the remote computer, and it stores that information in its ARP cache for 
fast retrieval.

How ARP Cache Poisoning Works

ARP cache poisoning, sometimes called ARP spoofing, is the process of sending 
ARP messages to an Ethernet switch or router with fake MAC (layer 2) 
addresses in order to intercept the traffic of another computer. Figure 2-10 
illustrates this setup.

ARP cache poisoning is an advanced form of tapping into the wire on a 
switched network. It is commonly used by attackers to send falsely addressed 
packets to client systems in order to intercept certain traffic or cause denial-
of-service (DoS) attacks on a target. However, it can also be a legitimate way 
to capture the packets of a target machine on a switched network.

Figure 2-10: ARP cache poisoning allows you to intercept the traffic of your target computer.

Using Cain & Abel

When attempting to poison the ARP cache, the first step is to acquire the 
required tools and collect some information. For our demonstration, we’ll 
use the popular security tool Cain & Abel from oxid.it (http://www.oxid.it/), 
which supports Windows systems. Download and install it now, according to 
the directions on the website.

Before you can use Cain & Abel, you’ll need to collect certain informa-
tion, including the IP address of your analyzer system, the remote system 
from which you wish to capture the traffic, and the router from which the 
remote system is downstream.
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When you first open Cain & Abel, you will notice a series of tabs near the 
top of the window. (ARP cache poisoning is only one of Cain & Abel’s features.) 
For our purposes, we’ll be working in the Sniffer tab. When you click this tab, 
you should see an empty table, as shown in Figure 2-11.

Figure 2-11: The Sniffer tab in the Cain & Abel main window

To complete this table, you will need to activate the program’s built-in 
sniffer and scan your network for hosts. To do so, follow these steps:

The grid should now be filled with a list of all the hosts on your attached 
network, along with their MAC addresses, IP addresses, and vendor informa-
tion. This is the list you will work from when setting up ARP cache poisoning.

1. Click the second icon from the left on the 
toolbar, which resembles a NIC.

2. You will be asked to select the interface 
you wish to sniff. This interface should 
be the one that is connected to the net-
work on which you will be performing 
your ARP cache poisoning. Select this 
interface and click OK. (Ensure that this 
button is depressed in order to activate 
Cain & Abel’s built-in sniffer.)

3. To build a list of available hosts on your 
network, click the plus symbol (+) icon. 
The MAC Address Scanner dialog appears, 
as shown in Figure 2-12. The All hosts in 
my subnet radio button should be selected 
(or you can specify an address range if 
necessary). Click OK to continue. Figure 2-12: The Cain & Abel 
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At the bottom of the program window, you should see a set of tabs that 
will take you to other windows under the Sniffer heading. Now that you have 
built your host list, you will be working from the APR (for ARP Poison Routing) 
tab. Switch to the APR window now by clicking the tab.

Once in the APR window, you are presented with two empty tables. After 
you’ve completed the setup steps, the upper table will show the devices 
involved in your ARP cache poisoning, and the lower one will show all com-
munication between your poisoned machines.

To set up your poisoning, follow these steps:

1. Click in the blank area in the upper portion of the screen, and then click 
the plus sign (+) icon on the program’s standard toolbar.

2. The window that appears has two selection panes. On the left side, you 
will see a list of all available hosts on your network. Click the IP address 
of the target computer whose traffic you wish to sniff, and the pane on 
the right will show a list of all hosts in the network, except for the target 
machine’s IP address.

3. In the right pane, click the IP address of the router that is directly 
upstream from the target machine, as shown in Figure 2-13, and then 
click OK. The IP addresses of both devices should now be listed in the 
upper table in the main application window.

4. To complete the process, click the yellow-and-black radiation symbol on 
the standard toolbar. This will activate Cain & Abel’s ARP cache poison-
ing features and allow your analyzing system to be the middleman for all 
communications between the target system and its upstream router.

You should now be able to fire up your packet sniffer and begin the analysis 
process. When you are finished capturing traffic, simply click the yellow-and-
black radiation symbol again to stop ARP cache poisoning.

Figure 2-13: Selecting the devices for which you wish to enable ARP cache poisoning
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A Word of Caution on ARP Cache Poisoning

As a final note on ARP cache poisoning, you should be very aware of the 
roles of the systems for which you implement this process. For instance, do 
not use this technique when the target device is something with very high 
network utilization, such as a file server with a 1Gbps link to the network 
(especially if your analyzer system provides only a 100Mbps link).

When you reroute traffic using the technique shown in this example, all 
traffic transmitted and received by the target system must first go through 
your analyzer system, therefore making your analyzer the bottleneck in the 
communication process. This rerouting can create a DoS-type effect on the 
machine you are analyzing, which will result in degraded network perfor-
mance and faulty analysis data.

NOTE You can avoid all the traffic going through your analyzer system by using a feature 
called asymmetric routing. For more information about this technique, see the 
oxid.it User Manual (http://www.oxid.it/ca_um/topics/apr.htm).

Sniffing in a Routed Environment

All of the techniques for tapping into the wire on a switched network are avail-
able on routed networks as well. The only major consideration when dealing 
with routed environments is the importance of sniffer placement when you are 
troubleshooting a problem that spans multiple network segments.

As you’ve learned, a device’s broadcast domain extends until it reaches a 
router, at which point the traffic is handed off to the next upstream router. 
In situations where data must traverse multiple routers, it is important to ana-
lyze the traffic on all sides of the router.

For example, consider the communications problem you might encoun-
ter in a network with several network segments connected via a variety of routers. 
In this network, each segment communicates with an upstream segment in 
order to store and retrieve data. Based on Figure 2-14, the problem we’re 
trying to solve is that a downstream subnet, network D, cannot communicate 
with any devices on network A.

If you sniff the traffic of a device on network D that is having trouble 
communicating with devices on other networks, you may clearly see data 
being transmitted to another segment, but you may not see data coming 
back. If you rethink the positioning of your sniffer and begin sniffing the 
traffic in the next upstream network segment (network B), you will have a 
clearer picture of what is happening. At this point, you may find that traffic 
is dropped or routed incorrectly by the router of network B. Eventually, this 
leads you to a router configuration problem that, when corrected, solves 
your larger dilemma. Although this scenario is a bit broad, the moral of the 
story is that when dealing with multiple routers and network segments, you 
may need to move your sniffer around a bit to get the entire picture.
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This is a prime example of why it is often necessary to sniff the traffic of 
multiple devices on multiple segments in order to pinpoint a problem.

Figure 2-14: A computer on network D can’t 
communicate with one on network A.

Sniffer Placement in Practice

We have looked at four different ways to capture network traffic in a switched 
environment. We can add one more if we consider simply installing a packet-
sniffing application on a single device from which we want to capture traffic 
(the direct install method). Given these five methods, it can be a bit confusing 
to determine which one is the most appropriate. Table 2-2 provides some 
general guidelines for each method.

Network A

Network B

Network C

Network D

N E T W O R K  M A P S

In our discussion of network placement, we have examined several different network 
maps. A network map, or network diagram, is a diagram that shows all technical 
resources on a network and how they are connected.

There is no better way to determine the placement of your packet sniffer than to 
be able to visualize a network. If you have a network map available, keep it handy, 
as it will become a valuable asset in the troubleshooting and analysis process. You 
may even want to make a detailed network map of your own network. Remember 
that sometimes half the battle in troubleshooting is ensuring you are collecting the 
right data.
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As analysts, we need to be as stealthy as possible. In a perfect world, we 
collect the data we need without leaving a footprint. Just as forensic investiga-
tors don’t want to contaminate a crime scene, we don’t want to contaminate 
our captured network traffic.

As we step through practical scenarios in later chapters, we’ll discuss the 
best ways to capture the data we require on a case-by-case basis. For the time 
being, the flowchart in Figure 2-15 should help you to decide on the best 
method to use for capturing traffic. Remember that this flowchart is simply a 
general reference, and it does not cover every possible iteration of tapping 
into the wire.

Table 2-2: Guidelines for Packet Sniffing in a Switched Environment

Technique Guidelines

Port mirroring • Usually preferred because it leaves no network footprint and no additional 
packets are generated as a result of it.

• Can be configured without taking the client offline, which is convenient 
when mirroring router or server ports.

Hubbing out • Ideal when you are not concerned about taking the host temporarily 
offline.

• Ineffective when you must capture traffic from multiple hosts, as collisions 
and dropped packets will be imminent.

• Can result in lost packets on modern 100/1000Mbps hosts because most 
true hubs are only 10Mbps.

Using a tap • Ideal when you are not concerned about taking the host temporarily 
offline.

• The only option when you need to sniff traffic from a fiber-optic 
connection.

• Since taps are made for the task at hand and are up to par with modern 
network speeds, this method is superior to hubbing out.

• May be cost prohibitive when budgets are tight.

ARP cache 
poisoning

• Considered very sloppy, as it involves injecting packets onto the network 
in order to reroute traffic through your sniffer.

• Can be effective when you need to grab a quick capture of traffic from a 
device without taking it offline and where port mirroring is not an option.

Direct install • Usually not recommended because if there is an issue with a host, that 
issue could cause packets to be dropped or manipulated in such a way 
that they are not represented accurately.

• The NIC of the host does not need to be in promiscuous mode.
• Best for test environments, examining/baselining performance, and 

examining capture files created elsewhere. 
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Figure 2-15: A diagram to help determine which method is best for tapping into the wire
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I N T R O D U C T I O N  T O  W I R E S H A R K

As mentioned in Chapter 1, several 
packet-sniffing applications are available 

for performing network analysis, but we’ll 
use Wireshark in this book. This chapter 

introduces Wireshark.

A Brief History of Wireshark

Wireshark has a very rich history. Gerald Combs, a computer science gradu-
ate of the University of Missouri at Kansas City, originally developed it out of 
necessity. The first version of Combs’s application, called Ethereal, was released 
in 1998 under the GNU Public License (GPL).

Eight years after releasing Ethereal, Combs left his job to pursue other 
career opportunities. Unfortunately, his employer at that time had full rights 
to the Ethereal trademarks, and Combs was unable to reach an agreement 
that would allow him to control the Ethereal “brand.” Instead, Combs and the 
rest of the development team rebranded the project as Wireshark in mid-2006.
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Wireshark has grown dramatically in popularity, and its collaborative 
development team now boasts more than 500 contributors. The program as 
it exists under the Ethereal name is no longer being developed.

The Benefits of Wireshark

Wireshark offers several benefits that make it appealing for everyday use. It is 
aimed at both the journeyman and the expert packet analyst, and offers a 
variety of features to entice each. Let’s examine Wireshark according to the 
criteria defined in Chapter 1 for selecting a packet-sniffing tool.

Supported protocols Wireshark excels in the number of protocols that 
it supports—more than 850 as of this writing. These range from com-
mon ones like IP and DHCP to more advanced proprietary protocols like 
AppleTalk and BitTorrent. And because Wireshark is developed under 
an open source model, new protocol support is added with each update.

NOTE In the unlikely case that Wireshark doesn’t support a protocol you need, you can code 
that support yourself and submit your code to the Wireshark developers for inclusion in 
the application (if your code is accepted, of course).

User-friendliness The Wireshark interface is one of the easiest to 
understand of any packet-sniffing application. It is GUI-based, with very 
clearly written context menus and a straightforward layout. It also provides 
several features designed to enhance usability, such as protocol-based 
color coding and detailed graphical representations of raw data. Unlike 
some of the more complicated command-line-driven alternatives, like 
tcpdump, the Wireshark GUI is great for those who are just entering the 
world of packet analysis.

Cost Since it is open source, Wireshark’s pricing can’t be beat: Wire-
shark is released as free software under the GPL. You can download and 
use Wireshark for any purpose, whether personal or commercial.

NOTE Although Wireshark may be free, some people have made the mistake of paying for it by 
accident. If you search for packet sniffers on eBay, you may be surprised by how many 
people would love to sell you a “professional enterprise license” for Wireshark for the 
low, low price of $39.95. Of course, this is a farce, but if you decide you really want to 
buy it, give me a call, and we can talk about some oceanfront property in Kentucky I 
have for sale!

Program support A software package’s level of support can make or 
break it. When dealing with freely distributed software such as Wireshark, 
there may not be any formal support, which is why the open source com-
munity often relies on its user base to provide support. Luckily for us, the 
Wireshark community is one of the most active of any open source project. 
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The Wireshark web page links directly to several forms of support, includ-
ing online documentation, a support and development wiki, FAQs, and 
a place to sign up for the Wireshark mailing list, which is monitored by 
most of the program’s top developers. Paid support for Wireshark is also 
available from CACE Technologies through its SharkNet program.

Operating system support Wireshark supports all major modern oper-
ating systems, including Windows, Mac OS X, and Linux-based platforms. 
You can view a complete list of supported operating systems on the Wire-
shark home page.

Installing Wireshark

The Wireshark installation process is surprisingly simple. However, before you 
install Wireshark, make sure that your system meets the following requirements:

 400 MHz processor or faster

 128MB RAM

 At least 75MB of available storage space

 NIC that supports promiscuous mode

 WinPcap capture driver

The WinPcap capture driver is the Windows implementation of the pcap 
packet-capturing application programming interface (API). Simply put, this 
driver interacts with your operating system to capture raw packet data, apply 
filters, and switch the NIC in and out of promiscuous mode.

Although you can download WinPcap separately (from http://www
.winpcap.org/), it is typically better to install WinPcap from the Wireshark 
installation package, because the included version of WinPcap has been 
tested to work with Wireshark.

Installing on Microsoft Windows Systems
The first step when installing Wireshark under Windows is to obtain the 
latest installation build from the official Wireshark web page, http://www
.wireshark.org/. Navigate to the Downloads section on the website and choose 
a mirror. Once you’ve downloaded the package, follow these steps:

1. Double-click the .exe file to begin installation, and then click Next in the 
introductory window.

2. Read the licensing agreement, and then click I Agree if you agree.

3. Select the components of Wireshark you wish to install, as shown in 
Figure 3-1. For our purposes, you can accept the defaults by clicking Next.
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Figure 3-1: Choosing the Wireshark components you wish to install

4. Click Next in the Additional Tasks window.

5. Select the location where you wish to install Wireshark, and then click Next.

6. When the dialog asks whether you want to install WinPcap, make sure 
the Install WinPcap box is checked, as shown in Figure 3-2, and then 
click Install. The installation process should begin.

Figure 3-2: Selecting the option to install the WinPcap driver

7. About halfway through the Wireshark installation, the WinPcap installa-
tion should start. When it does, click Next in the introductory window, 
read the licensing agreement, and then click I Agree.
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8. WinPcap should install on your computer. After this installation is com-
plete, click Finish.

9. Wireshark should complete its installation. When it’s finished, click Next.

10. In the installation confirmation window, click Finish.

Installing on Linux Systems
The first step when installing Wireshark on a Linux system is to download 
the appropriate installation package. Not every version of Linux is supported, 
so don’t be surprised if your specific distribution doesn’t have its own install 
package.

Typically, for system-wide software, root access is a requirement. How-
ever, local software installations compiled from source can usually be 
installed without root access.

RPM-based Systems

For RPM-based distributions, such as Red Hat Linux, download the appropri-
ate installation package from the Wireshark web page. Then open a console 
window and enter the following (substituting the filename of your downloaded 
package as appropriate):

rpm -ivh wireshark-0.99.3.i386.rpm

If any dependencies are missing, install them and repeat the Wireshark 
installation.

DEB-based Systems

On a DEB-based distribution such as Debian or Ubuntu, you can install 
Wireshark from the system repositories. Open a console window and type 
the following:

apt-get install wireshark

Compiling from Source

If your Linux distribution doesn’t use an automated package management 
software, the most effective way to install Wireshark is to compile it from 
source. To do this, complete the following steps:

1. Download the source package from the Wireshark web page.

2. Extract the archive by typing the following (substituting the filename of 
your downloaded package as appropriate):

tar –jxvf wireshark-1.2.2.tar.bz2

3. Change into the newly created directory where the files were extracted.
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4. As a root-level user, configure the source so that it will build correctly for 
your distribution of Linux by using the command ./configure. If you wish 
to deviate from the default installation options, you can specify those 
options at this point in the installation. If any dependencies are missing, 
you will most likely receive an error. If installation is successful, you 
should see a message noting success, as shown in Figure 3-3.

Figure 3-3: Successful output from the ./configure command

5. Enter the make command to build the source into a binary.

6. Initiate the final installation with make install.

Installing on Mac OS X Systems
There are a few caveats for installing Wireshark on Mac OS X Snow Leopard, 
but installation is not a difficult task and I’ve outlined the installation steps 
here. The steps are:

1. Download the DMG package from the Wireshark web page.

2. Copy Wireshark.app to the Applications folder.

3. Open the Utilities folder in Wireshark.app.
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4. In Finder, click Go, and select Go To Folder. Enter /usr/local/bin/ to 
open that directory.

5. Copy the contents of the Command Line folder into /usr/local/bin/. You 
must enter your password in order to do this.

6. In the Utilties folder, copy the ChmodBPF folder into the StartupItems 
folder. You will need to enter your password again to perform this action 
and complete the installation.

Wireshark Fundamentals

Once you’ve successfully installed Wireshark on your system, you can begin 
to familiarize yourself with it. Now you finally get to open your fully function-
ing packet sniffer and see . . . absolutely nothing!

Okay, so Wireshark isn’t very interesting when you first open it. In order 
for things to really get exciting, you need to get some data.

Your First Packet Capture
To get packet data into Wireshark, you’ll perform your first packet capture. 
You may be thinking, “How am I going to capture packets when nothing is 
wrong on the network?”

First, there is always something wrong on the network. If you don’t 
believe me, then go ahead and send an email to all of your network users 
and let them know that everything is working perfectly.

Secondly, there doesn’t need to be something wrong in order for you to 
perform packet analysis. In fact, most packet analysts spend more time ana-
lyzing problem-free traffic than traffic that they are troubleshooting. You need 
a baseline to compare to in order to be able to effectively troubleshoot net-
work traffic. For example, if you ever hope to solve a problem with DHCP by 
analyzing its traffic, you must understand what the flow of working DHCP 
traffic looks like.

More broadly, in order to find anomalies in daily network activity, you 
must know what normal daily network activity looks like. When your network 
is running smoothly, you can set your baseline so that you’ll know what its 
traffic looks like in a normal state.

So, let’s capture some packets!

1. Open Wireshark.

2. From the main drop-down menu, select Capture and then Interfaces. 
You should see a dialog listing the various interfaces that can be used to 
capture packets, along with their IP addresses.

3. Choose the interface you wish to use, as shown in Figure 3-4, and click 
Start, or simply click the interface under the Interface List section of the 
welcome page. Data should begin filling the window.
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Figure 3-4: Selecting an interface on which to perform your packet capture

4. Wait about a minute or so, and when you are ready to stop the capture 
and view your data, click the Stop button from the Capture drop-down 
menu.

Once you have completed these steps and finished the capture process, 
the Wireshark main window should be alive with data. As a matter of fact, you 
might be overwhelmed by the amount of data that appears, but it will all start 
to make sense very quickly as we break down the main window of Wireshark 
one piece at a time.

Wireshark’s Main Window
You’ll spend most of your time in the Wireshark main window. This is where 
all of the packets you capture are displayed and broken down into a more 
understandable format. Using the packet capture you just made, let’s take 
a look at Wireshark’s main window, as shown in Figure 3-5.

Figure 3-5: The Wireshark main window uses a three-pane design.
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The three panes in the main window depend on one another. In order 
to view the details of an individual packet in the Packet Details pane, you 
must first select that packet by clicking it in the Packet List pane. Once you’ve 
selected your packet, you can see the bytes that correspond with a certain 
portion of the packet in the Packet Bytes pane when you click that portion 
of the packet in the Packet Details pane.

NOTE Notice that Figure 3-5 lists a few different protocols in the Packet List pane. There is 
no visual separation of protocols on different layers; all packets are shown as they are 
received on the wire.

Here’s what each pane contains:

Packet List The top pane displays a table containing all packets in the 
current capture file. It has columns containing the packet number, the 
relative time the packet was captured, the source and destination of the 
packet, the packet’s protocol, and some general information found in 
the packet.

NOTE When I refer to traffic, I am referring to all packets displayed in the Packet List pane. 
When I refer to DNS traffic specifically, I mean the DNS protocol packets in the Packet 
List pane.

Packet Details The middle pane contains a hierarchical display of 
information about a single packet. This display can be collapsed and 
expanded to show all of the information collected about an individual 
packet.

Packet Bytes The lower pane—perhaps the most confusing—displays 
a packet in its raw, unprocessed form; that is, it shows what the packet 
looks like as it travels across the wire. This is raw information with noth-
ing warm or fuzzy to make it easier to follow.

Wireshark Preferences
Wireshark has several preferences that can be customized to meet your 
needs. To access Wireshark’s preferences, select Edit from the main drop-
down menu and click Preferences. You’ll see the Preferences dialog, which 
contains several customizable options, as shown in Figure 3-6.

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" upon"
[新 テキスト] :"on"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
テキスト
"on"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
テキスト
"exact"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 挿入�
テキスト
"NOTENoticethat"

比較 : 削除�
画像
一致する 画像 が見つかりません
 (クリックして旧画像を表示)

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" 3-5: TheWireshark main window uses"
[新 テキスト] :"3-5 lists"
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" three-pane design."
[新 テキスト] :"few different protocols in the"
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" PaneThe top pane, known"
[新 テキスト] :"pane. There is no visual separation of protocols on different layers;all packetsare shown"
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 挿入�
テキスト
"they are received on"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 挿入�
テキスト
"wire.Here’s what each pane contains:"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" pane,"
[新 テキスト] :"The top pane"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"You’ll see"
[新 テキスト] :" It has"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 挿入�
テキスト
"NOTEWhen I refertotraffic, I am referring to all packets displayed in the"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 挿入�
テキスト
"Listpane. When I refer to DNS traffic specifically,Imean the DNS protocol packets in the Packet List pane.Packet"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 削除�
テキスト
"Pane"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" pane, known as thePacket Details pane,"
[新 テキスト] :"pane"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
テキスト
"Introduction toWireshark33"

比較 : 削除�
テキスト
"PPA_02.book Page 34 Wednesday, April25, 2007 5:55 PM"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 削除�
テキスト
"Pane"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" pane, and perhaps"
[新 テキスト] :"pane—perhaps"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" confusing, is thePacket Bytes pane. This pane displays"
[新 テキスト] :"confusing—displays"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"form—that"
[新 テキスト] :"form; that"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"NOTEIt is veryimportant to understandhow these differentpanes work with eachother,sinceyouwillbe spending mostof your timeworking with themin the mainwindow.The"
[新 テキスト] :"Wireshark"
次の テキスト 属性は変更されました : 
   フォント, サイズ

比較 : 削除�
テキスト
"Dialog"

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 削除�
テキスト
"Let’s look at some ofthemore important ones."

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :" drop-down"
[新 テキスト] :"drop-down"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"Thisshouldcall up"
[新 テキスト] :" You’ll see"
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
次の テキスト 属性は変更されました : 
   サイズ

比較 : 置換�
テキスト
[旧 テキスト] :"options (Figure 3-6)."
[新 テキスト] :" options, as shown in Figure 3-6.Introduction to Wireshark43"
次の テキスト 属性は変更されました : 
   サイズ



44   Chapter 3

Figure 3-6: You can customize Wireshark using the Preferences dialog options.

Wireshark’s preferences are divided into six major sections:

User Interface These preferences determine how Wireshark presents 
data. You can change most options here according to your personal pref-
erences, including whether or not to save window positions, the layout 
of the three main panes, the placement of the scroll bar, the placement of 
the Packet List pane columns, the fonts used to display the captured 
data, and the background and foreground colors.

Capture These preferences allow you to specify options related to the 
way packets are captured, including your default capture interface, 
whether to use promiscuous mode by default, and whether to update 
the Packet List pane in real time.

Printing The preferences in this section allow you to specify various 
options related to the way Wireshark prints your data.

Name Resolution Through these preferences, you can activate features 
of Wireshark that allow it to resolve addresses into more recognizable 
names (including MAC, network, and transport name resolution) and 
specify the maximum number of concurrent name resolution requests.

Statistics This section provides a few configurable options for Wireshark’s 
statistical features.

Protocols The preferences in this section allow you to manipulate options 
related to the capture and display of the various packets Wireshark is 
capable of decoding. Not every protocol has configurable preferences, 
but some have several options that can be changed. These options are 
best left at their defaults unless you have a specific reason to change them.
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Packet Color Coding
If you are anything like me, you may enjoy shiny objects and pretty colors. If 
that is the case, you probably got excited when you saw all those different 
colors in the Packet List pane, as in the example in Figure 3-7 (well, the fig-
ure is in black and white, but you get the idea). It may seem as if these colors 
are randomly assigned to each individual packet, but this is not the case.

Figure 3-7: Wireshark’s color coding allows for quick protocol identification.

Each packet is displayed as a certain color for a reason. These colors 
reflect the packet’s protocol. For example, all DNS traffic is blue, and all 
HTTP traffic is green. The color coding allows you to quickly differentiate 
between various protocols so that you don’t need to read the protocol field 
in the Packet List pane for each individual packet. You will find that this 
greatly speeds up the time it takes to browse through large capture files.

Wireshark makes it easy to see which colors are assigned to each protocol 
through the Coloring Rules window, shown in Figure 3-8. To open this win-
dow, select View from the main drop-down menu and click Coloring Rules.

Figure 3-8: The Coloring Rules window allows you to view and modify the coloring 
of packets.
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You can define your own coloring rules and modify existing ones. For 
example, to change the color used as the background for HTTP traffic from 
the default green to lavender, follow these steps:

1. Open Wireshark and access the Coloring Rules window (ViewColoring 
Rules).

2. Find the HTTP coloring rule in the coloring rules list and select it by 
clicking it once.

3. Click the Edit button. You’ll see the Edit Color Filter dialog, as shown in 
Figure 3-9.

Figure 3-9: When editing a color filter, you can modify both the 
foreground and background colors.

4. Click the Background Color button.

5. Select the color you wish to use on the color wheel, and then click OK.

6. Click OK twice more to accept the changes and return to the main win-
dow. The main window should then reload itself to reflect the updated 
color scheme.

As you work with Wireshark on your network, you will begin to notice 
that you deal with certain protocols more than others. Here’s where color-
coded packets can make your life a lot easier. For example, if you think that 
there is a rogue DHCP server on your network handing out IP leases, you 
could simply modify the coloring rule for the DHCP protocol so that it shows 
up in bright yellow (or some other easily identifiable color). This would allow 
you to pick out all DHCP traffic much more quickly, and make your packet 
analysis more efficient.

These coloring rules can also be further extended by creating them 
based on your own custom filters.

Now that you have Wireshark up and running, you’re ready to do some 
packet analysis. The next chapter describes how you can work with the pack-
ets you’ve captured.
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[旧 テキスト] :"no end in sight,he was the one who helped me"
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テキスト

次の テキスト 属性は変更されました : 
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テキスト
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[旧 テキスト] :"the rest"
[新 テキスト] :"indirect contributions of a great number"
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次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" thecreative freedom to do itmy way."
[新 テキスト] :"comfort. When"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト
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テキスト
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I N T R O D U C T I O N


I got my first computer when I was nine years old. 
As things go with technology, it broke within about a 
year. It was enough of a stretch for my family to afford 
a computer in the first place, and paying for it to be 
fixed was just financially impossible. However, after 
a little reading and experimentation, I fixed the com-
puter myself, and that’s where my interest in technology 
began.


That interest evolved into a passion through high school and college, and 
as that passion grew, so did my abilities, naturally leading me to situations in 
which I really needed to dig further into network and computer problems. 
This is when I stumbled upon the Wireshark project (it was called Ethereal at 
the time). This software allowed me to enter a completely new world. Being 
able to analyze problems in new ways and having the ability to see raw 
protocols on the wire gave me limitless power in computer and network 
troubleshooting. 
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[旧 テキスト] :"got my first computer when I was nine years old. Asthings go with technology, it broke within about"
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[旧 テキスト] :"experimentation, I fixed the computermyself,"
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[旧 テキスト] :" new ways"
[新 テキスト] :"the business. You guys are my family.Mike Poor, you are my packet-analysis idol without equivocation. Your work"
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[旧 テキスト] :"having the ability"
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[旧 テキスト] :" limitlesspowerin computer and networktroubleshooting."
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xviii In t roduc ti on


The great thing about packet analysis is that it has become an increasingly 
popular method of solving problems and learning more about networks. 
Thanks to the advent of user groups, wikis, and blogs, the techniques 
covered in this book are becoming prerequisite knowledge for some jobs. 
Packet analysis is a requirement for managing today’s networks, and this 
book will give you the jump start you need in learning how it all works.


Why This Book?


You may find yourself wondering why you should buy this book as opposed 
to any other book about packet analysis. The answer lies right in the title: 
Practical Packet Analysis. Let’s face it—nothing beats real-world experience, 
and the closest you can come to that experience in a book is through practical 
examples of packet analysis with real-world case scenarios. The first half of 
this book gives you the prerequisite knowledge you will need to understand 
packet analysis and Wireshark. The second half of the book is devoted 
entirely to practical case scenarios that you could easily encounter in day-
to-day network management. 


Whether you are a network technician, a network administrator, a chief 
information officer, a desktop technician, or simply a help desk worker, you 
have a lot to gain from understanding and using packet analysis techniques.


Concepts and Approach


I am generally a really laid-back guy, so I when I teach a concept, I try to do so 
in a really laid-back way. This holds true for the language used in this book. 
It is very easy to get lost in technical jargon when dealing with a technical 
concept, but I have tried my best to keep things as casual as possible. I’ll 
make all definitions clear, straightforward, and to the point, without any 
added fluff.


If you really want to learn packet analysis, you should make it a point 
to master the concepts in the first several chapters—they are integral to 
understanding the rest of the book. The second half of the book is purely 
conceptual. You may not see these exact scenarios in your work, but you 
should be able to apply the concepts you learn from them in the situations 
you do encounter. 


Here is a quick breakdown of the chapters of this book.


Chapter 1: Packet Analysis and Network Basics
What is packet analysis? How does it work? How do you do it? This chap-
ter covers the very basics of network communication and packet analysis.


Chapter 2: Tapping into the Wire
This chapter covers the different techniques you can use to place a packet 
sniffer on your network.
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I n troduct ion xix


Chapter 3: Introduction to Wireshark
Here we’ll look at the basics of Wireshark—where to get it, how to use it, 
what it does, why it’s great, and all of that good stuff.


Chapter 4: Working with Captured Packets
Once you get Wireshark up and running, you will want to know the 
basics of interacting with captured packets. This is where you’ll learn.


Chapter 5: Advanced Wireshark Features
Once you have learned to crawl, it’s time to take off running with the 
advanced Wireshark features. This chapter delves into these features and 
goes under the hood to show you things that aren’t always so apparent.


Chapter 6: Common Protocols: The Lay of the Land
This chapter shows what some of the most common network communi-
cation protocols look like at the packet level. In order to understand 
how these protocols can malfunction, you first have to understand how 
they work.


Chapter 7: Basic Case Scenarios
This chapter contains the first set of real-world case scenarios. Each 
scenario is presented in an easy-to-follow format, where for each scenario 
the problem, my analysis, and a solution are given. These basic scenarios 
deal with only a few computers and involve a limited amount of analysis—
just enough to get your feet wet.


Chapter 8: Fighting a Slow Network
The most common problems network technicians hear about generally 
involve slow network performance. This chapter is devoted to solving 
these types of problems.


Chapter 9: Security-based Analysis
Network security is the biggest hot-button topic in network administration. 
Because of this, Chapter 9 shows you the ins and outs of solving security-
related issues with packet analysis techniques.


Chapter 10: Sniffing into Thin Air
The last chapter of the practical section of the book is a primer on wire-
less packet analysis. This chapter discusses the differences between wireless 
analysis and wired analysis and includes a quick case scenario that rein-
forces what you’ve learned.


Chapter 11: Further Reading
The final chapter of the book sums up what you have learned and 
includes some other reference tools and websites you might find useful 
as you continue to use the packet analysis techniques you have learned.
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xx In t roduc ti on


How to Use This Book


I have intended this book to be used in two ways. The first is, of course, as 
an educational text that you will read through, chapter by chapter, in order 
to gain an understanding of packet analysis. This means paying particular 
attention to the real-world scenarios in the last several chapters. The other use 
of this book is as a reference resource. There are some features of Wireshark 
that you will not use very often, so you may forget how they work. Because of 
this, Practical Packet Analysis is a great book to have on your bookshelf should 
you need a quick refresher about how to use a specific feature.


About the Example Capture Files


All of the capture files used in this book are available at http://www.nostarch
.com/packet.htm. In order to maximize the potential of this book, I would 
highly recommend you download these files and use them as you follow 
along with the book.


Several of these capture files were contributed by Laura Chappell of the 
Packet Analysis Institute and Wireshark University. Those captures are as 
follows:


� blaster.pcap � gnutella.pcap
� destunreachable.pcap � hauntedbrowser.pcap
� dosattack.pcap � http-client-refuse.pcap
� double-vision.pcap � http-fault-post.pcap
� email-troubles.pcap � icmp-tracert-slow.pcap
� evilprogram.pcap � osfingerprinting.pcap
� ftp-crack.pcap � slowdownload.pcap
� ftp-uploadfailed.pcap � tcp-con-lost.pcap
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1
P A C K E T  A N A L Y S I S  A N D  


N E T W O R K  B A S I C S


A million different things can go wrong 
with a computer network on any given 


day—from a simple spyware infection to a 
complex router configuration error—and it 


is impossible to solve every problem immediately. The 
best we can hope to do is be fully prepared with the 
knowledge and the tools it takes to respond to these types of issues. All net-
work problems stem from the packet level, where even the prettiest-looking 
applications can reveal their horrible implementations and seemingly trust-
worthy protocols can prove malicious. To better understand and solve network 
problems, we go to the packet level where nothing is hidden from us, where 
nothing is obscured by misleading menu structures, eye-catching graphics, or 
untrustworthy employees. Here there are no secrets, and the more we can do 
at the packet level, the more we can control our network and solve problems. 
This is the world of packet analysis.


This book dives into the world of packet analysis headfirst. You’ll learn 
what packet analysis is before we delve into network communication, so you 
can gain some of the basic background you’ll need to examine different 
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2 Chapter 1


scenarios. You’ll learn how to use the features of the Wireshark packet 
analysis tool to tackle slow network communication, identify application 
bottlenecks, and even track hackers through some real-world scenarios. By 
the time you have finished reading this book, you should be able to imple-
ment advanced packet analysis techniques that will help you solve even the 
most difficult problems in your own network.


What Is Packet Analysis?


Packet analysis, often referred to as packet sniffing or protocol analysis, describes 
the process of capturing and interpreting live data as it flows across a net-
work in order to better understand what is happening on that network. 
Packet analysis is typically performed by a packet sniffer, a tool used to capture 
raw network data going across the wire. Packet analysis can help us under-
stand network characteristics, learn who is on a network, determine who or 
what is utilizing available bandwidth, identify peak network usage times, 
identify possible attacks or malicious activity, and find unsecured and 
bloated applications.


There are various types of packet sniffing programs, including both 
free and commercial ones. Each program is designed with different goals 
in mind. A few of the more popular packet analysis programs are tcpdump 
(a command-line program), OmniPeek, and Wireshark (both GUI-based 
sniffers).


Evaluating a Packet Sniffer


There are several types of packet sniffers. When selecting the one you’re 
going to use, you should consider the following variables:


Supported Protocols


All packet sniffers can interpret various protocols. Most sniffers can interpret 
all of the most common protocols such as DHCP, IP, and ARP, but not all can 
interpret some of the more nontraditional protocols. When choosing a sniffer, 
make sure that it supports the protocols you’re going to use. 


User Friendliness


Consider the packet sniffer’s program layout, ease of installation, and general 
flow of standard operations. The program you choose should fit your level of 
expertise. If you have very little packet analysis experience, you may want to 
avoid the more advanced command-line packet sniffers like tcpdump. 
On the contrary, if you have a wealth of experience, you may find a more 
advanced program to be a better choice. 


� Supported protocols � Program support
� User friendliness � Operating system support
� Cost
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Cost
The great thing about packet sniffers is that there are lots of free ones that 
rival any commercial product. You should never have to pay for a packet 
sniffing application. 


Program Support
Even once you have mastered the basics of a sniffing program, you will 
probably still need occasional support to solve new problems as they arise. 
When evaluating available support, look for things such as developer 
documentation, public forums, and mailing lists. Although there may be a 
lack of developer support for free packet sniffing programs like Wireshark, 
the communities that use these applications will often make up for this. 
These communities of users and contributors provide discussion boards, 
wikis, and blogs designed to help you to get more out of your packet sniffer.


Operating System Support
Unfortunately, not all packet sniffers support every operating system. Make 
sure that the one you choose to learn will work on all the operating systems 
that you need to support.


How Packet Sniffers Work


The packet sniffing process can be broken down into three steps: collection, 
conversion, and analysis. 


Collection
In the first step, the packet sniffer switches the selected network interface into 
promiscuous mode. In this mode the network card can listen for all network 
traffic on its particular network segment. The sniffer uses this mode along with 
low-level access to the interface to capture the raw binary data from the wire. 


Conversion
In this step, the captured binary data is converted into a readable form. 
This is where most advanced command-line–driven packet sniffers stop. 
At this point, the network data is in a form that can be interpreted only 
on a very basic level, leaving the majority of the analysis to the end user.


Analysis
The third and final step involves the actual analysis of the captured and 
converted data. In this step the packet sniffer takes the captured network 
data, verifies its protocol based on the information extracted, and begins its 
analysis of that protocol’s specific features. 


Further analysis is performed by comparing multiple packets as well as 
various other network elements.
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4 Chapter 1


How Computers Communicate


In order to fully understand packet analysis, you need to understand exactly 
how computers communicate with each other. In this section we’ll examine 
the basics of network protocols, the OSI model, network data frames, and the 
hardware that supports it all. 


Networking Protocols
Modern networks are made up of a variety of different systems running on 
many different platforms. To aid this communication, we use a set of common 
languages called network protocols that govern network communication. 
Common network protocols include TCP, IP, ARP, and DHCP. A protocol 
stack is a logical grouping of protocols that work together. 


A network protocol can be extremely simple or highly complex, 
depending on its function. Although the various network protocols are 
often drastically different, most have to address the following issues:


Flow control The generation of messages by the receiving system that 
instruct the sending system to speed up or slow down its transmission 
of data


Packet acknowledgment The transmission of a return message from 
the receiving system to the sending system to acknowledge the receipt 
of data


Error detection The use of codes by the sending system to verify that 
the data sent wasn’t damaged during transmission


Error correction The retransmission of data that was lost or damaged 
during the initial transmission


Segmentation The division of long streams of data into smaller ones for 
more efficient transfer


Data encryption A function that uses cryptographic keys to protect data 
transmitted across a network


Data compression A method for reducing the size of data transmitted 
across a network by eliminating redundant information


The Seven-Layer OSI Model
Protocols are separated based on their functions using an industry-standard 
reference model called the Open Systems Interconnections (OSI) reference model. 
This model was originally published in 1983 by the International Organization 
for Standardization (ISO) as a document called ISO 7498. 


The OSI model divides the network communications process into seven 
distinct layers:


� Application (Layer 7) � Network (Layer 3)
� Presentation (Layer 6) � Data link (Layer 2)
� Session (Layer 5) � Physical (Layer 1)
� Transport (Layer 4)
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The Application Layer


The application layer, the topmost layer on the OSI model, provides a means 
for users to actually access network resources. This is the only layer typically 
seen by end users, as it provides the interface that is the base for all of their 
network activities. 


The Presentation Layer


The presentation layer transforms the data it receives into a format that can be 
read by the application layer. The data encoding and decoding done here 
depends on the application layer protocol that is sending or receiving the 
data. This layer also handles several forms of encryption and decryption used 
for securing data.


The Session Layer


The session layer manages the dialog, or session between two computers; it 
establishes, manages, and terminates this connection among all communi-
cating devices. The session layer is also responsible for establishing whether a 
connection is duplex or half-duplex and for gracefully closing a connection 
between hosts, rather than dropping it abruptly.


The Transport Layer


The primary purpose of the transport layer is to provide reliable data transport 
services to lower layers. Through features including flow control, segmentation 


The seven layers in the hierarchical OSI 
model (Figure 1-1) make it much easier to 
understand network communication. The 
application layer at the top represents the 
actual programs used to access network 
resources. The bottom layer is the physical 
layer, through which the actual network 
data travels. The protocols at each layer 
work together to package data for the next 
layer up. 


NOTE The OSI model is no more than an industry-
recommended standard; protocol developers are 
not required to follow it exactly. As a matter of fact, 
the OSI model is not the only networking model that 
exists—for example, some people prefer the Department 
of Defense (DoD) model. We’ll work around the con-
cepts of the OSI model in this book, so we won’t cover 
the DoD model here.


Let’s take a broad look at the functions of 
each of the OSI model’s layers as well as some 
examples of the protocols used in each.


Figure 1-1: A hierarchical 
view of the seven layers of 
the OSI model


Application
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6 Chapter 1


and desegmentation, and error control, the transport layer makes sure data 
gets from point to point error free. Because ensuring reliable data trans-
portation can be extremely cumbersome, the OSI model devotes an entire 
layer to it. The transport layer provides its services to both connection-oriented 
and connectionless protocols. Firewalls and proxy servers operate at this layer.


The Network Layer


The network layer is responsible for routing data between physical networks, 
and it is one of the most complex OSI layers. It is responsible for the logical 
addressing of network hosts (for example, through an IP address), and it also 
handles packet segmentation, protocol identification, and in some cases, 
error detection. Routers operate at this layer. 


The Data Link Layer


The data link layer provides a means of transporting data across a physical 
network. Its primary purpose is to provide an addressing scheme that can 
be used to identify physical devices and provide error-checking features to 
ensure data integrity. Bridges and switches are physical devices that operate 
at this layer. 


The Physical Layer


The physical layer at the bottom of the OSI model is the physical medium 
through which network data is transferred. This layer defines the physical 
and electrical nature of all hardware used, including voltages, hubs, network 
adapters, repeaters, and cabling specifications. The physical layer establishes 
and terminates connections, provides a means of sharing communication 
resources, and converts signals from digital to analog and vice versa. 


Table 1-1 lists some of the more common protocols used at each 
individual layer of the OSI model.


l


Protocol Interaction


How does data flow up and down through the OSI model? The initial data 
transfer on a network begins at the application layer of the transmitting system. 
Data works its way down the seven layers of the OSI model until it reaches the 
physical layer, at which point the physical layer of the transmitting system 


Table 1-1: Typical Protocols Used in Each Layer of the OSI Model


Layer Protocol


Application HTTP, SMTP, FTP, Telnet


Presentation ASCII, MPEG, JPEG, MIDI


Session NetBIOS, SAP, SDP, NWLink


Transport TCP, UDP, SPX


Network IP, ICMP, ARP, RIP, IPX


Data Link Ethernet, Token Ring, FDDI, AppleTalk
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sends the data to the receiving system. The receiving system picks up the 
data at its physical layer, and the data proceeds up the remaining layers of 
the receiving system to the application layer at the top. 


Services provided by various protocols at any given level of the OSI 
model are not redundant. For example, if a protocol at one layer provides a 
particular service, then no other protocol at any other layer will provide this 
same service. Protocols at corresponding layers on the sending and receiving 
computers are complementary. If a protocol on layer seven of the sending 
computer is responsible for encrypting the data being transmitted, then the 
corresponding protocol on layer seven of the receiving machine is expected 
to be responsible for decrypting that data. Figure 1-2 shows a graphical 
representation of the OSI model as it relates to two communicating clients. 
Here you can see communication going from top to bottom on one client 
and then reversing when it reaches the second client. 


Figure 1-2: Protocols working at the same layer on both the 
sending and receiving systems


Each layer in the OSI model is only capable of communicating with the 
layers directly above and below it. For example, layer two can only send and 
receive data from layers one and three. 


Data Encapsulation


The protocols on different layers communicate with the aid of data 
encapsulation. Each layer in the stack is responsible for adding a header or 
footer to the data being communicated, and these extra bits of information 
allow the layers to communicate. For example, when the transport layer 
receives data from the session layer, it adds its own header information to 
that data before passing it to the next layer. 
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8 Chapter 1


The Protocol Data Unit


The encapsulation process creates a protocol data unit (PDU), which includes 
the data being sent and all header or footer information added to it. 


As data moves down the OSI model, the PDU changes and grows as 
header and footer information from various protocols is added to it. The 
PDU is in its final form once it reaches the physical layer, at which point 
it is sent to the destination computer. The receiving computer strips the 
protocol headers and footers from the PDU as the data climbs up the OSI 
layers. Once the PDU reaches the top layer of the OSI model, only the 
original data remains. 


NOTE The term packet is associated with the term Protocol Data Unit (PDU). When 
I use the word packet, I am referring to a complete PDU that includes header and 
footer information from all layers of the OSI model.


Network Hardware


Now it’s time to look at network hardware, where all of the dirty work is done. 
We’ll focus on just a few of the more common pieces of network hardware—
specifically, hubs, switches, and routers. 


Hubs


A hub is generally no more than a box with multiple RJ-45 ports, like the 
Netgear hub shown in Figure 1-3. Hubs range from very small four-port 
hubs to larger 48-port ones designed for rack mounting in a corporate 
environment. Hubs are designed to connect network devices so that they 
can communicate. 


Figure 1-3: A typical four-port Ethernet hub


A hub is nothing more than a repeating device operating on the physical 
layer of the OSI model. A repeating device simply takes packets sent from one 
port and transmits (repeats) them to every other port on the device. For 
example, if a computer on port one of a four-port hub needs to send data 
to a computer on port two, the hub sends those packets to ports one, two, 
three, and four. The clients connected to ports three and four ignore the 
data because it’s not for them, and they drop (discard) the packets. The 
result is a lot of unnecessary network traffic. 
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Imagine you are sending an email to the employees of a company. The 
email has the subject line Regarding all marketing staff, but instead of sending 
it to only those people who work in the marketing department, you send it to 
every employee in the company. The employees who work in marketing will 
know it is for them, and they will open it. The other employees, however, will 
see that it is not for them, and will discard it. You can see how this would result 
in a lot of unnecessary communication and wasted time—yet this is exactly 
how a hub functions.


Figure 1-4 provides a graphical display of what is going on here. In this 
figure, computer A is transmitting data to computer B. However, when com-
puter A sends this data, all computers connected to the hub receive it. Only 
computer B actually accepts the data; the other computers discard it.


One last note about hubs is that they are only capable of operating in 
half-duplex mode—that is, they cannot send and receive data at the same time. 
This differentiates them from switches, which are full-duplex devices that can 
send and receive data synchronously.


While you won’t typically see hubs used in most modern or high-density 
networks (switches are used instead, as discussed below), you should know 
how hubs work, since they will be very important to packet analysis.


Figure 1-4: The flow of traffic when computer A 
transmits data to computer B through a hub


Switches


The best alternatives to hubs in a production or high-density network are 
devices called switches. Like a hub, a switch is designed to repeat packets, 
but it does so very differently; also like a hub, a switch provides a communi-
cation path for devices, but it does so more efficiently. Rather than broad-
casting data to every individual port, a switch only sends data to the computer 
for which the data is intended. Physically speaking, a switch looks identical 
to a hub. As a matter of fact, if the device doesn’t identify itself in writing 
on the front, you may have trouble knowing exactly which one it is 
(Figure 1-5).


Computer A


Computer B


Computer C


Computer D
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Several of the larger switches on the market are manageable via special-
ized, vendor-specific software or web interfaces. These switches are commonly 
referred to as managed switches and provide several features that can be useful 
in network management. This includes the ability to enable or disable specific 
ports, view port specifics, make configuration changes, and remotely reboot 
the switch.


Figure 1-5: A rack-mountable 24-port Ethernet switch


Switches have advanced functionality in handling transmitted packets. In 
order to be able to communicate directly with specific devices, switches must 
be able to uniquely identify devices based on their addresses. All this means 
that they must operate on the data link layer of the OSI model.


Switches store the Layer 2 address of every connected device in a CAM 
table, which acts as a kind of traffic cop. When a packet is transmitted, the 
switch reads the Layer 2 header information in the packet and, using the 
CAM table as reference, determines which port(s) to send the packet to. 
Switches only send packets to specific ports, which greatly reduces network 
traffic. 


Figure 1-6 shows a graphical representation of traffic flow through a 
switch. In this figure, computer A is once again sending data to computer B. 
In this instance, the computers are connected through a switch that allows 
computer A to send data directly to computer B without the other devices on 
the network being aware of this communication. Moreover, multiple conver-
sations can happen at the same time.


Figure 1-6: The flow of traffic when computer A 
transmits data to computer B through a switch


Computer A


Computer B


Computer C


Computer D
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Routers


A router is an advanced network device with a much higher level of function-
ality than either a switch or a hub. A router can take many shapes and forms, 
but most have several LED indicator lights on the front and a few network 
ports on the back, depending on the size of the network (Figure 1-7). Routers 
operate at Layer 3 of the OSI model, where they are responsible for forwarding 


An easy way to illustrate the concept of routing is to think of a neighbor-
hood with a network of streets; each street has houses on it, and each house 
has its own address (Figure 1-8). You live on a street, so you can move among 
all houses on the street. This is very similar to the operation of a switch that 
allows communication among all computers on a network segment. To com-
municate with a neighbor on another street, however, a person must follow 
the street signs to that neighbor’s house.


Let’s work through an example of communication across streets. 
Using Figure 1-8, let’s say I am sitting at 503 Vine Street, and I need to get 
to 202 Dogwood Lane. In order to do this, I must cross onto Oak Street, and 
then onto Dogwood Lane. Think of this as crossing network segments. If the 
device at 192.168.0.3 needs to communicate with the device at 192.168.0.54, 
it must cross a router to get to the 10.100.1.1 network, then cross the destina-
tion network segment’s router before it can get to the destination network 
segment.


Figure 1-8: Comparison of a routed network to neighborhood streets


packets between two or more net-
works. The process routers use 
to direct the flow of traffic among 
networks is called routing. 


There are several types of 
routing protocols that dictate how 
different types of packets are 
routed to other networks. Routers 
commonly use Layer 3 addresses 
(such as IP addresses) to uniquely 
identify devices on a network.


Figure 1-7: A small router suited for use in a small 
network
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12 Chapter  1


The size and number of routers on a network will depend on the size 
and function of that network. Personal and home-office networks may only 
consist of a small router located at the center of the network, whereas a large 
corporate network might have several routers spread throughout various 
departments, all connecting to one large central router or Layer 3 switch. 
A Layer 3 switch is an advanced type of switch that also has built-in function-
ality to act as a router. 


As you begin looking at more and more network diagrams, you will come 
to understand how data flows through these various points. Figure 1-9 shows 
the layout of a very common form of routed network. In this example, two 
separate networks are connected via a single router. If a computer on network 
A wishes to communicate with a computer on network B, the transmitted data 
must go through the router.


Figure 1-9: The flow of traffic when computer A transmits data to computer X 
through a router


Traffic Classifications
When considering network traffic, we break it into three main classes: broad-
cast, multicast, and unicast. Each classification has a distinct characteristic 
that determines how packets in that class are handled by networking hardware.


Broadcast Traffic


A broadcast packet is one that is sent to all ports on a network segment, regard-
less of whether that port is a hub, switch, or router. Remember from the 
section “Hubs” on page 8 that hubs are only capable of broadcast traffic.


Multicast Traffic


Multicast is a means of transmitting a packet from a single source to multiple 
destinations simultaneously. The goal of multicast is to make this process as 
simple as possible by using as little bandwidth as possible. The optimization 
of this traffic lies in the number of times a stream of data is replicated in 
order to get to its destination. The exact handling of multicast traffic is 
highly dependent upon its implementation in individual protocols. The 
primary method of implementing multicast is by using a special addressing 
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scheme that joins the packet recipients to a multicast group; this is how IP 
multicast works. This addressing scheme ensures that the packets are not 
capable of being transmitted to computers they are not destined for.


Unicast Traffic


A unicast packet is transmitted from one computer directly to another. The 
details of how unicast functions depend upon the protocol using it. 


Broadcast Domains


Recall that a broadcast packet is one that is sent to every device on a particular 
segment. In larger networks with multiple hubs or switches connected via 
different mediums, broadcast packets transmitted from one switch reach 
all the way to the ports on the other switches on the network, as they are 
repeated from switch to switch.


The extent to which broadcast packets travel is called the broadcast 
domain—it is the network segment where any computer can directly transmit 
to another computer without going through a router. Figure 1-10 shows an 
example of two broadcast domains on a small network. Because each broad-
cast domain extends until it reaches the router, broadcast packets circulate 
only within this specified broadcast domain.


Figure 1-10: A broadcast domain extends to everything behind the 
current routed segment. 


Our earlier example describing how routing relates to a neighborhood 
also provides good insight into how broadcast domains work. You can think 
of a broadcast domain as being like a neighborhood street. If you stand on 
your front porch and yell, only the people on your street will be able to hear 
you. If you want to talk to someone on a different street, you have to find a 
way to speak to that person directly, rather than broadcasting (yelling) from 
your front porch.


The things you have learned here are the absolute basics of packet 
analysis. You must understand what is going on at this level of network 
communication before you can begin troubleshooting network issues. 
In the next chapter we will build on these concepts and discuss more 
advanced network communication principles.


Router


Broadcast Domain Broadcast Domain
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2
T A P P I N G  I N T O  T H E  W I R E


We can now move on to the final step of 
preparation before we begin to capture live 


packets on the network. This last step is to 
figure out the most appropriate place to put a 


sniffer on the network’s cabling system. This is most 
often referred to by packet analysts as getting on the wire, tapping the network, 
or tapping into the wire. Simply put, this is the process of placing a packet 
sniffer on a network in the correct physical location.


Unfortunately, sniffing packets is not as simple as plugging in a laptop 
to a network port and capturing traffic (Figure 2-1). In fact, it is sometimes 
more difficult to place a packet sniffer on a network’s cabling system than it 
is to actually analyze the packets. 


The challenge with sniffer placement is that there is a large variety of 
networking hardware that is used to connect devices. Because the three main 
devices on a modern network (hubs, switches, and routers) all handle traffic 
very differently, you must be very aware of the physical setup of the network 
you are analyzing. 
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16 Chapter  2


Figure 2-1: Placing your sniffer on the network is sometimes the biggest challenge you 
will face.


The goal of this chapter is to help you develop an understanding of 
packet sniffer placement in a variety of different network topologies. We 
will look at various real-world network setups as we determine the best way 
to capture packets in hub-, switch-, and router-based environments. As a 
precursor to understanding sniffer placement, we’ll also take a more in-
depth look at promiscuous mode network cards, how they work, and why 
they are a necessity for packet analysis.


Living Promiscuously 


Before you can sniff packets on a network, you need a network interface card 
(NIC) that supports a promiscuous mode driver. Promiscuous mode is what 
allows an NIC to view all of the packets crossing the cabling system.


When an NIC is not in promiscuous mode, it generally sees a large amount 
of broadcast and other traffic that is not addressed to it, which it will drop. 
When it is in promiscuous mode, it captures everything and passes all traffic 
it receives to the CPU, basically ignoring the information it finds in a packet’s 
Layer 2 addresses. Your packet sniffing application grabs those packets to 
give you a complete and accurate account of all packets on the system.


NOTE Most operating systems (including Windows) will not let you use a network card in 
promiscuous mode unless you have elevated user privileges. If you cannot obtain 
these privileges on a system, chances are that you should not be performing any type 
of packet sniffing on that particular network.


Sniffing Around Hubs


Sniffing on a network that has hubs installed is a dream for any packet 
analyst. As you learned earlier, traffic sent through a hub is sent to every 
port connected to that hub. Therefore, to analyze a computer on a hub, 
all you have to do is plug in a packet sniffer to an empty port on the hub, 
and you can see all communication to and from all computers connected 
to that hub. As illustrated in Figure 2-2, your visibility window is limitless 
when your sniffer is connected to a hub network.


Packet Sniffer
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Figure 2-2: Sniffing on a hub network provides a limitless visibility 
window.


NOTE The visibility window, as shown in various diagrams throughout this book, shows the 
devices on the network whose traffic you are able to see with a packet sniffer. 


Unfortunately for us, hub-based networks are pretty rare because of the 
headache they cause network administrators. Hubs tend to slow network 
traffic because only one device can use the hub at any one time; therefore, 
a device connected through a hub must compete for bandwidth with the other 
devices also trying to communicate through it. When two or more devices 
communicate at the same time, packets collide (as shown in Figure 2-3) and 
transmitted packets are lost and have to be retransmitted. 


ter you’ll learn how to leverage the power of capture and display filters 
in order to perform your analysis more efficiently.


Computer A


Computer B Computer C


Computer D


Computer E Computer F


Sniffer


Visibility Window


As collisions increase, 
network performance can 
decrease dramatically. As the level 
of traffic and collisions increases, 
devices may have to transmit a 
packet three or four times, which 
is why most modern networks of 
any size use switches.


The only other concern you 
have to consider when sniffing 
the traffic of an individual com-
puter on a hub network is the 
volume of traffic in your capture. 
Since an NIC in promiscuous 
mode sees all traffic going to and 
from all devices on a hub, you will 
have a very large amount of data 
to sort through, the bulk of which 
will be irrelevant. In the next chap-


Figure 2-3: Collisions occur on a hub network 
when two devices transmit at the same time.


Transmitting
Computer


Transmitting
Computer


Collision


Hub
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18 Chapter  2


Sniffing in a Switched Environment


A switched environment is the most common type of network you will be work-
ing on. Switches provide an efficient means of transporting data via broadcast, 
unicast, and multicast traffic. (For more on these topics see Chapter 1.) As a 
bonus, switches allow full-duplex communication, meaning that machines 
can send and receive data simultaneously through a switch. Unfortunately 
for packet analysts, switches add a whole new level of complexity to a packet 
analyst’s job. When you plug in a sniffer to a port on a switch, you can only 
see broadcast traffic and the traffic transmitted and received by your machine, 
as shown in Figure 2-4. 


Figure 2-4: The visibility window on a switched network is limited 
to the port you are plugged into.


There are three primary ways to capture traffic from a target device on a 
switched network: port mirroring, ARP cache poisoning, and hubbing out. 


Port Mirroring


Port mirroring, or port spanning as it is often called, is perhaps the easiest way 
to capture the traffic from a target device on a switched network. In this type 
of setup, you must have access to the command-line interface of the switch 
on which the target computer is located. Also, the switch must support port 
mirroring and have an empty port into which you can plug your analyzer.


When port mirroring, you log into the command-line interface for your 
switch and enter a command that forces the switch to copy all traffic on a 
certain port to another port (Figure 2-5). For instance, to capture the traffic 
from a device on port three of a switch, you could simply plug your analyzer 
into port four and mirror port three to port four. This would allow you to see 
all traffic transmitted and received by your target device. 


The exact command you will type to set up port mirroring will vary 
depending on the manufacturer of the switch you are using. You’ll find a 
list of common commands in Table 2-1.


Computer A
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Figure 2-5: Port mirroring allows you to expand your visibility window 
on a switched network.


When port mirroring, be aware of the throughput of the ports you are 
mirroring. Some switch manufacturers allow you to mirror multiple ports to 
one individual port, which may be very useful when analyzing the communi-
cation between two or more devices on a single switch. However, consider 
what will happen using some basic math. For instance, if you have a 24-port 
switch and you mirror 23 full-duplex 100Mbps ports to one port, you could 
potentially have 4,600Mbps flowing to that port. This is obviously well beyond 
the physical threshold of a single port and can cause packet loss or network 
slowdowns if the traffic reaches a certain level. In these situations switches 
have been known to completely drop excess packets or “pause” their back-
plane, preventing communication altogether. Be sure that this type of 
situation doesn’t occur when you are when trying to perform your capture.


Hubbing Out


Another very simple way of capturing the traffic through a target device on 
a switched network is by hubbing out. Hubbing out is a technique in which 
you localize the target device and your analyzer system on the same network 
segment by plugging them directly into a hub.


Many people think of hubbing out as cheating, but it’s really a perfect 
solution in situations where you can’t perform port mirroring but still have 
physical access to the switch the target device is plugged into. 


Table 2-1: Commands Used to Enable Port Mirroring for Different Manufacturers’ Switches


Manufacturer Port Mirroring Command


Cisco set span <source port> <destination port>


Enterasys set port mirroring create <source port> <destination port>


Nortel port-mirroring mode mirror-port <source port> monitor-port 


<destination port>


Computer A


Computer B Computer C


Computer D


Computer E Computer F


Sniffer


Visibility
Window


Computer B’s Port
Mirrored to
Sniffer Port
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20 Chapter  2


In order to hub out, all you need is a hub and a few network cables. 
Once you have your hardware, go to the switch the target device resides on 
and unplug the target from the network. Then plug the target’s network 
cable into your hub, and plug in another cable connecting your analyzer. 
Next, connect your hub to the network by plugging in a network cable from 
it to the network switch. Now you have basically put the target device and 
your analyzer into the same broadcast domain, and all traffic from your 
target device will be broadcast so that the analyzer can capture those packets 
(Figure 2-6).


Figure 2-6: Hubbing out isolates your target device and analyzer on 
their own broadcast domain.


In most situations, hubbing out will reduce the duplex of the target 
device from full to half. While this method isn’t the cleanest way to tap into 
the wire, it’s sometimes your only option when a switch does not support 
port mirroring. 


NOTE As a reminder, it is usually a nice gesture to alert the user of the device that you 
will be unplugging it, especially if that user happens to be the company CEO! 


When hubbing out, be sure that you’re using a true hub and not a falsely 
labeled switch. Several networking hardware vendors have a bad habit of 
marketing and selling a device as a hub when it actually functions as a low-
level switch. If you aren’t working with a proven, tested hub, you will only see 
your own traffic, not that of the target device. When you find a hub, test it to 
make sure it really is a hub—if it is, it’s a keeper! The best way to determine 
whether or not the device you are using is a true hub is to hook a pair of 
computers up to it and see if one can sniff the other’s traffic. If so, you have 
a true hub in your possession.


ARP Cache Poisoning


Recall from Chapter 1 that the two main types of packet addressing are at 
Layers 2 and 3 of the OSI model. These Layer 2 addresses, or MAC addresses, 
are used in conjunction with whichever Layer 3 addressing system you are 
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using. In the case of this book (and the industry standard), I refer to the 
Layer 3 addressing system as the Internet Protocol (IP) addressing system. 


All devices on a network communicate with each other on Layer 3 using 
IP addresses. Because switches operate on Layer 2 of the OSI model, they must 
be able to translate Layer 2 MAC addresses into Layer 3 IP addresses and vice 
versa in order to be able to forward traffic to the appropriate device. This 
translation process is done through a Layer 3 protocol known as the Address 
Resolution Protocol (ARP). 


When one computer needs to send data to another, it sends an ARP 
request to the switch it is connected to. The switch then sends an ARP broad-
cast packet to all of the computers connected to it, asking each computer it 
reaches if it is has the IP address of the computer trying to be reached. When 
the destination computer sees this packet, it identifies itself to the switch 
by giving its MAC address. The switch now has a route established to that 
destination computer, and any device that wishes to communicate with 
the destination computer can use the route. This newly obtained information 
is stored in the switch’s ARP cache so that the switch does not have to send a 
new ARP broadcast every time it needs to send data to a computer.


ARP cache poisoning is a more advanced form of tapping into the wire 
on a switched network. It is commonly used by hackers to send falsely 
addressed packets to client systems in order to intercept certain traffic or 
cause denial of service (DoS) attacks on a target, but ARP cache poisoning 
can still serve as a legitimate way to capture the packets of a target machine 
on a switched network. 


ARP cache poisoning, sometimes referred to as ARP spoofing, is the process 
of sending ARP messages to an Ethernet switch or router with fake MAC 
(Layer 2) addresses in order to intercept the traffic of another computer 
(Figure 2-7). 


Figure 2-7: ARP cache poisoning allows you to intercept the traffic of your target computer.


Using Cain & Abel


When attempting to poison the ARP cache, the first step is to download the 
required tools and collect some necessary information. We’ll use the popular 
security tool Cain & Abel from Oxid.it (http://www.oxid.it). Go ahead and 
install it now.
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[新 テキスト] :"layer"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" Internet Protocol (IP)"
[新 テキスト] :"IP"
次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" Layer"
[新 テキスト] :"layer"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" Layer"
[新 テキスト] :" layer"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"are cognizant of only layer 2 MAC addresses, so devices"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" translateLayer2"
[新 テキスト] :"include thisinformation in packets they construct. When a"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"addresses into Layer"
[新 テキスト] :"address is not known,itmust be obtained using the known layer"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

" and viceversa in order"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"a Layer 3"
[新 テキスト] :"the layer 2"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" known as theAddressResolution Protocol (ARP). When"
[新 テキスト] :" ARP.The ARPprocess, for computers connected to Ethernet networks, begins when"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" needs"
[新 テキスト] :"wishes"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"send data"
[新 テキスト] :"communicate with another. The transmitting computer first checks its ARP cache"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" another,"
[新 テキスト] :" see if it already has the 26Chapter 2"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"MAC address associated with the IPaddress of the destination computer. If itdoesnot,"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"switch it"
[新 テキスト] :"data link layer broadcast address FF:FF:FF:FF:FF:FF, as discussed in Chapter 1. As a broadcast packet, this packet"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"connected to."
[新 テキスト] :"received by every computer on that particular Ethernet segment."
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

" switch then sends anARPbroadcast"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" to all ofthe computers connected to it, asking each computer itreaches if itis has the"
[新 テキスト] :" basically asks, “Which"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"of"
[新 テキスト] :"owns"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"computertrying to be reached. When"
[新 テキスト] :"XX:XX:XX:XX:XX:XXMAC address?”Devices without"
次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"computer sees"
[新 テキスト] :"computer’s IP address simply discard"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" packet, it identifies itself"
[新 テキスト] :"ARP request. The destination machine replies"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" switchbygiving"
[新 テキスト] :"packet with"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" address. The switch"
[新 テキスト] :"address via an ARP reply. At this point, the original transmitting computer"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"a route established"
[新 テキスト] :"the data link layer addressing information it needs"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" thatdestination"
[新 テキスト] :"communicate with the remote"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"any device"
[新 テキスト] :"it stores"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

" wishes to communicate withthedestination computercan use theroute.This newly obtained"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

"isstored"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"theswitch’s"
[新 テキスト] :"its ARP cache for fast retrieval.How ARP Cache Poisoning Works"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" so that"
[新 テキスト] :"poisoning, sometimes called ARP spoofing, is"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" switch does nothave tosend a new"
[新 テキスト] :"process of sending"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"broadcast every time itneeds"
[新 テキスト] :"messages"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"send data"
[新 テキスト] :"an Ethernet switchor router with fake MAC (layer 2) addresses in order"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" a"
[新 テキスト] :" intercept the traffic of another"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"Figure 2-10 illustrates this setup."



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" a more"
[新 テキスト] :"an"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" hackers"
[新 テキスト] :"attackers"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" denial of service"
[新 テキスト] :"denialof-service"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"target, but ARP cachepoisoning"
[新 テキスト] :"target. However, it"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"still serve as"
[新 テキスト] :"also be"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

"ARP cache poisoning, sometimes referredtoasARP spoofing, isthe processof sending ARP messages to an Ethernetswitch or router with fake MAC(Layer 2) addresses in order to intercept the traffic of another computer(Figure 2-7)."



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"Target Target ComputerSwitchRouterComputerSwitchRouter"



比較 : 挿入�

画像

一致する 画像 が見つかりません
 (クリックして新画像を表示)



比較 : 挿入�

テキスト

"Sniffer"



比較 : 削除�

画像

一致する 画像 が見つかりません



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" 2-7:"
[新 テキスト] :"2-10:"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"download"
[新 テキスト] :" acquire"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

"necessary"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"We’ll"
[新 テキスト] :"For our demonstration, we’ll"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" Oxid.it(http://www.oxid.it). Go ahead"
[新 テキスト] :"oxid.it (http://www.oxid.it/),which supports Windows systems. Download"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" now.Tapping into"
[新 テキスト] :"now, according to the directions on"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"Wire21"
[新 テキスト] :"website.Before"
次の テキスト 属性は変更されました : 
   フォント, サイズ
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Once you have installed the Cain & Abel software, you need to collect 
some additional information including the IP addresses of your analyzer 
system, the remote system you wish to capture the traffic from, and the 
router that the remote system is downstream from. 


When you first open Cain & Abel, you will notice a series of tabs near the 
top of the window. (ARP cache poisoning is only one of a variety of Cain & 
Abel’s features.) For our purposes, we’ll be working in the Sniffer tab. When 
you click this tab, you will see an empty table (Figure 2-8). 


Figure 2-8: The Sniffer tab in the Cain & Abel main window


In order to fill this table you will need to activate the program’s built-in 
sniffer and scan your network for hosts. To do so, follow these steps: 


1. Click the second icon on the toolbar, which resembles a network card. 
The first time you do this you will be asked to select the interface you 
wish to sniff. This interface should be the one that is connected to the 
network you will be performing your ARP cache poisoning on. 


2. Once you’ve selected this interface, click OK to activate Cain & Abel’s 
built-in sniffer. 


3. To build a list of available hosts on your network, click the icon that 
resembles a plus (+) symbol, and click OK (Figure 2-9).


The once-empty grid should now be filled with a list of all the hosts on 
your attached network, along with their MAC addresses, IP addresses, and 
vendor identifying information. This is the list you will work from when 
setting up your ARP cache poisoning.


At the bottom of the program window, you will see a set of tabs that will 
take you to other windows under the Sniffer heading. Now that you have built 
your host list, you will be working from the APR tab. Switch to the APR window 
by clicking the tab.
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比較 : 削除�

テキスト

"PPA_02.book Page 22 Wednesday, April25, 2007 5:55 PMOnce"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" have installed the"
[新 テキスト] :"can use"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"Abel software, you"
[新 テキスト] :"Abel, you’ll"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"some additional information"
[新 テキスト] :"certain information,"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"addresses"
[新 テキスト] :" address"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"from which"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"traffic from,"
[新 テキスト] :"traffic,"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" that"
[新 テキスト] :" from which"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"downstream from."
[新 テキスト] :"downstream.Tapping into the Wire27"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

"a variety of"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"will"
[新 テキスト] :"should"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" table (Figure 2-8)."
[新 テキスト] :"table,as shown in Figure 2-11."
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

画像

この 画像 は置換されました
次の 画像 属性は変更されました : 
   サイズ
 (クリックして新画像と比較画像を表示)



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" 2-8:"
[新 テキスト] :" 2-11:"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"In order to fill"
[新 テキスト] :"To complete"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" table"
[新 テキスト] :"table,"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"from the left"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" network card.The first timeyou dothis you"
[新 テキスト] :"NIC.2.You"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

" on which"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" poisoning on.2.Once you’ve selected"
[新 テキスト] :"poisoning. Select"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" interface,"
[新 テキスト] :"interface and"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"OK"
[新 テキスト] :"OK. (Ensure that this button is depressed in order"
次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"sniffer."
[新 テキスト] :"sniffer.)"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ
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Figure 2-9: The Cain & Abel 
network discovery tool


Once in the APR window, you are presented with two empty tables: an 
upper and a lower one. Once you set them up, the upper table will show the 
devices involved in your ARP cache poisoning, and the lower table will show 
all communication between your poisoned machines. 


To set up your poisoning, follow these steps: 


1. Click the icon resembling the plus (+) symbol on the program’s standard 
toolbar. The window that appears has two selection columns side by side.


2. On the left side, you will see a list of all available hosts on your network. 
Click the IP address of the target computer whose traffic you wish to 
sniff. This will result in the right window showing a list of all hosts in the 
network, omitting the target machine’s IP address. 


3. In the right window, click the IP address of the router that is directly 
upstream of the target machine, and click OK (Figure 2-10). The 
IP addresses of both devices should now be listed in the upper table 
in the main application window. 


4. To complete the process, click the yellow-and-black radiation symbol on 
the standard toolbar. This will activate Cain & Abel’s ARP cache poison-
ing features and allow your analyzing system to be the middleman for all 
communications between the target system and its upstream router. 


You can now fire up your packet sniffer and begin the analysis process. 
When you are finished capturing traffic, simply click the yellow-and-black 
radiation symbol again to stop ARP cache poisoning.
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Figure 2-10: Selecting the devices for which you wish to enable ARP cache poisoning


NOTE As a final note on ARP cache poisoning, you should be very aware of the roles of the 
systems you implement this process for. For instance, do not use this technique when the 
target device is something with very high network utilization, such as a fileserver with a 
1Gbps link to the network (especially if your analyzer system only provides a 100Mbps 
link). When you perform this rerouting of traffic, all traffic transmitted and received 
by the target system must first go through your analyzer system, therefore making your 
analyzer the bottleneck in the communication process. This can create a DoS-type effect 
on the machine you are analyzing, which will result in degraded network performance 
and faulty analysis data. 


Sniffing in a Routed Environment


All of the techniques for tapping into the wire on a switched network are avail-
able on routed networks, as well. The only major consideration when dealing 
with routed environments is the importance of sniffer placement when you are 
troubleshooting a problem that spans multiple network segments. 


As you learned earlier, a device’s broadcast domain extends until it 
reaches a router. At this point the traffic is handed off to the next upstream 
router and you lose communication with the packets being transmitted until 
you receive an acknowledgment of their receipt. In situations like this where 
data must traverse multiple routers, it is important to analyze the traffic on 
all sides of the router. 


For example, consider the communications problem you might encounter 
in a network with several network segments connected via a variety of routers. 
In this network, each segment communicates with an upstream segment in 
order to store and retrieve data. The problem we’re trying to solve is that a 
downstream subnet, network D, cannot communicate with any devices on 
network A (Figure 2-11).
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Figure 2-11: A computer on network D can’t 
communicate with one on network A.


Your gut might tell you to sniff the traffic of a device on segment D. 
When you do, you can clearly see data being transmitted to segment A, but 
without traffic acknowledgments. When sniffing the next upstream network 
segment to find the source of the problem, you find that traffic is dropped by 
the router of network B. Eventually this leads you to a router configuration 
problem that, when corrected, solves your larger dilemma. This is a prime 
example of why it is often necessary to sniff the traffic of multiple devices on 
multiple segments in order to pinpoint a problem.


Network Maps


In our brief discussion about network placement, we have already looked at 
several different network maps. A network map, or network diagram, is a diagram 
showing all technical resources on a network and how they are connected. 


There is no better way to determine the placement of your packet sniffer 
than to be able to visualize the network clearly. If you have a network map 
available to you, I would highly recommend keeping it handy, as it will become 
a valuable asset in the troubleshooting and analysis process. You may even 
want to make a detailed network map of your own network. Remember, 
sometimes half the battle in troubleshooting is pinpointing the problem.


Network A


Network B


Network C


Network D
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3
I N T R O D U C T I O N  T O  W I R E S H A R K


There are several different packet sniffing 
applications available for performing net-


work analysis, but we’ll be using Wireshark 
throughout this book. This chapter discusses the 


history of Wireshark, as well as its benefits, installation, 
and basic use.


A Brief History of Wireshark


Wireshark has a very rich history. Gerald Combs, a computer science graduate 
of the University of Missouri at Kansas City, originally developed it out of 
necessity. The very first version of Combs’ application, called Ethereal, was 
released in 1998 under the GNU Public License (GPL). 


Eight years after releasing Ethereal, Combs left his job to pursue other 
career opportunities. Unfortunately, his employer at that time had full rights 
to the Ethereal trademarks, and Combs was unable to reach an agreement 
that would allow him to control the Ethereal “brand.” Instead, Combs and the 
rest of the development team rebranded the project as Wireshark in mid-2006. 
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Wireshark has grown dramatically in popularity, and its collaborative 
development team now boasts over 500 contributors. The program as it exists 
under the Ethereal name is no longer being developed.


The Benefits of Wireshark


Wireshark offers several benefits that make it appealing for everyday use. It 
is aimed at both the journeyman and the expert packet analyst and offers a 
variety of features to entice each. Let’s examine Wireshark according to the 
criteria I defined in Chapter 1 for selecting a packet sniffing tool. 


Supported Protocols


Wireshark excels in the number of protocols that it supports—over 850 as of 
this writing. These protocols run from common ones like IP and DHCP to 
more advanced proprietary protocols like AppleTalk and BitTorrent. And 
because Wireshark is developed under an open source model, new protocol 
support is added with each update. If there is a protocol that Wireshark 
doesn’t support, you can code that support yourself and submit your code 
to the Wireshark developers for inclusion in the application (if your code is 
accepted, of course). That said, there is really almost no protocol that 
Wireshark isn’t capable of supporting.


User Friendliness


The Wireshark interface is one of the easiest to understand of any packet 
sniffing application. Wireshark is a GUI-based application with very clearly 
written context menus and a straightforward layout. It also provides several 
features designed to enhance usability, such as protocol-based color coding 
and detailed graphical representations of raw data. Unlike some of the more 
complicated command-line driven alternatives like tcpdump, the Wireshark 
GUI is great for those who are just entering the world of protocol analysis. 


Cost


Since it is open source, Wireshark’s pricing can’t be beat. Wireshark is released 
as free software under the GPL. You can download and use Wireshark for any 
purpose, whether personal or commercial. 


Program Support


A software package’s level of support can make or break it. When dealing 
with freely distributed software such as Wireshark, there is often no formal 
support, which is why the open source community often relies on its user 
base to provide support. Luckily for us, the Wireshark community is one of 
the best and most active of any open source project. The Wireshark web page 
links directly to several forms of support, including online documentation, 


PPA_02.book  Page 28  Wednesday, April 25, 2007  5:55 PM



比較 : 置換�

テキスト

[旧 テキスト] :"PPA_02.book Page 28 Wednesday, April25, 2007 5:55 PM"
[新 テキスト] :"A Brief History of WiresharkWireshark has a veryrich history. Gerald Combs, a computer science graduate of the University of Missouri at Kansas City, originally developed it out of necessity. The first version of Combs’s application, called Ethereal, was releasedin 1998 under the GNU Public License (GPL).Eight years after releasing Ethereal, Combs left his job to pursueother career opportunities. Unfortunately, his employer at that timehad full rightsto the Ethereal trademarks, and Combs was unable to reach an agreement that would allow him to control the Ethereal “brand.” Instead, Combs and the rest of the development team rebranded the project as Wireshark in mid-2006."
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a support and development wiki, FAQs, and a place to sign up for the 
Wireshark mailing list, which is monitored by most of the program’s top 
developers. These developers, along with Wireshark’s massive user base, 
provide support that leaves no question unanswered. 


Operating System Support


Wireshark supports all major modern operating systems, including Windows, 
Mac OS X, and Linux-based platforms. You can view a complete list of sup-
ported operating systems on the Wireshark home page. 


Installing Wireshark


The Wireshark installation process is surprisingly simple. In this section we 
will look at Wireshark’s system requirements and then go through the steps 
involved in installing Wireshark on both Windows and Linux.


System Requirements


Before you install Wireshark, you must make sure that your system meets the 
following requirements:


� A 400 MHz processor or faster


� At least 60MB of available storage space


� An NIC that supports promiscuous mode


� The WinPcap capture driver


The WinPcap capture driver is the Windows implementation of the 
Pcap packet capturing interface application programming interface (API). 
Simply put, this driver interacts with your OS to capture raw packet data, 
apply filters, and switch the NIC in and out of promiscuous mode. You can 
find the installation package for this driver at http://www.winpcap.org. 


NOTE Although you can download WinPcap separately, it is built into the Wireshark installa-
tion package. It is typically better to install WinPcap from the Wireshark installation 
package because the included version of WinPcap has been tested to work with Wireshark.


Installing on Windows Systems


The first step when installing Wireshark under Windows is to obtain the 
latest installation build from the official Wireshark web page, http://
www.wireshark.org. Navigate to the Downloads section on the website, and 
choose a mirror to download from. Once you’ve downloaded the package, 
follow these steps:


1. Double-click the .exe file to begin installation, and then click Next in the 
introductory window.


2. Read the licensing agreement and click I Agree if you agree.
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3. Select the components of Wireshark you wish to install. For our pur-
poses, you can accept the defaults by clicking Next (Figure 3-1).


Figure 3-1: Choosing the Wireshark components you wish to install


4. Click Next in the Additional Tasks window.


5. Select the location where you wish to install Wireshark, and click Next.


6. When the dialog asks whether or not you want to install WinPcap, make 
sure the box next to the words Install WinPcap is checked, and click Install 
(Figure 3-2). The installation process should begin.


Figure 3-2: Selecting the option to install the WinPcap driver


7. About halfway through the Wireshark installation, the WinPcap installa-
tion should start. When it does, click Next in the introductory window. 
Then read the licensing agreement and click I Agree if you do. 
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8. WinPcap should install on your computer. Once it has finished, click 
Finish.


9. Wireshark should complete its installation. Once this is done, click Next.


10. Once the installation confirmation window appears, click Finish.


Installing on Linux Systems
The first step when installing Wireshark on a Linux system is to download the 
appropriate installation package. Not every version of Linux is supported, so 
don’t be surprised if your specific distribution doesn’t have its own install 
package. 


RPM-based Systems


To install Wireshark on RPM-based distributions, such as Red Hat, do the 
following:


1. Download the appropriate installation package from the Wireshark 
web page.


2. Open a console window and type rpm -ivh wireshark-0.99.3.i386.rpm, 
substituting the filename of your downloaded package as appropriate. 


3. If any dependencies are missing, install them and repeat the 
previous step.


DEB-based Systems


To install Wireshark on a DEB-based distribution such as Debian or Ubuntu, 
do the following:


1. Download the appropriate installation package from the Wireshark 
web page.


2. Open a console window and type apt-get install wireshark. 


Wireshark Fundamentals


Once you’ve successfully installed Wireshark on your system, you can begin 
to familiarize yourself with it. Now you finally get to open your fully func-
tioning packet sniffer and see . . . absolutely nothing! 


The fact is, Wireshark isn’t very interesting when you first open it. In 
order for things to really get exciting, you have to get some data.


Your First Packet Capture
In order to get packet data into Wireshark, you’ll perform your first packet 
capture. You may be thinking, “How am I going to capture packets when 
nothing is wrong on the network?” There are two things wrong with this 
statement. The first thing is that there is always something wrong on the 
network. If you don’t believe me, then go ahead and send an email to all 
of your employees and let them know that everything is working perfectly.
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Secondly, there doesn’t have to be something wrong in order for you 
to perform packet analysis. In fact, most packet analysts spend more time 
analyzing problem-free traffic than traffic they are troubleshooting; you need 
a baseline to compare to in order to be able to effectively troubleshoot net-
work traffic. For example, if you ever hope to solve a problem with DHCP by 
analyzing its traffic, you must understand what the flow of working DHCP 
traffic looks like. More broadly, in order to find anomalies in daily network 
activity, you must know what normal daily network activity looks like. When 
your network is running smoothly, you can set your baseline so that you’ll 
know what its traffic looks like in a normal state.


We’ve covered the basics. Now let’s capture some packets!


1. Open Wireshark.


2. From the main drop-down menu, select Capture and then Interfaces. 
You should see a dialog listing the various interfaces that can be used to 
capture packets, along with their IP addresses. Choose the interface you 
wish to use, and click Capture (Figure 3-3).


Figure 3-3: Selecting an interface on which to perform your packet capture


3. Your packet capture should begin and Wireshark should show the active 
packet capture window. This window displays a brief summary of the type 
of traffic being captured, as well as the duration of the current capture 
(Figure 3-4).


Figure 3-4: The Capture window shows a brief 
summary of the packets being captured.
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4. Wait about a minute or so, and when you are ready to stop the capture 
and view your data, click Stop.


Once you have completed these steps and finished the capture process, 
the Wireshark main window will come alive with data. As a matter of fact, you 
might be overwhelmed by the amount of data that appears, but it will all start 
to make sense very quickly as we break down the main window of Wireshark 
one piece at a time.


The Main Window
You’ll spend most of your time in the Wireshark main window. This is where 
all of the packets you capture are displayed and broken down into a more 
understandable format. Using the packet capture you just made, let’s take a 
look at Wireshark’s main window (Figure 3-5), which contains three panes.


The three panes in the main window depend upon one another. In 
order to view the details of an individual packet in the Packet Details pane, 
you must first select that packet by clicking on it in the Packet List pane. 
Once you’ve selected your packet, you can see the exact bytes that correspond 
with a certain portion of the packet in the Packet Bytes pane when you click 
that portion of the packet in the Packet Details pane. 


Figure 3-5: The Wireshark main window uses a three-pane design.


Packet List Pane
The top pane, known as the Packet List pane, displays a table containing all 
packets in the current capture file. You’ll see columns containing the packet 
number, the relative time the packet was captured, the source and destination 
of the packet, the packet’s protocol, and some general information found in 
the packet. 


Packet Details Pane


The middle pane, known as the Packet Details pane, contains a hierarchical 
display of information about a single packet. This display can be collapsed and 
expanded to show all of the information collected about an individual packet. 
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Packet Bytes Pane


The lower pane, and perhaps the most confusing, is the Packet Bytes pane. 
This pane displays a packet in its raw, unprocessed form—that is, it shows what 
the packet looks like as it travels across the wire. This is raw information with 
nothing warm or fuzzy to make it easier to follow. 


NOTE It is very important to understand how these different panes work with each other, 
since you will be spending most of your time working with them in the main 
window. 


The Preferences Dialog


Wireshark has several preferences that can be customized to meet your needs. 
Let’s look at some of the more important ones.


To access Wireshark’s preferences, select Edit from the main drop-down 
menu and click Preferences. This should call up the Preferences dialog, 
which contains several customizable options (Figure 3-6).


Figure 3-6: You can customize Wireshark in the Preferences dialog.


These preferences are divided into five major sections: user interface, 
capture, printing, name resolution, and protocols.
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User Interface


The user interface preferences determine how Wireshark presents data. 
You can change most options here according to your personal preferences, 
including whether or not to save window positions, the layout of the three 
main panes, the placement of the scrollbar, the placement of the Packet List 
pane columns, the fonts used to display the captured data, and the back-
ground and foreground colors.


Capture


The capture preferences allow you to specify options related to the way 
packets are captured, including your default capture interface, whether or 
not to use promiscuous mode by default, and whether or not to update the 
Packet List pane in real time.


Printing


The printing preferences section allows you to specify various options related 
to the way Wireshark prints your data.


Name Resolution


The preferences in the name resolution section allow you to activate features 
of Wireshark that allow it to resolve addresses into more recognizable names 
(including MAC, network, and transport name resolution) and specify the 
maximum number of concurrent name resolution requests.


Protocols 


The preferences in the protocols section allow you to manipulate options 
related to the capturing and display of the various protocols Wireshark is 
capable of decoding. Not every protocol has configurable preferences, but 
some have several things that can be changed. These options are best left 
unchanged unless you have a specific reason for doing so, however.


Packet Color Coding


If you are anything like me, you may have an aversion to shiny objects and 
pretty colors. If that is the case, the first thing you probably noticed when you 
opened Wireshark were the different colors of the packets in the Packet List 
pane (Figure 3-7). It may seem like these colors are randomly assigned to 
each individual packet, but this is not the case. 


NOTE Whenever I refer to traffic, you can assume I am referring to all of the packets displayed 
in the Packet List pane. More specifically, when I refer to it in the context of DNS 
traffic, I am talking about all of the DNS protocol packets in the Packet List pane.
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   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"noticed"
[新 テキスト] :"got excited"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"opened Wireshark were the"
[新 テキスト] :" saw all those"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

"of the packets"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"pane (Figure 3-7)."
[新 テキスト] :" pane, as in the example in Figure 3-7 (well, the figure is in black and white, but you get the idea)."
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" like"
[新 テキスト] :" as if"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"NOTEWhenever I refer totraffic, you can assume I amreferringto all of the packets displayedin the Packet Listpane. Morespecifically, when I referto it in thecontext ofDNStraffic, I am talking about all ofthe DNS"
[新 テキスト] :"Figure 3-7:Wireshark’scolorcoding allowsfor quick"
次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 挿入�

画像

一致する 画像 が見つかりません
 (クリックして新画像を表示)



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" packetsin the Packet List pane.Introduction toWireshark35"
[新 テキスト] :"identification."
次の テキスト 属性は変更されました : 
   フォント, サイズ







36 Chapter  3


Each packet is displayed as a certain color for a reason. For example, you 
may notice that all DNS traffic is blue and all HTTP traffic is green. These 
colors reflect the packet’s protocol. The color coding allows you to quickly 
differentiate among various protocols so that you don’t have to read the 
protocol field in the Packet List pane for each individual packet. You will 
find that this greatly speeds up the time it takes to browse through large 
capture files.


Figure 3-7: Wireshark’s color coding allows for quick protocol identification.


Wireshark makes it easy to see which colors are assigned to each protocol 
through the Coloring Rules window. To open this window, follow these steps:


1. Open Wireshark.


2. Select View from the main drop-down menu.


3. Click Coloring Rules. The Coloring Rules window should appear 
(Figure 3-8), displaying a complete list of all the coloring rules defined 
within Wireshark. You can define your own coloring rules and modify 
existing ones.


Figure 3-8: The Coloring Rules dialog allows you to view and modify the coloring of 
packets.
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比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"These colors reflect the packet’s protocol."



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

" you may notice that"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" blue"
[新 テキスト] :"blue,"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

" Thesecolors reflect the packet’s protocol."



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" among"
[新 テキスト] :"between"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"have"
[新 テキスト] :"need"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

画像

一致する 画像 が見つかりません



比較 : 削除�

テキスト

"Figure 3-7: Wireshark’scolor coding allows for quick protocol identification."



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" window."
[新 テキスト] :"window, shown in Figure 3-8."
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" window, follow thesesteps:1.Open Wireshark.2.Select"
[新 テキスト] :"window, select"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" menu.3.Click"
[新 テキスト] :"menu and click"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

画像

一致する 画像 が見つかりません
 (クリックして新画像を表示)



比較 : 挿入�

テキスト

"Figure 3-8:"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" should appear (Figure 3-8), displaying a complete listofall"
[新 テキスト] :"allows you to view and modify"
次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"rules definedwithin Wireshark."
[新 テキスト] :"of packets.Introduction to Wireshark45"
次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

画像

一致する 画像 が見つかりません



比較 : 削除�

テキスト

"Figure 3-8: TheColoring Rules dialog allows you to viewand modify the coloringofpackets.36Chapter 3"







I n troduct ion to Wire sha rk 37


For example, to change the color used as the background for HTTP 
traffic from the default green to lavender, follow these steps:


1. Open Wireshark and access the Coloring Rules dialog (View�Coloring 
Rules).


2. Find the HTTP coloring rule in the coloring rules list, and select it by 
clicking it once.


3. Click the Edit button.


4. Click the Background Color button (Figure 3-9).


Figure 3-9: When editing a color filter, you can modify both foreground 
and background color.


5. Select the color you wish to use on the color wheel and click OK.


6. Click OK twice more to accept the changes and return to the main 
window.


7. The main window should then reload itself to reflect the updated color 
scheme.


As you work with Wireshark on your network, you will begin to notice 
that you work with certain protocols more than others. Here’s where color-
coded packets can make your life a lot easier. For example, if you think that 
there is a rogue DHCP server on your network handing out IP leases, you 
could simply modify the coloring rule for the DHCP protocol so that it shows 
up in bright yellow or some other easily identifiable color. This would allow 
you to pick out all DHCP traffic much more quickly and make your packet 
analysis more efficient. 
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次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"dialog (View�Coloring"
[新 テキスト] :"window (View•Coloring"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"list,"
[新 テキスト] :"list"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"4.Click"
[新 テキスト] :"You’ll see"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"Background"
[新 テキスト] :"Edit"
次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" button (Figure 3-9)."
[新 テキスト] :"Filter dialog, asshown in Figure 3-9."
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

画像

この 画像 は置換されました
次の 画像 属性は変更されました : 
   サイズ, サイズ
 (クリックして新画像と比較画像を表示)



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"the"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"color."
[新 テキスト] :"colors.4.Click theBackground Color button."
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"wheel"
[新 テキスト] :"wheel,"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 挿入�

テキスト

"then"



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 削除�

テキスト

"7."



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" work"
[新 テキスト] :"deal"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :" or"
[新 テキスト] :" (or"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"color."
[新 テキスト] :"color)."
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"quickly"
[新 テキスト] :" quickly,"
次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"Introduction"
[新 テキスト] :"These coloring rules can also be further extended by creating thembased on your own custom filters.Now that you have Wireshark up and running, you’re ready"
次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

次の テキスト 属性は変更されました : 
   フォント, サイズ



比較 : 置換�

テキスト

[旧 テキスト] :"Wireshark37"
[新 テキスト] :"do some packet analysis. The next chapter describes how you can work with the packets you’ve captured.46Chapter 3"
次の テキスト 属性は変更されました : 
   フォント, サイズ
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